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1. Introduction

The State of Texas (the “State”) Health and Human Services Commission (“HHSC”) is the state
agency that administers and/or provides health and human services in the State, through the
health and human services system (the “HHS System” or “HHS”). As set forth in Texas
Government Code, Chapter 531, the HHS System refers to all HHSC offices and divisions and
any other governmental entity that is under the administrative and operational control of the
Executive Commissioner of HHSC. The Department of State Health Services (“DSHS”) is a
separate Texas agency that is under the administration of HHSC and is thus part of the HHS
System.

HHSC has prepared this Statement of Work (“SOW”) Solicitation to engage a single qualified
vendor (the “Vendor,” “Contractor,” or “Respondent”) to assess the current organizational
maturity of the HHS (both DSHS and HHSC) IT department, and to provide recommendations on
steps that the IT department should implement to achieve a future state higher organizational
maturity level. This SOW describes specific topics that HHSC expects the selected Vendor to
address for assessment and evaluation of the organizational maturity of the IT department,
however vendors should feel free to propose additional areas of focus, maturity assessment
methodologies, and/or maturity assessment models as part of the vendor’s technical proposal, as
discussed further below.

This SOW is authorized by and in compliance with the provisions of Texas Government Code
Chapters 531, 2155 and 2157. HHSC in its sole discretion may elect to award all or part or none
of the Work described by this SOW. Each prospective Vendor must be under a current contract
with the Texas Department of Information Resources (“DIR”) that allows the Vendor to provide
the services described in this SOW to HHSC (the “DIR Contract”). The terms and conditions of
this SOW may not, and shall not be construed to, weaken any terms and conditions in Vendor’s
DIR Contract. To the extent that any terms and conditions of this SOW are less rigorous than or
otherwise diminish Vendor’s obligations under the DIR Contract, the terms and conditions of the
DIR Contract supersede and control over this SOW. In all other respects, the terms and conditions
of this SOW supersede and control. Refer to Appendix A of Vendor’'s DIR Contract, Exhibit H of
this SOW, Exhibit G, HHSC Uniform Terms and Conditions, and Exhibit H-1 of this SOW,
Exhibit G-1, HHSC Special Conditions, for defined terms in addition to those defined herein.

By submitting a response to this SOW Solicitation (“Response”), the responding Vendor is
making a binding offer to contract with HHSC based upon the terms, conditions, specifications,
representations and warranties contained in: i) this SOW, ii) the DIR Contract, and iii) the Vendor’s
Response. Offers from vendors do not become contracts with HHSC unless, and only to the
extent, the duly authorized representatives of Vendor, HHSC, and DIR execute the SOW
Signature Document incorporating this SOW and its exhibits and other listed contract attachments
(collectively, the “Contract”).

2. SOW Solicitation Overview

2.1. Project Description
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HHSC is undertaking a project to assess the current HHS IT department organizational maturity
and to develop actionable and feasible recommendations on increasing the maturity level of the
HHS IT organization. HHSC seeks a qualified vendor to complete the project as a deliverables-
based engagement. The project activities are comprised of three (3) milestones. The selected
Vendor must complete the three (3) milestones within six (6) months from the effective date of
the Contract. The vendor may perform optional screening of their proposed personnel as required
to meet due diligence in hiring personnel. The vendor is to provide information on the screening
and/or background check process that is performed before a staff is hired. This requirement does
not mean that the vendor is to provide the results of the screening and/or background check on
any specific proposed personnel that they have performed.

Due to funding constraints applicable to state agencies, Vendor agrees that time is of the essence
for Vendor’s timely completion of the services described by this SOW (the “Services”), including
completion of the project deliverables described below (the “Deliverables”). HHSC will provide a
single point of contact for all communications and management of Vendor’s work under this SOW
(the “HHSC Project Manager”). If requested by the HHSC Project Manager, Vendor will perform
work outside of regular business hours, including after-hours and on weekends, as needed to
ensure timely completion of the Services and/or to complete tasks that cannot be performed
during regular business hours. Vendor will primarily work off-site due to space limitations at state
facilities, with the selected vendor providing secure online file sharing or “drop box” capabilities,
outside of the HHS network, utilized by HHS and Vendor as needed to provide and exchange
documentation during the engagement. This SOW does not include reimbursable travel
expenses.

HHSC has included Exhibit H-1 to this SOW that describes the organizational structure of HHSC
IT for prospective Vendors’ reference in developing their responses to this SOW Solicitation
(“Responses”).

2.2. SOW Solicitation Point of Contact
The sole point of contact for inquiries concerning this SOW Solicitation is:

Health & Human Services Commission
Procurement and Contract Services
Brad Westbrook, CTCD, CTCM
1100 W 49" Street
Austin TX 78756
MC 2020
512-406-2557

All communications relating to this SOW must be directed to the HHSC point of contact named
above (the “HHSC Point of Contact”). All communications between Vendors and other HHSC
staff members concerning this SOW are strictly prohibited. A vendor’s failure to comply with
these requirements may, in HHSC’s sole discretion, result in that vendor’s
disqualification from this SOW solicitation.

2.3. SOW Solicitation Schedule
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The following dates represent HHSC’s desired schedule of events associated with this SOW
inquiry. HHSC reserves the right to modify these dates at any time. All times stated in this SOW
are given in Central Standard Time.

Date Activity
December 12, 2019 Distribute SOW to prospective vendors
January 2, 2020 [2 pm] Vendor deadline for submitting questions to HHSC
January 9, 2020 Anticipated HHSC response to questions
January 23, 2020 [2 pm] Vendor deadline for submitting responses to SOW
February 13, 2020 Anticipated award
March 12, 2020 DIR review completed
March 20, 2020 HHSC contract signing
March 23, 2020 Project start

2.4. Questions and Answers

Vendors must submit all questions regarding this SOW by email to the HHSC Point of Contact.
Questions regarding this SOW will be accepted by the HHSC Point of Contact until the date and
time specified in the table above.

By submission of a question, Vendor acknowledges that the applicable question and official
answer may be shared with other Vendors and therefore Vendors will not include any confidential
or proprietary information in such questions. HHSC will not identify by name the Vendor that
submitted any particular question.

2.5. SOW Solicitation Contents

This SOW consists of these terms and conditions and the following exhibits, each of which is
attached hereto and incorporated into this SOW by this reference:

Exhibit A: Contract Affirmations and Solicitation Acceptance;

Exhibit B: HHS Information Security Acceptable Use Policy (HHS AUP);
Exhibit C: Health and Human Services Acceptable Use Agreement (AUA);
Exhibit D: HHS System Data Use Agreement ver. 8.5;

Exhibit D-1: HHS Security and Privacy Inquiry (SPD);

Exhibit E: Experience Reference Form;

Exhibit E-1: Respondent Release of Liability;

Exhibit F: Vendor Price Sheet;

Exhibit G: HHSC Uniform Terms and Conditions;

Exhibit G-1: HHSC Special Conditions;

Exhibit H: Scope of Work Supporting Documents;

Exhibit H-1: HHSC IT Organizational Structure;

Exhibit H-2: Glossary:

Exhibit H-3: DRAFT Support Services Agreement

Exhibit I: FEATA Certification;

Exhibit J: Certification Regarding Lobbying; and

Exhibit K: Federal Assurances
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3. Services Description

3.1. Scope of Services

3.1.1. Objectives of the Services

HHSC seeks a qualified Vendor to perform a comprehensive assessment of the organizational
maturity level of the HHS IT department, following which the Vendor will provide a comprehensive
set of recommended actions and roadmap for increasing the maturity level of the HHS IT
organization. The Vendor will specifically include the following areas of analysis in its assessment;
prospective vendors may propose additional areas of analysis that are industry-recognized areas
of concern for IT organizational maturity.

1.

Service Delivery — Level and quality of current service delivery to internal agency

program areas.

a. Reviews how and to what quality services are currently delivered

b. Looks at the process integration, management of the service and the use of
service level agreements

Price Point — Cost to the IT organization to deliver services. Compares the internal

cost of providing services against that of other state and federal agency IT

organizations

People — Quality of staff delivery

a. Reviews the definition of roles and responsibilities, employee care and ongoing
improvement of skills

Measurement — Management and analysis of performance metrics

a. Reviews how the organization tracks metrics and the use of key performance
indicators

b. Reviews how an organization uses these lessons within a root-cause analysis
program or continuous improvement

Financial Management — Financial controls and discipline

a. Reviews the way the organization deals with budgetary and cost considerations
across the disciplines, includes the consideration of automated approvals, cost
allocations, etc.

Standardization — Level of standardization across technical landscape

a. Reviews the consistency in the application and use of systems, processes and
tools to promote efficiency and effectiveness.

Tools and Automation — Quality and automation of current toolset

a. Reviews the tools in place, both in terms of completeness of solution, as well as
usability and automation.

3.1.2. Specific Background Related to this SOW

The Health and Human Services Information Technology organization is currently headed by
the Deputy Executive Commissioner for IT, who is also acting as Interim Chief Information
Officer (CIO). The organizational structure is provided in chart form in Exhibit H-1, HHS IT
Organizational Structure. The HHS IT Division is comprised of the Deputy CIO for

Governance and Enterprise Relationship Management, the Deputy CIO for IT Strategy and
Chief Technology Officer, the Department of State Health (DSHS) Resources Manager and
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Information Resource Manager, the Chief Information Security Office, IT Business Operations,
IT Infrastructure, IT Project Management Office and Application Services.

The Chief Information Security Office is comprised of the Chief Information Security Officer
(CISO); the DSHS CISO; the Information Security Officer, Risk; Cybersecurity Operations
Officer and IT Security Analysts.

The IT Business Operations (ITBO) is comprised of the following areas: Procurement Projects
and Support; Procurement and Contracting Support; Federal/State Reporting Coordination;
Workforce Support; Budget Management and Forecasting; Planning, Policy and Performance
plus an additional 6 staff that report directly to the ITBO director.

The IT Infrastructure is comprised of the following areas: IT Data Center Services and
Operations; Customer Service and Support; Converged Services; System Services; Operations
Management.

The IT Project Management Office (PMO) is comprised of a Deputy PMO Director, a Project
and Program Support Office and an additional director.

The Application Services area is managed by a director and deputy director and is comprised of
staff and contractors in the following portfolios: Administrative Applications; Medical and Social
Services Applications; Saocial Services Applications; Public Health Applications (DSHS); Data
Analytics Support; Inspector General Applications; Health and Specialty Care System
Applications; Regulatory Applications.

HHS has just introduced its inaugural business plan, the Blueprint for a Healthy Texas.
Contained within this business plan is Initiative 12: Technology & Innovation Leverage
Technology and Process Improvement, which defines the immediate future initiatives for the IT
Division.

HHS IT, in compliance with Texas Government Code Sections 531.02012 and 531.00553, has
developed a support services agreement (SSA) that outlines, at a high level, the centralized
services that the Health and Human Services Commission (HHSC) will receive from HHSC
Information Technology. This SSA also includes performance goals that the HHS Information
Technology department must meet and defines the fundamental roles and responsibilities of the
respective areas related to Information Technology services. A copy of an abbreviated and draft
SSA is attached as Exhibit H-3: DRAFT Support Services Agreement.

The HHSC CIO position is currently held by an interim CIO. The CIO position has been held by
an acting or interim CIO for 11 of the last 23 months.

3.2. Project Period

Vendor is required to complete the Services over a contiguous six (6) month term, commencing
on the Contract Effective Date. HHSC in its sole discretion may elect to renew and extend the
Contract for up to two (2) one-year renewal terms. If HHSC elects to extend the Contract, during
the extension term the Parties will enter into an Amendment adding the applicable Change
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Request Plan, including added Deliverables and applicable Vendor costs to HHSC, as defined by
Section 5 of this SOW. Adherence to the Project Schedule (as defined below in Section 4.3) is
a material obligation of Vendor under this SOW. HHSC may require Contractor to provide some
after-hours and weekend work to complete tasks that cannot be accomplished during regular
business hours. Such after hours and weekend work shall not incur additional charges or fees
except as may be specifically set forth in the Contract.

3.3. Project Milestones and Deliverables

Vendor will perform the Services using a project milestone approach, as generally described
below. In completing each of the milestones, Vendor will assess and evaluate the current IT
Organizational Maturity to provide recommendations on maturing the HHS IT Organization.
provided in Exhibit H. The Project Schedule (defined below in Section 4.3) indicates when each
of the project milestones and Deliverables are to be completed.

Milestone 1 - Assessment
Contractor’s Milestone 1 tasks include:

e Provide a 5-level IT organizational maturity model containing specific evaluation criteria
and defined metrics that Vendor will use as the basis from which to assess and
determine the current maturity level of HHS’s IT organization based upon past and
current studies related to organizational maturity; this IT organizational maturity model
will also serve as the reference for Vendor’'s recommendations for achieving increased
IT organizational maturity to be provided by Vendor as part of Milestone 3.

e Develop a comprehensive assessment methodology to evaluate HHS’s current IT
organizational maturity level using the following framework listed in Section 3.1.1.
Objective of Services.

e Determine the participants for the IT organizational maturity (see organization charts in
Exhibit H-1) for the structure and counts of full-time equivalents positions

¢ Develop a communications plan for ongoing status, findings and recommendations

e Perform a survey of HHS’s IT organizational maturity performance using questionnaires
sent to all staff identified in previous task

e Validate the results of the questionnaires through interviews, focus groups and archive
reviews

e Build support for implementing recommendations

As part of Milestone 1, Vendor will complete the following Deliverables:

Deliverable | Deliverable Acceptance Criteria

No.

D.1.1 A 5-level organizational A 5-level framework ranging from basic to
model sophisticated practices
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Deliverable | Deliverable Acceptance Criteria

No.

D1.2 A comprehensive and A collection of reliable, proven processes (e.qg.,
documented assessment | surveys, document reviews, data analysis,
methodology interviews, staff meetings) tailored to achieve the

Project objectives in relation to the HHS IT
organization.

D1.3 A list of participants for the | A list of the IT and other HHS staff employees
survey(s) and interviews identified by Vendor to participate in a Vendor-
developed survey and then a second list of
employees for the results validation meetings
including an explanation on how the participants
were chosen.

D1.4 Communication Plan & Definition of detail communications between
Escalation Strategy Vendor and HHSC, how issues will be tracked,
mitigated and escalated. The escalation chain
needs to be identified and defined for both the
Vendor and HHSC.

D1.5 A completed survey Documented results of the survey evaluating the
summary to evaluate and | organizational maturity using recognized and
document the current approved methodology.
organizational maturity

D1.6 Validation interview and Documented results of the validation interviews
focus group results and focus groups undertaken following the
summary completion of the survey to verify the survey

results.

D1.7 A summary of items Documented summary of archive items reviewed,
reviewed in archive review | the subject of those items and how they related
process to the organizational maturity assessment.

D1.8 Milestone Closeout Assessment of the milestone to ensure

completion, and derive any lessons learned and
best practices to be applied to future projects; to
confirm the milestone has met all sponsor,
customer, and stakeholder requirements,
verifying that all deliverables have been delivered
and accepted.

Milestone 2 - Evaluation
Contractor’s Milestone 2 tasks include:

e Analyze the collected information gathered for Milestone 1 to evaluate and benchmark
HHS’s current IT processes and practices maturity level using specific criteria

¢ Identify HHS'’s IT organizational strengths and weaknesses in terms of IT processes and
practices

e Search for any “success drivers” by testing for correlations between different areas of
the HHS IT organization’s maturity levels

e Determine HHS IT Department’s current level of organizational maturity
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As part of Milestone 2, Contractor will complete the following Deliverables:

Deliverable
No.

Deliverable

Deliverable Description

D2.1

A list of HHS’s IT organizational
strengths and weaknesses in
terms of IT processes and
practices

IT organizational strengths and
weaknesses identified during the
organizational maturity assessment
identified by both IT department and
organizational maturity assessment
category.

D2.2

Identified “success drivers”

“Success drivers” for organizational
maturity identified during the
organizational maturity assessment
identified by both IT department and
organizational maturity assessment
category.

D2.3

A roadmap for organizational
improvement

Recommendations for each IT
department on specific activities to
increase the organizational maturity
based upon the specific findings for
each department. Any “success drivers”
that have been identified within the
organization should be identified as
improvement facilitators, when
appropriate, to make suggested
improvements in other departments or
areas of IT.

D2.4

Organizational change
management tools, plans to aid in
the implementation of
recommendations

Document steps/guidance on how to
market/communicate/implement the
recommended changes to increase the
organizational maturity and marketing
aids to facilitate in growing the
organizational maturity.

D2.5

Documented current level of
organizational maturity

A complete summary of all steps,
activities and findings to determine the
current level of organizational maturity
on the 5-level framework on
organizational maturity within each area
of the maturity framework listed in
Section 3.1.1. Objective of Services.
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Deliverable | Deliverable Deliverable Description
No.
D2.6 Milestone closeout Assessment of the milestone activities

to ensure completion and derive any
lessons learned and best practices to
be applied to future projects; to confirm
the milestone has met all sponsor,
customer, and stakeholder
requirements, verifying that all
deliverables have been delivered and
accepted.

Milestone 3 - Findings and Recommendations
Contractor will provide:

e Draft, prioritize and communicate the findings of the assessment
Develop specific, tailored, actionable recommendations

e Communicate findings and recommendations to all levels of participants in the
assessment through webinars, emails, documents and any other means deemed
appropriate

Contractor will produce these deliverables:

Deliverable | Deliverable Deliverable Description

No.

D3.1 Findings A document summarizing all strengths
and weaknesses in the IT organization
relating to organizational maturity.

D3.2 Recommendations Specific recommendations addressing

each of the identified weaknesses in
how to move forward to increase the
organizational maturity regarding these
weaknesses and how to leverage the
identified strengths to improve
organizational maturity in each
department and in the IT organization
within each area of the maturity
framework listed in Section 3.1.1.
Objective of Services.
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Deliverable | Deliverable Deliverable Description
No.
D3.3 Milestone Closeout Assessment of the milestone to ensure
completion, and derive any lessons
learned and best practices to be applied
to future projects; to confirm

the milestone has met all sponsor,
customer, and stakeholder
requirements, verifying that all
deliverables have been delivered and
accepted.

3.4. Additional Project Deliverables

3.4.1 Key Personnel — Project Manager

In addition to any other key personnel identified by Vendor in Vendor's Response, Vendor shall
provide a qualified Project Manager to serve as single point of contact and coordinate all project
tasks with the HHSC Project Manager. The Vendor Project Manager will provide quality
assurance and oversight for all Services. The Vendor Project Manager will identify and schedule
Vendor resources to meet project Deliverables and the Project Schedule. The Vendor Project
Manager identified in Vendor's Response to this SOW Solicitation shall serve as the Vendor
Project Manager and Vendor shall not reassign or remove the designated individual or any other
key personnel without HHSC’s prior written consent, except for reasons for cause or discipline.
In the event that any key personnel role becomes vacant, Vendor shall fill the role with a suitably
gualified individual within five (5) business days. Vendor shall provide HHSC information on the
skills, experience, and qualifications of any proposed replacement key personnel, and HHSC
shall have the right to reject any proposed replacement Project Manager that HHSC determines,
in its sole discretion, does not meet the required qualifications of this SOW.

3.4.2 Weekly Status Report

On every Monday (or the first business day of the week if Monday is a state holiday) prior to 5:00
p.m., Vendor will submit a written status report to the HHSC Project Manager that will describe
for the prior week: tasks and activities completed, Deliverables submitted to HHSC for review,
Deliverables in progress, Deliverables not yet started, activities under way, issues needing to be
addressed, issues resolved during the week. Deliverables identified for the weekly status report
should only include one project milestone at a time, unless otherwise requested by the HHSC
Project Manager. The weekly status report will also include the current Issue Log, Risk Log and
the Project Work Plan.

3.4.3 Issue lLog

Throughout the duration of the Contract, Vendor will maintain and update on a daily basis an
Issue Log (as defined herein). Vendor will deliver the current Issue Log to the HHSC Project
Manager with the weekly status report, and more frequently as may be requested by HHSC.
Vendor’s Issue Log will contain a dashboard detailing issues for the Deliverables and the Project
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indicating a Red, Yellow, or Green status (as defined below) for each Deliverable or issue that
will delay the project as a whole.

o (Green (G) - Deliverable is on schedule for delivery by due date. No known issues exist.

o Yellow (Y) - Deliverable is on schedule for delivery by due date, but there are potential issues
that could affect the timely completion of the deliverable and these issues are being
monitored by Vendor.

o - (R) - the Deliverable is not on schedule for delivery by due date; corrective action by
Vendor is required.

Vendor will provide, for any Deliverable whose status is Yellow, a detailed issue mitigation
strategy that fully addresses all known issues. Vendor will provide, for any Deliverable whose
status is [RBl, a detailed corrective action plan to get the Deliverable back on schedule. Vendor
will provide a daily update for any Deliverable whose status is [R8#l until Vendor returns
the status to Yellow or Green.

In the event of a disagreement between HHSC and Vendor as to the designation of any
Deliverable as Green, Yellow, or [RBll, Vendor will adopt the preferred issue designation of HHSC.

3.4.4 Risk Log

Throughout the duration of Vendor’s performance hereunder, Vendor will maintain and update
on a daily basis a Risk Log (as defined herein). Vendor will deliver the current Risk Log to the
HHSC Project Manager with the weekly status report, and more frequently as may be requested
by HHSC. Vendor’s Risk Log will contain a table detailing potential risks for the project. Risks are
defined as potential events or actions that could impact the Project Schedule, scope or budget.
The Risk Log will specify, for each identified risk, the project constraint/constraints (schedule,
scope, or budget) that are potentially impacted by the risk, the likelihood of the risk, the magnitude
rank of the risk, the risk owner, preventive actions to avoid the risk, and contingency actions to
take in the event the risk materializes. Examples of risks include: changes to personnel, HHSC
sponsor executive leadership change, errors in time estimates, activities missing from scope,
dependencies are inaccurate, information security incidents occur, etc.

Vendor will provide a detailed risk prevention strategy that fully addresses each potential risk to
the project. The risks will be monitored on a weekly basis. If the risk has materialized, the item
will be moved from the Risk Log to the Issue Log.

In the event of a disagreement between HHSC and Vendor as to whether the risk has moved to
the issue category, the Vendor will adopt the preferred risk or issue designation of HHSC.

4. Deliverables

4.1 Deliverables Format

Vendor will submit all Deliverables in a format approved by the HHSC designated point of
contact. Microsoft Office 2013 or newer is required. Guidelines for approved format are:

a. Schedules and Timelines - both a Microsoft Project file and a PDF version;
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b. Documents - Microsoft Word;

Spreadsheets - Microsoft Excel; and

Diagrams - Microsoft Excel, Visio, Project or other agreed-to editable formats. Microsoft
Visio object may be embedded in a Microsoft Word document. These files will not be
password protected.

Lo

4.2 Deliverables Acceptance Criteria

HHSC will apply the following acceptance criteria (the “Acceptance Criteria”) in HHSC's review
of submitted Deliverables for conformance with the requirements of this SOW. HHSC may add
additional acceptance criteria to those stated below in its sole discretion by advising Vendor in
writing of the additional acceptance criteria.

a. Deliverables must be submitted on time.

b. Deliverables are to be submitted to the HHSC Project Manager and appropriate HHS staff
in a deliverable walk-through meeting. The HHSC Project Manager will determine the
appropriate staff to be present in each deliverable walk-through.

c. Narrative Deliverables must be presented in terms and language so that a non-technical
person may understand them.

d. Deliverables must meet all applicable requirements and specifications set forth in Exhibit
H, as verified and corrected/completed by deliverables D1.8, D2.6 and D3.3.

e. Deliverables must meet all applicable requirements and specifications set forth in the
project documents created by Vendor through the course of performance of the Services
or otherwise provided by HHSC to Vendor.

f. Deliverables must be provided in an HHSC approved format, created using the software
as described in Section 4.1, Deliverables Format, above.

g. Deliverables must meet the criteria provided for each Deliverable in Section 3, above.

h. Deliverables must meet all other applicable criteria set forth in the DIR Contract and this
SOW.

i. Deliverables must be in compliance with HHSC Accessibility guidelines
(https://accessibility.hhs.texas.gov/policy.htm).

4.3 Deliverable Due Dates

Vendor will complete Deliverables by the dates specified in the Project Schedule proposed by
Vendor and included in its Response, referred to hereafter as the “Project Schedule.” Vendor
will include in its proposed Project Schedule sufficient interims between the due dates of
Deliverables: i) to provide HHSC with adequate visibility into Vendor’s activity progress, and ii) to
allow for HHSC to complete the Deliverable approval process described below, including the
potential requirement for Vendor to re-work Deliverables.

4.4 Deliverable Review Process

A Deliverable is not considered “complete” and accepted by HHSC until HHSC has reviewed and
approved the Deliverable according to HHSC’s internal process requirements. HHSC will make
reasonable efforts to complete its review of each submitted Deliverable within ten (10) business
days or as otherwise mutually agreed by the Parties in writing. The ten (10) business day review
period begins at the completion of the Deliverable walk-though meeting with HHSC staff.
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45 Deliverables Correction

If HHSC determines a Deliverable does not meet the Acceptance Criteria (a “Defective”
Deliverable), the HHSC Project Manager will advise Vendor of the specific reason(s) for the
rejection of the Deliverable, and the Vendor will have five (5) business days from HHSC'’s rejection
to correct the Deliverable and resubmit the Deliverable to HHSC for review. Upon resubmission
and following an updated Deliverable walk-through meeting of the changes made, HHSC will use
reasonable efforts to review the corrected Deliverable within five (5) business days following the
Deliverable walk-through meeting. If HHSC rejects a Deliverable a second time, HHSC may, at
its option and sole discretion, either terminate this SOW for cause upon written notification to
Vendor or provide Vendor an additional five- (5-) day period to correct and resubmit the
Deliverable. This cycle of re-submission and review will continue until either (i) HHSC has
approved the Deliverable, or (i) HHSC has terminated this SOW for cause.

Vendor will not charge HHSC for the costs of performing any rework or correction of rejected
Deliverables. The Vendor will perform rework of rejected Deliverables without adverse impact to
the Project Schedule, including adding additional resources as needed to perform the Services.

4.6 Work Product

As used herein, “Work Product” has the meaning given in the DIR Contract, and additionally
includes documents, diagrams, work plans, work-in-progress, meeting minutes, interview notes,
and other artifacts created by Vendor as ancillary to the Deliverables, but which are not
Deliverables subject to the acceptance process. Any and all Work Product generated by Vendor
during the course of and pertaining to this project will be provided to and be the sole property of
HHSC. Vendor will surrender all Work Product to HHSC prior to the termination or expiration of
this SOW. With respect to Vendor IP or Third-Party IP, as defined in the DIR Contract, that is
included in Work Product, HHSC shall have the rights set forth in Appendix A of the DIR Contract.

4.7 Accepted Deliverables — Plans

Upon acceptance by HHSC, any Deliverable that describes a plan or other action to be
performed by Vendor becomes a contractual obligation of Vendor. No Deliverables may be
changed by the Vendor after acceptance by HHSC unless the change is accepted in advance in
writing by the HHSC Project Manager.

5. Project Changes

HHSC may request Vendor to perform additional services beyond the scope of this SOW or to
remove services from the SOW scope by issuing a written change request (“Change Request”)
describing with reasonable specificity the additional services to be performed or removed and any
related deliverables. Within five (5) business days of receipt of a Change Request from HHSC,
Vendor will submit to the HHSC Project Manager a Change Request plan (“Change Request
Plan”) to add or remove the services described in the Change Request. Vendor's Change
Request Plan will specify impacts to the Project Schedule, impacts to the work plan, and Vendor’s
proposed additional or reduced cost, if any, associated with the Change Request. If requested by
HHSC, Vendor will negotiate Vendor’s proposed Change Request Plan with HHSC. A Change
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Request Plan does not become effective under the Contract until it is incorporated in an
Amendment executed by the Parties.

6. Project Management

6.1 Project Schedule

Vendor will tightly and proactively manage Vendor's adherence to the Project Schedule
throughout performance to ensure timely completion of this SOW, including by adding additional
personnel, escalating issues within Vendor’s organization as needed, communicating schedule,
budget or scope risks to the HHSC Project Manager on a timely basis, and any other steps
requested by the HHSC Project Manager to support timely completion of the Services. HHSC will
not consider any revisions to the Project Schedule proposed by Vendor. Based upon the Project
Schedule provided by the Vendor and accepted by HHSC, HHSC may set milestones for review
to ensure the timely completion of the Contract.

6.2 Project Reporting and Tracking

Vendor will continuously monitor and track Vendor’'s progress toward completion of the SOW.
Vendor shall meet the requirements of Section 3.4 above, Additional Project Deliverables.

6.3 Presentations

Throughout the course of Vendor’s performance of the SOW, at HHSC’s request Vendor will
present information regarding the progress of the SOW activities to a variety of audiences; e.g.,
leadership, sponsors, stakeholders, management, team, business, and technical, regarding
Vendor’s activities and outputs. Meeting dates and agendas will be selected by HHSC. Vendor
will provide presentation materials to the HHSC Project Manager for review at least five (5)
business days prior to the event.

6.4 Performance Measures and Associated Remedies

HHSC will monitor Vendor’s performance under any Contract resulting from this SOW solicitation.
Vendor will provide all Services and Deliverables in conformance with all Contract requirements,
including all warranties set forth in the DIR Contract and in this SOW.

In addition to the specified Deliverables, all work and activities performed by Contractor hereunder
will be reviewed by HHSC for conformance to Contract requirements. If HHSC identifies any
deficiencies or nonconformities with Contract requirements with respect to Vendor’'s activities
hereunder, HHSC may notify Vendor of the deficiency or non-conformity and Vendor will
undertake diligent efforts to promptly correct the deficiency and/or non-conformity. The foregoing
is in addition to any other remedies HHSC may have under the Contract or at law or equity with
respect to a failure of Vendor to comply with the requirements of the Contract.

6.5 Service Level Agreements (SLAS)
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HHSC contracts for results. A successful result may be defined as the generation of discrete,
defined, measurable, and beneficial outcomes that support HHSC Statement of Work goals,
service delivery agreements, and product specifications. HHSC will monitor the performance of
a contract issued under this SOW. All services and work products under the Contract shall
conform to this SOW at an acceptable quality level and in a manner consistent with acceptable
industry standard, custom, and practice. HHSC will monitor Vendor's conformance to
Deliverables due dates and adherence to the Project Schedule. HHSC will have the right and
option to assess liquidated damages for Vendor’s failure to meet SLAs as specified in the table
below.

SLA | SLA Name Performance Evaluated Non-Conformance e UEsy o
Measurement
SLA 1 | Deliverable | 100% of all Deliverables Liquidated Damages in Monthly
Timeliness | identified in Section 3.3 the amount of $250 for
must be submitted by the each day of non-
date specified in the HHSC- | conformance, not to
accepted Work Plan exceed $5,000 in any
given month.
7. Invoices

Vendor may submit invoices on a monthly basis for completed Deliverables accepted by HHSC
during the preceding calendar month as provided herein. Payments will be made in accordance
with Appendix A of the DIR Contract. Vendor must include in its response a draft version of the
Vendor’s proposed invoice template. Purchase Orders will be issued for each specific fiscal year
and associated milestones and Deliverables.

8. HHSC/Vendor-Furnished Equipment and Work Space
8.1 Restrictions on Access and Use

Vendor acknowledges and accepts that data and information that Vendor may have access to in
the course of performing the Services is subject to various federal and state laws, and that misuse
of such data or information may result in civil and criminal enforcement actions and penalties.
Subject to Vendor and Vendor’s personnel executing, agreeing to, and complying with the
applicable HHSC policies and agreements with respect to Vendor’'s access to and use of HHS
System equipment, materials, data, and information, including without limitation Exhibit B, HHS
Information Security Acceptable Use Policy (AUP), Exhibit C, Health and Human Services
Acceptable Use Agreement (AUA), and Exhibit D, HHS System Data Use Agreement, and
subject to successful completion by Vendor of Exhibit D-1, HHS System Security and Privacy
Inquiry, HHSC will make the materials, data and information available to Vendor’s personnel as
described in this Section 8, solely for Vendor’s use in performing the Services. Any approvals or
access granted by HHSC as described by this Section 8 may be revoked by HHSC at any time
in HHSCs sole discretion upon notice to Vendor by HHSC.
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8.2 Vendor Furnished Equipment and Work Space

Vendor is to remotely perform Services using Vendor equipment in a Vendor-controlled
environment. Vendor shall at all times comply with the information security standards, policies,
and other requirements as may be provided or communicated to Vendor by HHSC, including
without limitation Exhibits B, C, and D of this SOW, and applicable state and federal laws.

9. Contractor Warranties

9.1 General
Contractor warrants, represents, and covenants that:

a. its personnel assigned to the Project have the requisite availability, competence, skill,
and resources necessary to perform the Services in a timely, competent, and
professional manner in accordance with the highest industry standards;

b. Contractor will at all times comply with applicable state and federal laws;

c. Contractor has full rights and authority to enter into and perform the Services according
to this Contract;

d. Contractor will use adequate numbers of qualified individuals with suitable training,
education, experience, and skill to perform the Services;

e. Contractor personnel performing the Services will use a level of care commensurate
with the best industry practices for safeguarding highly sensitive personal data with
respect to all HHSC data they have access to in the course of performing the Services,
and Contractor personnel will individually sign and abide by the applicable HHSC
confidentiality, acceptable use, and information security agreements as may be
requested by HHSC; and

f. the Services, the Deliverables, and any Contractor intellectual property or third-party
intellectual property provided to HHSC under this SOW will not infringe any United
States patent, copyright, trademark, trade secret, or other proprietary right of any third
party or contain any viruses or other malicious code that will degrade or infect any
Deliverables, product, service, or any other HHS System software or equipment.

10. Project Termination

10.1 For Convenience

Without prejudice to any other remedies, HHSC may terminate this Contract at any time without
cause by giving written notice to Contractor. If HHSC terminates for convenience, its only
obligation is to pay for Deliverables it accepts before the effective date of termination or for
Services performed, where HHSC retains the benefit after the effective date of termination.

10.2 Immediate Termination

Without prejudice to any other remedies, HHSC may terminate this Contract for cause effective
immediately upon written notice:
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a. if Contractor breaches any obligation with respect to: i) confidentiality, privacy, and/or
data security; ii) warranties; iii) ownership and use of the Parties’ respective intellectual
property; or iv) assignment;

b. if Contractor advises HHSC that the Project has become infeasible or that Contractor is
unable or unwilling to perform the Services;

c. if Contractor attempts to renegotiate the scope of the Project and/or the terms and
conditions of the SOW in a manner that, in the sole determination of HHSC, would
prevent or diminish the attainment of the original purpose or objectives of the Project; or

d. if Contractor ceases to perform the Services for five (5) or more consecutive business
days, and such cessation was not reflected in the Project Schedule.

10.3 Notice to Cure

If HHSC determines that Contractor has breached any of its obligations hereunder in a manner
not covered by Section 10.2, above, HHSC may provide written notice to Contractor of such
breach. Contractor will have ten (10) calendar days to cure such breach. If the specified breach
is not cured within this period, HHSC may at its discretion i) extend the period to cure such breach,
or ii) terminate the Contract with immediate effect.

10.4 Effect of Termination

Within ten (10) calendar days of the effective date of termination of this Contract, Contractor shall
return to HHSC all HHSC materials, equipment, documentation, software, diagrams, schematics,
layouts, information, access badges, and all other HHSC property unless otherwise instructed in
writing by HHSC. Contractor shall deliver to HHSC, and HHSC may retain and use, in accordance
with the terms of the Contract, any Work or Deliverables that HHSC has accepted and for which
HHSC has paid Contractor. HHSC may, in its sole discretion, extend the Contract to allow for the
performance by Contractor of turnover assistance services, and Contractor will provide all such
turnover assistance services as requested by HHSC, providing that such assistance will not
exceed one hundred and twenty (120) calendar days. Contractor shall not have any right to retain
and will promptly deliver to HHSC any information, documents, programs, writings, designs,
records, data, memoranda, tapes and disks containing software, computer source code listings,
routines, file layouts, record layouts, systems design information, models, manuals,
documentation, notes or copies thereof, in original format or media form that it obtained, directly
or indirectly, from HHSC in connection with this Contract. Contractor’s obligations with respect to
Section 9, Contractor Warranties, this Section 10.4, Section 11, Liability, and any obligations
with respect to confidentiality and non-disclosure, shall survive any termination or expiration of
this Contract.

11. Liability

11.1 Acknowledged Direct Damages

The following shall be considered direct damages for purposes of this Contract, and neither Party
shall assert that they are indirect, incidental, collateral, consequential or special damages, or lost
profits to the extent they result directly from the breaching Party's failure to perform in accordance
with this Agreement:
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a. costs and expenses of restoring or reloading any lost, stolen, or damaged HHSC data
or confidential information;

b. costs and expenses of implementing a work-around in respect of a failure to provide the
Services or any part thereof;

costs and expenses of replacing lost, stolen, or damaged equipment and materials;

d. cover damages, including the costs and expenses incurred to procure the Services or
corrected Services from an alternate source;

e. costs and expenses incurred to bring the Services in-house or to contract to obtain the
Services from an alternate source;

f. straight time, overtime, or related expenses incurred by either Party in performing (a)
through (e) above, including overhead allocations for employees, wages, and salaries
of additional employees, travel expenses, overtime expenses, telecommunication
charges, and similar charges;

g. fines, penalties, sanctions, interest or other monetary remedies incurred as a result of a
failure to comply with applicable laws;

h. liguidated damages assessed against Contractor, if any;

i. costs and expenses of protecting and compensating the State and its constituents after
a Breach (as defined in Exhibit D, HHS System Data Use Agreement), including but
not limited to notifications, fines and penalties, establishing a call center, and thirty-six
(36) months of credit monitoring for affected individuals; and

j. Contractor’'s obligation of indemnification set forth in this Contract, including without
limitation Exhibit D, HHS System Data Use Agreement.

The absence of direct damages listed in this Section shall not be construed or interpreted as an
agreement to exclude it as a direct damage under this Agreement.

11.2 Limitation of Liability

Notwithstanding any provision of this Contract or the DIR Contract to the contrary, Contractor
shall be liable for the full amount of direct damages arising from: i) any breach of Contractor’s
obligations hereunder, or ii) the negligent acts and/or willful misconduct of Contractor's
employees, agents, representatives, and subcontractors.

12. SOW Solicitation Additional Terms and Conditions

12.1 Exceptions to Terms

HHSC has the right to negotiate the terms and conditions of any resulting Contract, consistent
with the DIR Contract. HHSC does not invite exceptions to these SOW terms and conditions.
Responding Vendors are responsible for reviewing the terms and conditions of this SOW and all
of its exhibits, attachments, and addenda (if any). Prospective Vendors are advised that a
Vendor’'s proposed maodifications to the terms and conditions of this SOW will be taken into
consideration by HHSC in determining, in its sole discretion, the response that offers best value
for the State. Prospective Vendors are also reminded that neither Vendor nor HHSC may
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negotiate or agree to terms and conditions that conflict with or weaken the terms and conditions
of Vendor’s DIR Contract.

12.2 SOW Cancellation and Partial Award or Non-Award

HHSC has the right to cancel this SOW Solicitation after issuance, to make a partial award, or to
make no award if HHSC determines that such action is in the best interest of the State.

12.3 HHSC Right to Reject Proposals or Portions of Proposals
HHSC has the right to reject, in whole or in part, any and all Responses to this SOW.

12.4 Costs Incurred by Vendors

Issuance of this SOW in no way constitutes a commitment by HHSC to award a Contract or to
pay any costs incurred by any vendor in the preparation of a Response to this SOW. HHSC is
not liable for any costs incurred by any Vendor prior to issuance of or entering into a formal
agreement, contract, or purchase order. Costs of developing proposals, preparing for, traveling
to, or participating in oral presentations and site visits, or any other similar expenses incurred by
a Vendor are entirely the responsibility of the Vendor, and will not be reimbursed in any manner
by the State.

12.5 Incomplete Responses

HHSC may reject without further consideration a proposal that does not include a complete,
comprehensive, or total solution as requested by the SOW.

12.6 Property of HHSC

All copies of Responses to this SOW submitted by Vendors to HHSC become the property of
HHSC after submission. Except as otherwise provided in this SOW or the resulting Contract, all
products produced by a Respondent, including without limitations the proposal, all plans, designs,
software, and other Contract Deliverables, become the sole property of HHSC after submission.

12.7 Copyright Restriction

HHSC has the right to refuse to consider any Vendor Response that bears a copyright marking
on any of its materials.

12.8 Texas Public Information Act Applicable to Responses

HHSC reminds Vendors that HHSC is subject to the Texas Public Information Act, Texas
Government Code, Chapter 552, including those provisions applicable to third-party information
(including third-party, proprietary information) received by a state agency. Vendor acknowledges
and agrees that HHSC will comply with the Public Information Act with respect to all materials
received from Vendor in the course of this SOW solicitation. Vendor is advised to consult Vendor’s
legal counsel if Vendor has questions about the scope and procedures applicable to Vendor under
the Texas Public Information Act.
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12.9 TEC Form 1295

Pursuant to Section 2252.908 of the Texas Government Code, a successful Vendor awarded a
contract greater than $1 million dollars must complete Form 1295 Certificate of Interested Parties
which is located on the Texas Ethics Commission’s (TEC) public website. The responding Vendor
must submit to HHSC a completed and signed form with the certificate of filing number and date
with their Response. HHSC then acknowledges Form 1295 at the TEC website. Rules and filing
instructions may be found on the TEC's public website and additional instructions will be given by
HHSC to successful Respondents; https://www.ethics.state.tx.us/filinginfo/1295/

13. Response Submission Instructions

13.1 Number of Copies

Respondent must submit one electronic copy of the Response, compatible with Microsoft Office
2013, via email to PCSBIDS @hhsc.state.tx.us with a copy to brad.westbrook@hhsc.state.tx.us.
HHSC will not accept Responses submitted by telephone and facsimile.

Health and Human Services Commission
Procurement and Contracting Services Building
ATTN: Brad Westbrook

1100 W 49th. MC 2020

Austin, Texas 78756

13.2 Time and Place of Submission

Respondent must submit the Response to HHSC’s Procurement and Contracting Services (PCS)
Division no later than January 23, 2020 at 2:00 P.M., CST. All Responses will be date and time
stamped when received by PCS. The clock in the PCS office is the official timepiece for
determining compliance with the deadlines in this procurement. HHSC has the right to reject late
Response submissions. It is the Respondent’s responsibility to appropriately mark and deliver
the Response to HHSC by the specified date.

14. Response Organization and Content

14.1 Overview
Vendor's Response must consist of the following parts:

Part 1 — Required Acknowledgments
Part 2 — Qualifications and Background
Part 3 — Technical Proposal

Part 4 — Price Proposal

¢ Vendor's Response must be:
e Clearly legible;
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o Sequentially page-numbered and include Vendor’s name and the SOW number at the
top of each page;

Organized in the sequence outlined below;

Correctly identified with the SOW number and submittal deadline;

Responsive to all SOW requirements;

Typed on 82 by 11” paper;

In Arial or Times New Roman font, size 12 for normal text, no less than size 10 for
tables, graphs and appendices; and

Vendors are requested not to exceed 100 total pages in their Responses, excluding required
forms, Exhibits and resumes. Responses may not include marketing materials or pamphlets, or
other materials or information not specifically requested in this SOW Solicitation.

14.2 Part 1 — Required Acknowledgments

Vendor will include in Part 1:

Signed Exhibit A, Contract Affirmations and Solicitation Acceptance;
Acknowledgment of schedule acceptance as described in Section 3.2;
Acknowledgement of acceptance of all terms and conditions of the SOW; and
Acknowledgement of agreement to comply with the confidentiality and non-disclosure
requirements stated in this SOW.

coow

Each of the foregoing must be signed by Vendor’s authorized representative with full legal and
corporate authority to bind Vendor to the terms and conditions of this SOW Solicitation.

14.3 Part 2 — Qualifications and Background

Vendor will include the following information in Part 2 of Vendor’s Response:

a. Corporate Overview

Vendor will describe Vendor's company background as it relates to projects similar in scope and
complexity to the project described in this SOW. If Vendor's proposal includes the use of
subcontractors, Respondent will include a similar description of each subcontractor's company
background and experience. Vendor will also include Vendor’s current organization chart and
management team résumés. Vendor will disclose any party other than Vendor that owns a
controlling interest in Vendor, or that has the corporate right or authority to direct the actions of
Vendor, and HHSC has the right to require such controlling party to unconditionally guarantee
performance by Vendor in each and every term, covenant, representation, and warranty of the
Contract as a condition to HHSC entering into any Contract with Vendor. Vendor is to have explicit
IT Organizational Maturity Assessment experience.

b. Staff Organization
Vendors will provide a project organization chart, with proposed prime and subcontractor staff
assigned to this project. In addition, Vendor will provide a high-level narrative description of the
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project team organization, teams and roles. Vendor’s personnel proposed for the project must
be available for interviews during the selection process.

c. Service Capabilities
Vendor shall provide evidence of its services capabilities, including, but not limited to:
i.  description of three (3) projects of similar size and scope that Vendor has conducted
within the past five (5) years;
ii.  description of experience providing similar Deliverables in public sector, specifically
state and local government;
iii.  anoutline of its capability to deliver the required services, including process, functional
and technical expertise; and
iv.  Vendor may also include the types of information that it anticipates providing as part
of each Deliverable.

e. References

Using Exhibit E, Experience Reference Form, Vendor must supply at least three (3) references
that verify Vendor has successfully performed the required services within the last five (5) years
for a paying customer external to Vendor’'s organization and that customer has successfully
implemented those recommendation(s). Note: HHSC will contact these references to validate.
For each provided reference, Vendor must provide a completed and signed release of liability
form, found at Exhibit E-1, Respondent Release of Liability.

In addition to the references required above, if Vendor will be using subcontractors to perform the
Services, Vendor must use the forms referenced above to supply at least two (2) references that
verify Vendor’'s proposed subcontractors have successfully performed the required services
within the last five (5) years for a paying customer external to Subcontractor’'s and Vendor’s
organizations.

f. Financial Capacity

Vendors are not required to submit evidence of financial capacity with their proposals. However,
HHSC has the right to request such information at a later date, including during any Contract, and
Vendor will provide such information as requested. HHSC has the right to require Vendor to
procure one or more performance, fidelity, payment or other bonds, if during the term of the
Contract; HHSC in its sole discretion determines that there is a business need for such
requirement.

14.4 Part 3 — Technical Proposal

Vendor will include the following information in Part 3 of Vendor's Response:

a. Project Schedule
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Vendor will provide a proposed Project Schedule that includes Deliverable Due Dates for each
Deliverable identified in Section 3.3 of this SOW. Vendor’s proposed Project Schedule will
provide reasonable interims between the timing of Deliverables: i) to provide HHSC with adequate
visibility into activity progress, and ii) to allow the required Deliverable walk-through, review and
correction process described in Section 4 of this SOW. Multiple Deliverables can be delivered in
a Deliverable walk-through meeting

b. Project Work Plan
Vendor’s response will include a project work plan that describes Vendor’s proposed processes
and methodologies for providing all components of the Scope of Work described in Sections 2
and 3 of this SOW. This section should include Vendor’s proposed reference model for
measuring IT department organizational maturity, and any related proposed modifications or
additions to the project deliverables to best achieve the project objectives. Vendor’s project
work plan will address the Deliverables specified in Section 3.3 of this SOW, and shall include:
i. A description of key activities and milestones;

ii. A detailed methodology description of Vendor's approach to analyze, assess,
validate, document and complete each milestone;

iii. A description of the resources necessary from HHSC to support the process,
including estimates of time needed from HHSC’s subject matter experts and high-
level analysis of data gathering requirements; and

iv.  Any assumptions and/or dependencies of the project.

c. Sample Weekly Status Report
d. Sample Issue Log

e. Sample Risk Log

f. Sample Communication Plan
g. Value-added Benefits

Vendor will include in its Response a description of any services or deliverables that are not
required by the SOW that Vendor proposes to provide at no additional cost to HHSC. Vendors
are not required to propose value-added benefits, but inclusion of such benefits may result in a
more favorable evaluation by HHSC.

14.5 Part 4 — Price Proposal

Vendor will include the following information in Part 4 of Vendor's Response:

a. Vendor Price Sheet

Vendor’s sole compensation, and HHSC’s sole obligation for payment to Vendor for performing
the Services (including all Work Product delivered to HHSC), is the Deliverables-associated
payments described herein. Vendor must complete Exhibit F, Vendor Price Sheet, and include
Vendor’s Price Sheet with Vendor’'s Response as a separate file or document.

b. Vendor Form of Invoice

Vendor must also include in Part 4 a draft version of Vendor’s proposed invoice template. Invoices
shall include at a minimum the HHSC SOW contract number, Deliverable number, date of
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Deliverable acceptance by HHSC, Deliverable price (from Vendor Price Sheet), and the amount
charged for the Deliverable.

14.6 Exceptions to Terms and Conditions

HHSC does not invite exceptions to the terms and conditions of this SOW. Any responding Vendor
that includes in its response exceptions to the terms and conditions of this SOW may be
automatically disqualified by HHSC, in HHSC'’s sole discretion.

15. Historically Underutilized Business Participation

Because this solicitation is released under the jurisdiction of the DIR co-operative contracts
program, Respondents are not required to submit a HUB subcontracting plan (HSP) with their
proposal at the time of submission. Any Contract resulting from this SOW will incorporate the
awarded Contractor's DIR HSP as part of that Contract. If subcontractors are used in the
delivery of the goods and/or services, the awarded Contractor is required to submit monthly
progress reports, in the prescribed format, to HHSC’s HUB Program Office. When applicable,
the reports must include a narrative description of the Contractor’s good-faith efforts and
accomplishments, and financial information reflecting payments to all subcontractors, including
HUBs. All Respondents must certify in their proposal that their DIR HSP is up to date and
accurate.

16. Response Evaluation
16.1 Conformance with State Law

HHSC will evaluate SOW Responses in accordance with Title 10, Subtitle D of the Texas
Government Code. HHSC shall not be obligated to accept the lowest priced SOW response, but,
may make an award to the Vendor that provides the best value to the State. HHSC will consider
capabilities or advantages that are clearly described in the Responses, which HHSC may require
to be confirmed by oral presentations, site visits, demonstrations, and references contacted by
HHSC. HHSC has the right to contact individuals, entities, or organizations that have had dealings
with Vendor or proposed staff, whether or not identified in the Vendor's Response.

16.3 Specific Criteria

HHSC will evaluate Responses based on the following best value criteria, listed in order of
precedence, with the relative weightings noted:

Technical Proposal and Approach to Project 40%
Price Proposal 35%
Strength of the Respondent Qualifications and

Background 20%
Exceptions to Terms and Conditions 5%
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16.4 Questions or Requests for Clarification by HHSC

HHSC reserves the right to ask questions or request clarification from any Respondent at any
time during the SOW procurement process, including during oral presentations, site visits, or
during the best and final offer (BAFO) process.

16.5 Oral Presentations

HHSC may require an oral presentation from any or all responding Vendors. Responding Vendors
will be provided with advance notice of any such oral presentation and are responsible for their
own presentation equipment. Failure to participate in the requested presentation may eliminate a
Vendor, in HHSC’s sole discretion, from further consideration. HHSC is not responsible for any
costs incurred by Vendors in preparation for or delivery of any oral presentation.

16.6 Best and Final Offers

HHSC may, but is not required to, permit responding Vendors who have not been otherwise
disqualified or eliminated to prepare one or more revised offers. For this reason, responding
Vendors are encouraged to treat their original proposals, and any revised offers requested by
HHSC, as best and final offers.

16.7 Discussions with Responding Vendors

HHSC may, but is not required to, conduct discussions with all, some, or none of the responding
Vendors, for the purpose of obtaining the best value for HHSC under any Contract. HHSC may
conduct discussions with responding Vendors for the purpose of:

e Obtaining clarification of proposal ambiguities;
¢ Requesting modifications to a proposal; and/or
e Obtaining a best and final offer.

HHSC may make an award prior to the completion of discussions with all responding Vendors if
HHSC determines that the award represents best value to the State.
16.8 Award

HHSC intends to award one contract, if any, for all project milestones of this SOW. HHSC has
the right to award some, all, or none of this SOW.

17. Additional Terms and Conditions

Vendor is representing itself to HHSC as an industry expert in the subject matter of this SOW
with the expertise and resources necessary for successful and timely completion of the SOW.

17.1 External Factors

Certain external factors outside the control of HHSC may materially affect the feasibility of the
project undertaken with this SOW, including without limitation budgetary and resource constraints,
approvals required from state and/or federal entities outside of HHSC, and changes to laws
governing HHSC (collectively, “External Factors”). If HHSC determines that sufficient funds are
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not available to support the project or that any other External Factor has rendered the project
infeasible, HHSC will have the right to withdraw the SOW or terminate the Contract without
penalty.

17.2 Standards of Conduct

In accordance with Title 1 Texas Administrative Code (TAC), Part 15, Sec. 391.505(a), the
Contractor and its subcontractors must implement standards of conduct for their own personnel
and agents on terms at least as restrictive as those applicable to HHS contracting personnel.
These standards of conduct must adhere to the ethics requirements adopted in 1 TAC, Part 15
Sec. 391.505(a), in addition to any ethics policy, or code of ethics approved by the Executive
Commissioner of HHSC.

17.3 U.S Department of Homeland Security’s E-Verify System

By entering into a Contract resulting from this solicitation, the Contractor certifies and
ensures that it utilizes and will continue to utilize, for the term of the Contract, the U.S.
Department of Homeland Security’s E-Verify system to determine the eligibility of:

1. All persons employed to perform duties within Texas, during the term of the
Contract; and

2. All persons (including subcontractors) assigned by the Contractor to perform work
pursuant to the Contract, within the United States of America.

The Contractor shall provide, upon request of HHSC, an electronic or hardcopy
screenshot of the confirmation or tentative non-confirmation screen containing the E-
Verify case verification number for attachment to the Form 1-9 for the three most recent
hires that match the criteria above, by the Contractor, and Contractor’s subcontractors,
as proof that this provision is being followed. If this certification is falsely made, the
Contract may be immediately terminated by HHSC, at the discretion of the State
and at no fault to the State, with no prior notification. The Contractor shall also
be responsible for the costs of any re-solicitation that the State must undertake
to replace the terminated Contract.

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 33


http://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=T&app=9&p_dir=N&p_rloc=172644&p_tloc=&p_ploc=1&pg=8&p_tac=&ti=1&pt=15&ch=391&rl=401
http://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=T&app=9&p_dir=N&p_rloc=172644&p_tloc=&p_ploc=1&pg=8&p_tac=&ti=1&pt=15&ch=391&rl=401
http://texreg.sos.state.tx.us/public/readtac$ext.TacPage?sl=T&app=9&p_dir=N&p_rloc=172644&p_tloc=&p_ploc=1&pg=8&p_tac=&ti=1&pt=15&ch=391&rl=401

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 34



Exhibit A. HEALTH AND HUMAN SERVICES CONTRACT
AFFIRMATIONS
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HEALTH AND HUMAN SERVICES
CONTRACT AFFIRMATIONS

The term “System Agency” used in these affirmations means HHS or any of the agencies of the
State of Texas that are overseen by HHSC under authority granted under Texas law and the
officers, employees, authorized representatives, and designees of those agencies. These agencies
include: HHSC and the Department of State Health Services.

By entering into this Contract, Contractor affirms, without exception, understands. and agrees to
comply with the following items through the life of the Contract:

1.

[

Contractor represents and warrants that these Contract Affirmations apply to Contractor
and all of Contractor’s principals, officers, directors. shareholders, partners, owners, agents,
emplovees, subconfractors, independent contractors, and any other representatives who
may provide services under, who have a financial interest in, or otherwise are inferested in
this Confract and any related Solicitation.

Complete and Accurate Informarion

Contractor represents and warrants that all statements and information provided to System
Agency are current, complete, and accurate. This includes all statements and information
in this Contract and anv related Solicitation Fesponse.

Public Information Act

Contractor understands that System Agency will comply with the Texas Public Information
Act (Chapter 552 of the Texas Government Code) as interpreted by judicial mlings and
opinions of the Attorney General of the State of Texas. Information, documentation, and
other material prepared and submitted in connection with this Confract or any related
Solicitation may be subject to public disclosure pursuant fo the Texas Public Information
Act. In accordance with Section 2252907 of the Texas Government Code. Contractor is
required fo make any information created or exchanged with the State pursuant to the
Contract, and not otherwise excepted from disclosure under the Texas Public Information
Act, available in a format that 15 accessible by the public at no additional charge to the
State.

Conmracting Information Requirements

Contractor represents and warrants that it will comply with the requirements of Section
552.372(a) of the Texas Government Code. Except as provided by Section 552.374(c) of
the Texas Govemnment Code, the requirements of Subchapter J {Additional Provisions
Eelated to Contracting Information), Chapter 552 of the Government Code, may apply to
the Contract and the Confractor agrees that the Contract can be terminated if the Contractor
knowingly or intentionally fails to comply with a requirement of that subchapter.

Health and Huoman Services
Contract Affirmations w. 1.6
Effactive Mowvember 7, 2019
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10.

Assignment

A Contractor shall not assign its rights under the contract or delegate the performance of
its duties under the contract without prior written approval from HHSC. Any attempted
assignment in violation of this provision 1s void and without effect.

B. Contractor understands and agrees the System Agency mav in one or more fransactions
assign, pledge, or transfer the Contract. This assignment will only be made to another
State agencv or a non-state agency that is contracted to perform agency support. Upon
receipt of System Agency's notice of assignment, pledge. or transfer. Contractor shall
cooperate with System Agency in giving effect to such assignment, pledge, or transfer,
at no cost to System Agency or to the recipient entity

Terms and Conditions Attached to Response

Contractor accepts the Solicitation terms and conditions unless specifically noted by
exceptions advanced in the form and manner directed in the Solicitation. if any. under
which this Contract was awarded. Contractor agrees that all exceptions to the Solicitation
as well as terms and conditions advanced by Contractor that differ in any manner from
System Agency’s terms and conditions, if any, are rejected unless expressly accepted by
System Agency in writing.

System Agency Right to Use

Contractor agrees that System Agency has the night to use, produce, and distribute copies
of and to disclose to System Agency emplovees, agents. and confractors and other
governmental entities all or part of this Contract or any related Solicitation Response as
System Agency deems necessary to complete the procurement process or comply with state
or federal laws.

Release from Liabilicy

Contractor generally releases from liability and waives all claims against any party
providing information about the Contractor at the request of System Agency.

Dealings with Public Servants

Contractor has not given. has not offered to give, and does not intend to give at any time
hereafter any economic opporfunity, future emplovment, gift. loan, gratuity, special
discount, trip. faver. or service to a public servant in connection with this Contract or any
related Solicitation, or related Solicitation Response.

Financial Participation Prohibited

Under Section 2155.004, Texas Government Code (relating to financial participation in
preparing solicitations), Coniractor cerfifies that the individual or business entity named in
this Contract and any related Solicitation Response is not ineligible to receive this Confract

and acknowledges that this Contract may be terminated and pavment withheld if this
certification is inaccurate.

Health and Human Services
Contract Affirmations w. 1.6
Effective November 7, 2010
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11.

13.

14.

el
U

16.

Prior Disaster Relief Contract Violaton

Under Sections 2155006 and 2261.053 of the Texas Government Code (relating to
convictions and penalties regarding Hurncane Rita, Humicane Kafrina, and other
disasters), the Contractor cerfifies that the individual or business entity named in this
Contract and any related Solicitation Response is not ineligible to receive this Contract and
acknowledges that this Contract may be terminated and pavment withheld if thus
certification is inaccurate.

Child Support Obligation

Under Section 231.006(d) of the Texas Fanuly Code regarding child support, Contractor
certifies that the individual or business entity named in this Contract and any related
Solicitation Response is not ineligible to receive the specified payment and acknowledges
that the Contract may be terminated and pavment may be withheld if this certification is
inaccurate.

Suspension and Debarment

Contractor certifies that it and ifs principals are not suspended or debarred from doing
business with the state or federal government as listed on the State gf Texas Debarred
Vendor List maintained by the Texas Comptroller of Public Accounts and the System for
Award Management (SAM) maintained by the General Services Administration. This
certification is made pursuant to the regulations implementing Fxecutive Order 12549 and
Executive Order 12689, Debarment and Suspension. 2 CF.R. Part 376, and anv relevant
regulations pronmlgated by the Department or Agency fimding this project. Tlus provision
shall be included in its entirety in Contractor’s subcontracts, if any, if pavment in whole or
in part is from federal finds.

Excluded Parties

Contractor certifies that it is not listed in the prohibited vendors list authorized by
Executive Order 13224, “Blocking Property and Prohibiting Transactions with Persons
Who Commit, Threaten to Commit, or Support Terrorism, " published by the United States
Department of the Treasury, Office of Foreign Assets Confrol.”

Foreign Terrorists Organizations

Contractor represents and warrants that it 15 not engaged in business with Iran. Sudan or a

foreign terrorist organization. as prohibited by Section 2252152 of the Texas Government
Code.

Executive Head of a State Agency

In accordance with Section 669 003 of the Texas Government Code, relating to contracting
with the executive head of a state agency, Contractor certifies that it is not (1) the executive
head of an HHS agency, (2) a person who at any time duning the four vears before the date
of this Contract was the execufive head of an HHS agency. or (3) a person who employs a
current or former executive head of an HHS agency.
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17.

18.

19,

Human Trafficking Prohibition

Under Section 21550061 of the Texas Government Code, Contractor certifies that the
individual or business entity named in this Contract is not ineligible to receive this contract
and acknowledges that this Contract may be terminated and payment withheld if this
certification is maccurate.

Franchise Tax Status

Contractor represents and warrants that it is not currently delinguent in the payment of any
franchise taxes owed the State of Texas under Chapter 171 of the Texas Tax Code.

Debis and Delinguencies

Contractor agrees that any payments due under this Contract shall be applied towards any
debt or delinguency that 1s owed to the State of Texas.

Lobbying Prohibition

Contractor represents and warrants that payments fo Contractor and Contractor's receipt of
appropriated or other funds under this Contract or any related Solicitation are not prohibited
by Sections 556.005, 556.0055, or 556.008 of the Texas Government Code (relating to use
of appropriated money or state funds to employ or pay lobbyists, lobbying expenses, or
influence legislation).

Buy Texas

Contractor agrees to comply with Section 2155 4441 of the Texas Government Code,
requiring the purchase of products and materials produced in the State of Texas in
performing service confracts.

Dizaster Recovery Plan

Contractor agrees that upon request of System Agency, Contractor shall provide copies of
1ts most recent business continuity and disaster recovery plans.

Technology Access

A Contractor expressly acknowledges that state funds may not be expended in connection
with the purchase of an automated information system unless that system meets certain
statutory requirements relating to accessibility by persons with visual impairments.
Accordingly, Contractor represents and warrants to System Agency that the technology
provided to System Agency for purchase (if applicable under this Contract or any
related Solicitation) is capable, either by virtue of features included within the
technology or because it is readily adaptable by use with other technology, of:

1. providing equivalent access for effective use by both visual and non-visual means;
1. presenting information including prompts used for interactive communications. in
formats intended for non-visual use; and
1l being integrated into networks for obtaining. retrieving, and disseminating
information used by individuals who are not blind or visually impaired.

B. For purposes of this Section. the phrase “equivalent access™ means a substantially
similar ability to communicate with or make use of the technology, either directly by
features incorporated within the fechnology or by other reasonable means such as
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assistive devices or services which would constitute reasonable accommeodations under
the Amencans With Disabilities Act or sinular state or federal laws. Examples of
methods by which equivalent access may be provided include, buf are not limited fo,
kevboard alternatives to mouse commands and other means of navigating graphical
displavs, and customizable display appearance.

C. In accordance with Section 2157.005 of the Texas Government Code, the Technology
Access Clavse confract provision remains in effect for any contract entered into before
September 1, 2006.

Computer Equipment Recycling Program

If this Contract is for the purchase or lease of computer equipment, then Confractor certifies
that it is in compliance with Subchapter Y, Chapter 361 of the Texas Health and Safety
Code related to the Computer Equipment Recveling Program and the Texas Comnussion
on Environmental Quality rules in 30 TAC Chapter 328.

Television Equipment Recycling

If this Contract is for the purchase or lease of covered television equipment, then Contractor

certifies that it is compliance with Subchapter Z, Chapter 361 of the Texas Health and

Safety Code related to the Television Equipment Recycling Program.

Cybersecurity Training

A Contractor represents and warrants that it will comply with the requirements of Section
20545192 of the Texas Government Code relating to cybersecurify training and
required verification of completion of the training program

B. Contractor represents and warrants that if Contractor or Subconfractors, officers, or
employees of Contractor have access to any state computer system or database, the
Contractor, Subcontractors, officers, and emplovees of Contractor shall complete
cybersecunty training pursuant to and in accordance with Government Code, Section
20545192,

Restricted Employment for Certain State Personnel

Contractor acknmowledges that, pursvant to Section >72.069 of the Texas Government
Code, a former state officer or employee of a state agency who during the period of state
service of emplovment participated on behalf of a state agency in a procurement or contract
negotiation involving Confractor may not accept emplovment from Contractor before the
second anniversary of the date the Contract is signed or the procurement is terminated or
withdrawn.

Disclosure of Prior State Employment

If this Contract is for consulting services under Chapter 2254 of the Texas Government
Code, in accordance with Section 2254.033 of the Texas Government Code. Contractor
certifies that it does not employ an mndividual who was employed by System Agency or
another agency at any time during the two years preceding the submission of any related
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31.

Solicitation Response related to this Contract or, in the alternative, Contractor has disclosed
in any related Solicitation Response the following:

i. the nature of the previous employment with System Agency or the other agency;
ii. the date the emplovment was terminated; and
i1 the anmal rate of compensation at the fime of the emplovment was terminated.

No Conflicts of Interest

A Contractor represents and warrants that it has no actual or potential conflicts of inferest
in providing the requested goods or services to System Agency under this Contract or
any related Solicitation and that Contractor’s provision of the requested goods and/or
services under this Contract and anv related Solicitation will not constitute an actual or
potential conflict of interest or reasonably create an appearance of impropriety.

B. Contractor agrees that, if after execution of the Contract, Contractor discovers or is
made aware of a Conflict of Inferest, Contractor will immediately and fully disclose
such interest in writing to HHSC. In addiion Contractor will promptly and fully
disclose any relationship that might be perceived or represented as a conflict after its
discovery by Contractor or by HHSC as a potential conflict. HHSC reserves the right
to make a final determination regarding the existence of Conflicts of Interest, and
Contractor agrees to abide by HHSC s decision

Fraud, Waste, and Abuse

Contractor understands that Svstem Agency does not tolerate any tvpe of fraud. The
agency's policy is to promote consistent, legal. and ethical organizational behavior by
assigning responsibilities and providing guidelines to enforce controls. Violations of law,
agency policies, or standards of ethical conduct will be investigated, and appropmate
actions will be taken. All emplovees or contractors who suspect fraud, waste or abuse
{including employee misconduct that would constitute frand, waste, or abuse) are required
to immediately report the questionable activity to both the Health and Human Services
Commission's Office of the Inspector General at 1-800-436-6184 and the State Auditor's
Office. Contractor agrees to comply with all applicable laws, rmules, regulations, and System
Apgency policies regarding frand including, but not limited to, HHS Circular C-027.

Antitrust

The undersigned affirms under penalty of perjury of the laws of the State of Texas that:

A in comnection with this Contract and any related Solicitation Response, neither I nor
any representative of the Confractor has violated any provision of the Texas Free
Enterprise and Antitrust Act, Tex. Bus. & Comm. Code Chapter 15;

B. in connection with this Contract and any related Solicitation Response, neither I nor
any representative of the Contractor has violated any federal anfitrust law; and

C. neither I nor any representative of the Contractor has directly or indirectly
communicated any of the contents of this Contract and any related Solicitation
Response to a competitor of the Contractor or any other company, corporation, firm,
partnership or individunal engaged in the same line of business as the Confractor.
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4.

Legal and Regulatory Actions

Contractor represents and warrants that it 15 not aware of and has received no notice of any
court or governmental agency proceeding, investigation, or ofher acfion pending or
threatened against Contractor or any of the individuals or entities included in mumbered
paragraph 1 of these Contract Affirmations within the five (5) calendar years immediately
preceding execution of this Confract or the submission of any related Solicitation Response
that would or could impair Contractor’s performance under this Contract, relate fo the
contracted or similar goods or services, or otherwise be relevant fo System Agency's
consideration of entering info this Contract. If Confractor is unable to make the preceding
representation and warranty, then Confractor instead represents and warrants that it has
provided to System Agency a complete, detailed disclosure of any such court or
governmental agency proceeding, investigation, or other action that would or could impair
Contractor's performance under this Contract, relate to the coniracted or similar goods or
services, or otherwise be relevant to System Agency’s consideration of entering into this
Contract. In addition, Contractor acknowledges this is a continning disclosure requirement.
Contractor represents and wagrants that Contractor shall notify System Agency in writing
within five (3) business days of any changes fo the representations or warranties in this
clanse and understands that failure to so timelv update System Agency shall constitute
breach of contract and may result in immediate confract termination.

No Felony Criminal Convictions

Contractor represents that neither Confractor nor any of its employees, agents, or
representatives, including any subcontractors and employees, agents, or representative of
such subcontractors, have been convicted of a felony criminal offense or that if such a
conviction has occurred Contractor has fully advised System Agency in writing of the facts
and circumstances surrounding the convictions.

Unfair Business Practices

Contractor represents and warrants that it has not been the subject of allegations of
Deceptive Trade Practices violations under Chapter 17 of the Texas Business and
Commerce Code, or allegations of any unfair business practice in anv administrative
hearing or court suit and that Contractor has not been found to be liable for such practices
in such proceedings. Confractor certifies that it has no officers who have served as officers
of other entifies who have been the subject of allegations of Deceptive Trade Practices
violations or allegations of any unfair tusiness practices in an admimistrative hearing or
court suit and that such officers have not been found to be liable for such practices in such
proceedings.

Entities that Bovcott Israel

Pursuant to Section 2271.002 of the Texas Government Code, Contractor certifies that
either:

1. it meets an exemption criferia under Section 2271.002; or
1. it does not boveott Israel and will not boycott Israel during the term of the contract
resulting from this Solicitation. If Confractor refuses to make that certification,
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37.

38.

30.

Contractor shall state here any facts that make it exempt from the bovcott
certification:

E-Verify Program

Contractor certifies that for contracts for services. Contractor shall utilize the T.S.
Department of Homeland Securnity’s E-Verify system during the ferm of this Contract to
determine the eligibility of:
1. all persons emploved by Contractor to perform duties within Texas; and
1. all persons, including subcontractors, assigned by Contractor to perform work
pursuant fo this Contract within the United States of America.

Professional or Consulting Contract

If this Contract is an employment contract, a professional services contract under Chapter
2254 of the Texas Government Code, or a consulting services contract under Chapter 2254
of the Texas Government Code, Contractor represents and warrants that neither Contractor
nor any of Contractor's emplovees including, but not limited to, those authorized to provide
services under the contract, were former employees of an HHS Agency during the twelve
(12) month period immediately prior to the date of the execution of the contract.

Former Agency Emplovees

Contractor represents and warrants, during the twelve (12) month period immediately prior
to the date of the execution of this Contract, none of its employees including, but not limited
to those who will provide services under the Contract, was an emplovee of an HHS Agency.
Pursuant to Section 2252 901, Texas Government Code (relating to prohibitions regarding
contracts with and invelving former and retired state agency emplovees), Contractor will
not allow any former employee of the System Agency to perform services under this
Contract during the twelve (12) month period immediately following the employee’s last
date of employment at the System Agency.

Disclosure of Prior State Employment
If this Contract is for consulting services,

A In accordance with Section 2254.033 of the Texas Government Code, a Contractor
providing consulting services who has been employed by, or employs an individual
who has been employed by, HHSC or another State of Texas agency at any time during
the two vears preceding the submission of Contractor’s offer to provide services mmst
disclose the following information in its offer to provide services. Contractor hereby
certifies that this information was provided and remains true, correct, and complete:

1. Name of individual(s) (Respondent or emplovee(s));

. Status;
111, The nature of the previous emplovment with HHSC or the other State of Texas
agency;
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11.

43.

1v. The date the employvment was terminated and the reason for the termination; and
v. The annual rate of compensation for the emplovment at the time of its
termination.

B. If no information was provided in response fo Section A above, Contractor certifies
that neither Contractor nor any individual employed by Contractor was emploved by
HHSC or any other State of Texas agency at any time during the two years preceding
the submission of Contractor’s offer to provide services.

Abortion Funding Limitation

Contractor understands, acknowledges, and agrees that, pursuant to Article I, Section
6.25 of the General Appropriations Act (the Act). to the extent allowed by federal and state
law, money appropriated by the Texas Legislature may not be distributed to any individual
or entity that, during the period for which funds are appropriated under the Act:
1. performs an abortion procedure that is not reimbursable under the state’s Medicaid
programi,
1. 1is commonly owned. managed. or controlled by an enfity that performs an abortion
procedure that is not reimbursable under the state’s Medicaid program; or
11 is a franchise or affiliate of an entify that performs an abortion procedure that is
not reimbursable under the state’s Medicaid program. The provision does not apply
fo a hospital licensed under Chapter 241, Health and Safety Code. or an office
exempt under Section 245.004(2), Health and Safety Code. Contractor represents
and warrants that it 15 not ineligible, nor will it be ineligible durning the term of this
Confract, to receive approprated funding pursuant to Article X, Section 6.25.

Funding Eligibility

Contractor understands. acknowledges, and agrees that, pursuant to Chapter 2272 of the
Texas Government Code, except as exempted under that Chapter, HHSC cannot contract
with an abortion provider or an affiliate of an abortion provider. Contractor certifies that it
15 not ineligible to contract with HHSC under the terms of Chapter 2272 of the Texas
Government Code. If Contractor refuses to make that certification. Contractor shall state
here any facts that make it exempt from the certification:

False Representation

Contractor understands, acknowledges, and agrees that any false representation or any
failure to comply with a representation, warrantv, or certification made by Confractor is
subject to all civil and criminal consequences provided at law or in equity including, but
not limited to, inmediate termination of this Contract.

False Statements

Contractor represents and warrants that all statements and information prepared and
submitted by Contractor in this Contract and any related Solicitation Response are current,
complete, true, and accurate. Contractor acknowledges any false statement or material
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46.

47.

48,

misrepresentation made by Contractor during the performance of this Contract or any
related Solicitation 1s a material breach of confract and may void this Contract. Further,
Contractor understands, acknowledges. and agrees that any false representation or any
failure to comply with a representation, warranty, or certification made by Contractor 1s
subject to all civil and criminal consequences provided at law or in equity including, but
not limited to, immediate termination of this Contract.

Permirts and License

Contractor represents and warrants that it will complv with all applicable laws and maintain
all permits and licenses required by applicable city, county, state, and federal rules,
regulations, statutes, codes, and other laws that pertain to this Contract.

Drug-Free Workplace

Contractor represents and warrants that it shall comply with the applicable provisions of
the Drug-Free Work Place Act of 1988 (41 U.S.C. §701 et seq.) and maintain a drug-free
work environment.

Equal Employment Opportunity

Contractor represents and warrants its compliance with all applicable duly enacted state
and federal laws governing equal emplovment opporfunities.

Federal Occupational Safety and Health Law

Contractor represents and warrants that all arficles and services shall meet or exceed the
safety standards established and pronmlgated under the Federal Occupational Safety and
Health Act of 1970, as amended (29 U.S.C. Chapter 15).

Signature Authority

Contractor represents and warrants that the individual signing this Contract Affirmations
document is avthorized to sign on behalf of Contractor and to bind the Contractor.
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Authorized representative on behalf of Contractor must complete and sign the following:

Legal Name of Contractor

Assumed Business Name of Contractor, if applicable (D.B.A. or *doing business as")

Texas County(s) for Assumed Business Name (D.B.A. or “doing business as’)
Attach Assumed Name Certificate(s) for each County

Signature of Authorized Representative Date Signed

Printed Name of Authorized Representative Title of Authorized Representative
First, Middle Name or Initial. and Last Name

Physical Street Address City, State, Zip Code

Mailing Address, if different City, State, Zip Code

Phone Number Fax Number

Email Address DUNS Number

Federal Emplover Identification Number Texas Payee ID No. — 11 digits

Texas Franchise Tax Number Texas Secretary of State Filing
Number
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Exhibit B: HHS Information Security Acceptable Use Policy (HHS
AUP):

S\ TEXAS

Health and Human
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Purpose

The purpose of this document is to inform Users of their responsibilities conceming the use and protection of HHS
Information Resources (IR) which includes HHS data, information systems, software, and equipment. The term
"User" is used in the document to refer specifically to an HHS IR User that is authorized access to HHS Information
Resources. The HHS Information Security Acceptable Use Policy (HHS AUP) works in conjunction with the HHS
Information Security Policy (I5-Palicy) and HHS Accepfable Use Agreement (AUA).

All HHS (IR}, which have not been specifically identified as the property of other parties, will be treated as an HHS
asset. Unauthorized access, disclosure, duplication, modification, diversion, destruction, loss, misuse, or theft of

these resources is prohibited. All User activity on HHS IR is subject to logging and review.

Every information resource privilege that has not been explicitly authorized is prohibited. Such privileges will not be
authorzed for any HHS business purpose until approved by the Information Owner, or designee, in writing or by
electronic acknowledgement. Agency Information Owners are responsible to approve, justify, document, and be
accountable for exceplions to the security requirements in this document. Information entrusted to HHS will be
protected in a manner consistent with its data classification and in accordance with all applicable standards,
controls, agreements, and laws.

Users formally acknowledge their understanding, acceptance, and compliance with the HHS Information Security
Acceptable Use Policy (15-AUP) when signing the HHS Acceptable Use Agreement (AUA). Users are further informed
of their responsibilities when taking the annual HHS information Securify Acceptable Use Training

Scope

This policy applies to all HHS Workforce Members (employee, frainee, intem, and velunteer or staff augmentation
contractor) and Users of HHS information resources. Any person or entity granted access to HHS IR, and
representatives of other agencies of state government must comply with the standards set forth in thiz document.
This policy excludes HHS clients, who receive services from HHS. Clients are not considered Users and therefore
are not in scope.

Use of HHS Information Resources

*  The User of an HHS Information Resource has the responsibility to:
o use the resource only for the purpose specified by HHS or the Information Owner;
o comply with information securty controls and agency policies to prevent unauthorized or accidental
dizsclosure, modification, or destruction; and
o formally acknowledge compliance with security policies and procedures by signing the HHS
Information Resource Acceptable Use Agreement.

*  Security incidents shall be immediately reported to the users supervisorimanager, the agency Information
Security Officer and other agency or HHS offices as applicable, as further defined in the HHS Incident
Response Plan.

*  HHS establishes the policies for verifying the identity of a User, process, or device, as a prerequisite for
granting access to resources in an information system.

* Information Resources are intended to be uged in support of official state-approved business.

= Limited personal use of IR may be allowed and is described in other policies and procedures of the HHS
Agency by which users are granted access.
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Proper authorization for all users is required for access to all information owned by HHS Agencies, except for
information that is maintained for public access.

Users will not attempt to access or alter any HHS information without authorizationm and in the performance of
their job duties.

Uszsers will not enter any unauthorized information, make any unauthorized changes to information, or disclose
any information without proper authorization. Unauthorized access to an HHS Information Resource, allowing
another party unauthorized access to, or maliciously causing a computer malfunction are violations under
Chapter 33 of the Texas Penal Code ("Computer Crime Law™) and are punishable by fines, incarceration, or
both.

Users must not intentionally access, create, store, or transmit any material that may be offensive, indecent, or
obscene unless required as part of their job duties.

Uszers may not engage in any activity that is harassing, threatening, abusive, degrades the performance of IR,
deprives or reduces an authorized User's access to resources, or otherwise circumvents any security measure
or policy.

Users shall not use any HHS IR to gain personal benefit.

Any User who becomes aware of or suspects an actual or possible computer security incident, weakness,
misuse or violation of any policy related to the security and protection of those resources must immediately
report such to their supervisorimanager, their agency Information Security Officer (150) and other agency or
HHS offices as applicable, as further defined in the HHS Incident Response Plan.

Uszsers shall not use HHS IR for purposes of political lobbying or campaigning.

Uszers shall not violate copyright laws by inappropriately distributing protected works.

Users shall not pose as anyone other than oneself, except when authorized to send messages for ancther
when serving in an administrative support role.

System Access

-

Users will be given access only to those systems to which they require access in the performance of official
duties.

Users will not enter any unauthorized data, make any unauthorized changes to data, or disclose any data
without proper authorization.

Users must sign or electronically acknowledge the HHS Acceptable Use Agreement (AUA) stating they have
read and agree to follow HHS reguirements regarding computer security policies and procedures before
access is given to any IR. Additional documentation or training may also be required. As an example, Users
with access to Federal Tax Information must take Safeguarding internal Revenue Service Federal Tax
Infarmation training annually.

At a minimum new Users must complete the HHS Information Security Acceptable Use Training prior to, or
within thirty days of, being granted access to any HHS IR.

Users must reaffirm their commitment to the protection of HHS IR by completing the HHS Information Security
Acceptable Use Training on an annual basis.

User Credentials

Users will receive and be required to use credentials (User ID and Password) to gain access to and to use
HHS Information Resources.

Users will create and use a strong password with a minimum of eight characters in length containing upper
caze alpha, lower case alpha, numerical, and special characters. (It is noted further requirements for
passwords may be issued.)

Uszers will not construct a password from obvious user names or passwords, such as personal information {i.e.
telephone numbers, relative's names, pet's names, or passwords used for personal business, etc.). Passwords
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should be memorized and never be written down or stored unencrypted. Users will not reveal their personal
password to anyone, including administrative assistants or management.,

Users will be held responsible for any violations of applicable law or agency pelicy related to HHS Confidential
Information, HHS Agency sensitive information, or HHS Information Resources, caused by acts or omissions,
or for any harm, loss, or adverse congequences arising from the use of credentials, including any unauthorzed
use by a third party or contractor if such party gains access to credentials due to negligence or misconduct.
Disciplinary actions up to and including dismissal and civil or criminal prosecution may result from any
viclations or misuse.

Transactions initiated under a User's credentials will be considered as having been authorized and
electronically signed by the User.

Uzers will not use the same password for HHS accounts as for other non-HHS accounts (e.q., personal
banking or other personal or business websites, efc.).

Users will not use the "Remember Password” feature of applications, auto logon, embedded scripts or hard
coded passwords outside of approved IT managed systems such as the Enterprize Portal or Enterprize Single
Sign On (ESS0).

If an account or password is suspected to have been compromised, report the incident to the Help Desk and
change all passwords.

Avoid others watching you type your password {shoulder surfing).

Temporary passwords must be changed upon User's receipt of the password.

Software

Users will use only agency approved and propery licensed software on HHS Information Resources. Any use
of software on HHS Agency IR shall be in accordance with the applicable software license agreement.

Uszers will not download or operate a peer-to-peer (P2P) file sharing syatem to transfer files (including music or
video files).

Uszers will not install or use any software on HHS Information Resources unkess the software has been
approved for use in accordance with HHS Agency policies and procedures?.

Users will not download, install or run application programs or utilities that reveal or exploit weaknesses in the
security of a system without approval as part of the official systems security management process.

Uszers will not use unapproved tools such as password cracking programs, packet sniffers, network-mapping
tools, or port scanners without approval as part of the official systems security management process.
Unauthorized use of copyrighted material including, but not limited to, digitization and distribution of
photographs from magazines, books or other copyrighted sources, copyrighted music, and the installation of
any copyrighted software for which HHS, the agency, or the User does not have an active license is strictly
prohibited.

Uszers will not disable or bypass malware protection software without the approval and involvement of
appropriate HHS IT staff.

Network

Uszers must not extend or re-transmit network capabilities without approval of the agency Information Resource
Manager {IRM).

Users must not install hardware, softwars, or any device (for example Bluetooth) that provides network
services without the approval of the agency IRM.

All HHS devices with wireless capability must be encrypted.

Any wireless data transmissions that may contain agency sensitive or confidential information, including
electronic Protected Health Information, must be encrypted.

1 Agency Approved Software can be found at hitp://fhhsc-gnline. hhsc.state tx. usfhandbookisoftware himl
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The use of wireless access points must meet authentication and encryption requirements set out in HHS
security policy, standards, and controls.

Users are prohibited from using or installing any device which functions in wireless mode in order to access
data, transfer data or connect in any manner to HHS internal networks or systems without the approval of the
Agency IRM, the CIO if no agency IRM exists, or a designee, and assistance of the Agency IT staff charged
with this responsibility in their official job capacity.

A system may not be connected to the HHS network until it is in a secure state and the network connection is
reviewed and approved by the appropriate agency IRM or the CIO if no agency IRM exists.

E-mail

Users should not open e-mail attachments or click on links within e-mails received from unknown senders,
which may contain viruses or malware.

Users will not send e-mail that violates HHS Agency policy, such as e-mail containing malicious, hostile,
threatening, abusive, vulgar, defamatory, profane, or inappropriate racist, gender, sexual, or religious content
over state government e-mail.

Confidential information shall be encrypted with an agency approved encryption technology. Itis
recommended that agency sensitive information be encrypted as well with an agency approved encryption
technology.

Users shall not use personal e-mail accounts {(e.g. Hotmail, Gmail, etc.) for transmitting or receiving agency
data, files or conducting agency business.

Users shall have no expectation of privacy when using agency e-mail.

Users must not give the impression that they are representing, giving opinions, or otherwize making statements
on behalf of any HHS agency or any unit of an HHS agency unless appropriately authorized to do so.
Individualz must not send, forward, or receive HHS Confidential Information through nen-HHS e-mail accounts,
such as Yahoo, Hotmail, or Gmail.

Uszers should not send or forward chain letters.

Users should not send unsclicited messages to large groups except as required while conducting department
business.

Instant Messaging

-

In

The only approved Instant Messaging (IM) system is HHS provided Instant Messaging from Microsoft. Use of
other Instant Messaging systems is prohibited except for specific instances approved by an IRM for HHS
Agency business purposes.

Policies relating to Instant Messaging can be found in the HHS Policy for Use of Agency-Provided Instant
Messaging®.

ternet

Users will not utilize unapproved cloud computing resources or storage unless approved by HHS. These
include but are not limited to Apple iCloud, Dropbox, Google Docs, or any other commercially available cloud
computing service that is not expressly approved by HHSC IT.

Intermet access is provided to Users for agency business purposes, with limited incidental personal use
allowed. Users shall only use agency approved services for file sharing of any form or method.

Users shall not use personal or public available proxy server/devices to circumvent security policies for internet
browsing.

All software used to access the Intemet must be approved for use on HHS IR.

All software used to access the Internet must incorporate up-to-date vendor provided security patches.

2 hitp-fhhscx hhac texas goviitipolicies-and-guidelines
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+ Al files downloaded from the Internet must be scanned for viruses using the approved HHS virus detection
software with up to date signatures.

+ Al files downloaded from the Internet must fall within the defined download parameters allowed by the HHE
Information Security Policy (I5-Palicy).

* Mo offensive or harassing materials may be accessed or posted to any Internet site using HHS IR.

*  Intemet access provided by HHS may not be used for personal solicitation or gain.

Incidental and Limited Personal Use

*  Limited personal use of HHS IR iz allowed for employees and other approved Users only. This use does not
extend to visitors or relatives of the approved User.

*+  Limited use must not result in any additional direct costs to HHS.

*  Limited use must not interfere with the nomal perfiormance of the User's dufies.

*  Limited personal use cannot viclate any existing law or HHS policies.

+ Storage of personal e-mail, voicemail, files, and any other document by the User on HHS IR must be keptto a
minimum.

+  All messages, files, and documents located on any HHS IR are owned by HHS and may be accessed by
authorized HHS staff without notice to the User. Such documents may be subject to open records requests.
This includes any personal messages, files, and documents.

* Incidental personal use of Intemet access is permitted, but must not inhibit or interfere with the use or
functionality of network resources for business purposes.

*  Incidental, non-work related use of social networking sites such as Facebook, Myspace, Twitter, and
videohosting sites such as YouTube are prohibited.

*  Exceptions for the use of social media sites for approved HHS business purposes must be approved by their
agency's Office of Communications or an employee designated by the agency's Commissioner to authorize
social media use before establizhing each new social media presence on the agency's behalf2.

Remote and Virtual Private Network (VPN) Access

*  Remote access to the HHS network shall be reviewed and approved by the appropriate supervisor. All
employees by default shall have account settings set to deny remote access. Only upon approval shall the
account settings be changed to allow remote access.

*  Users that are authorized to telework or access HHS IR through remote access technology, (e.g., Virtual
Private Metwork (VPN), Go to My PC, Outlook Web access) shall follow security practices that are the same as
or equivalent to those required at their primary workplace.

+ Al (WPN) connections to HHS networks must be agency approved

*+ VPN access, granted by request to HHS, is a "“User managed” service. Each User is responsible for obtaining
their own Internet Service Provider (ISP).

User supplied equipment connected to the YPN iz subject to the policies, standards, controls, and guidelines
that apply to HHS owned equipment.

+ |tis the User's responsibility, when connected to HHS networks via WPM, to assure that unauthonized Users are
not allowed access to the HHS networks through the YPN connection.

* Any computing device connected to HHS networks must be protected by the use of a firewall that meets HHS
security policy, standards, and controls.

* Any computing device connected to HHS networks or any other HHS technology must use anti-virus software
and configurations approved by HHS IT.

3 hittp-fhwww hhac state. tx.usinews/circulars/C-042 shtml
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VPN connections will be automatically disconnected after a period of non-use or inactivity. In this event, the
User must log in again. The use of any technology to maintain an inactive connection (ping, stay-connect, etc.)
is prohibited and can result in termination of the VPN account.

Users of any computing device not owned by HHS must configure that device to comply with all HHS policies,
standards, controls, and guidelines while connected to the HHS networks.

The use of any VPN client not provided by HHS or its service provider is prohibited.

The VPN User and IR are subject to audit to insure compliance with HHS policies, standards, controls, and
guidelines.

Removable Media

All HHS portable or removabkle media containing confidential information must be password protected and
encrypted with an approved FIPS 140-2 eryptographic module.

Confidential information, including ePHI that is stored on removable media or in paper form that is being
transported to another location, must be labeled as confidential according to agency requirements. There musat
be a retumn address, and the media must be physically handed off and signed for, and tracked until it reaches
ite final destination, basged on agency management rigk decision. This includes facsimiles and printed materials
zent by postal service or courier such as the United States Postal Service, FedEx, United Parcel Service of
America (UPS), Mailmax, and agency or personal vehicles.

In the event of loss or theft of removable media containing agency sensitive or confidential information, a
description of the data and index or table of contents must be provided with the report of loss to the user's
supervisor! manager, the agency Information Security Officer and other agency or HHS offices as applicable,
as further defined in the HHS Incident Response Plan. All removabkle media must be scanned for malicious
code prior to use on HHS IR.

Re-use or dizposal of removable media must use a sanitization technigue of clearing, purging, cryptograpghic
erase, andfor destruction for agency sensitive or confidential information that meets HHS security policy,
standard, and control requirements.

Mobile and Non-Agency Owned IT Devices

The following is only applicable if your agency has a Bring Your Own Device (BY QD) program:

-

The Bring Your Own Device (BY0D) program, if offered by your agency, is an opt-in (voluntary) decision and
requires that your agency have certain control over a User's personal or non-HHS owned device (smartphone,
tablet, or laptop) in exchange for access to HHS Confidential Information or Infermation Resources such as the
network and email. Users may opt-out of the BYOD program at any time.

Users must meet BY QD eligibility, device reguirements, and obtain management approval in order to
participate in the BYOD program.

HHS has no responsibility for User BYOD devices and associated costs, to include, but not limited to, vendor
terms and conditions; sufficient data and call plan, service levels, calling areas, service and phone features,
termination clauses, and payment terms and penaliies. Users are also responsible for the purchase, loss,
damage, insurance, andfor replacement.

Users will notify the help desk immediately if their BY'OD device is lost or stolen, if there is a security incident
associated with their device containing HHS information, or if there are plans to replace or sell their BY QD
equipment 2o it can be removed from the approved list and remotely wiped. Additionally, Security incidents
ghall be immediately reported to the user's supervisor’ manager, the agency Information Security Officer and
other agency or HHS offices as applicable, as further defined in the HHS Incident Responze Plan.

HHS can utilize information on a BYOD device as it determines iz required or would be helpful to the
organization to gather data on usage of mobile devices; ensure compliance with organization policies; gather
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information for intermnal investigations or review; and to respond to information requests in litigation or
govemnmment investigations.

If a User is & Fair Labor Standards Act (FLSA) nonexempt employee, performing work under the BYOD or
other program or technology that makes accessing work convenient from any location or time, they are
required to log all hours worked as reguired and prescribed by the applicable HHS"s Human Resources (HR)
policy.

Supervisors of FLSA Mon Exempt employee's will assure that FLSA Non Exempt employese's performing work
under the BYOD or other program or technology that makes accessing work convenient from any location or
time will not be required to work after their assigned hours.

Mon-Agency Owned IT Devices must comply with all HHS security policy, standards, and controls.

Operating Systems ufilized must be on the HHS approved platforms supported list.

Devices must be regularly scanned for malware and be running an HHS approved up-to-date anti-
virusfantimatware software.

HHS information must be encrypted and the encryption solution must meet HHS standards and controls,
including the backup of Non-Agency Owned IT Devices.

Device configuration must be compliant with HHS requirements, including the installation of HHS configuration
management agent software.

Users will comply with all agency requirements for securing HHS data.

HHS reserves the right to review, retain or release personal and HHS-related data on Mon-Agency Owned IT
Devices during an investigation.

In the event an HHS agency initiates a Non-Agency Owned IT Device wipe, the HHS agency expressly
disclaims liability for any consequential loss of personal data or information stored on the device.

Additional information on employee responsibilities associated with the BYOD program can be found on the IT
policy website*

Physical Security

-

Any User of HHS IR who takes the resource off-site to an environment out of the authority of HHS must follow
the same information security policies, standards, controlg, and guidelines to protect the resource as required
when in use at an HHS location.

Users will not use, disclose, transmit, maintain, create or remove Information Resources or HHS Confidential
Infarmation or HHS Agency sensitive information from HHS property without proper prior authorization and
approval of supervisory HHS staff.

Computer devices that display sensitive or confidential information should be positioned to prevent
unauthorized access or viewing of information on the display.

Users must use appropriate safeguards to protect IR from damage, loss or theft.

Users will keep HHS IR under their physical control at all times, or will secure it in a suitable locked container
under their control.

Users will not leave HHS IR in their vehicle unatiended.

Users are required to ensure that all sensitive or confidential information in hardecopy or electronic form is
secure in their work area at the end of the day and when they are expected to be gone for an extended period.
Computer workstations must be locked, logged out, or tumed off when workspace is unoccupied.

File cabinets containing confidential or sensitive information must be kept closed and locked when not in use or
when not attended.

Keys used for access to confidential or sensitive information must not be left at an unattended desk.

Laptops, tablets, and other portable computing devices must be either locked with a locking cable or locked
away in a drawer when left unatiended.

Printouts containing confidential or sensitive information should be immediately removed from the printer.

4 hitp-fifhhscx hhsc texas goviitipolicies-and-guidelines
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Confidential and sensitive documents should be placed in the locked confidential disposal bins when ready for
disposal.

Whiteboards containing confidential or sensitive information should be erased when not in use.

Access mechanigms to secured facilities and key-cards must not be shared or loaned.

Access mechanisms and key-cards that are no longer required must be retumed to the appropriate HHS
representative. Under no circumstances is a “retired” card to be passed directly to another User.

Security incidents, including loss or theft of any Information Resource or information, shall be immediately
reported to the user's supervisor! manager, the agency Information Securnty Officer and other agency or HHS
offices as applicable, as further defined in the HHS Incident Response Plan

Lost or stolen access key-cards must be reported to the appropriate facility manager immediately upon the
User becoming aware of the loss.

Confidential Information and Encryption

Users shall ensure that they follow the requirements in the HHS Data Classification Standard when handling,
processing or managing HHS information in electronic or physical format (e.g. printed documents).

Users shall protect confidential information with encryption at rest and in motion. This includes encrypting
confidential information when sending emailz outside the HHS network.

Uzers shall ufilize only HHS approved encryption methods.

Users are responsible for the protection of all sensitive or confidential information to which they may have
access, either as a granted right or by accidental exposure.

Users will protect sensitive and confidential information from disclosure to unauthorized persons or groups.
Back-up storage media shall be protected in accordance with the highest level of sensitivity of the information
being stored.

Any Uszer who becomes aware of or suspects an actual or possible incident of unauthorized access of
confidential information must report such to the Help Desk, agency Information Security Officer (150) and
agency Privacy Officer or designees immediately upon discovery. Additional documentation may also be
required.

Upon discovery of a possible unauthorized inspection or disclogure of Intemal Revenue Service {IRS) Federal
Tax Information (FTI) including breaches and security incidents, the individual making the observation or
receiving the information should contact HHSC IRS Coordinator, at (S12.206.5474). If you are unable to reach
the HHSC IRS Coordinater by phone, send a secure e-mail to HHSC IRS FTI at
IRS_FTI_Safeguardsi@hhsc.state tx.us.

Violation of the Data Classification Standard may result in disciplinary action which could include dismissal or
suspension. Additionally, individuals are subject to loss of HHS Information Resources access privileges, and
to civil and criminal prosecution.

Media Disposal

Uszers should consult with their Information Security Office for instruction on performing the correct media
sanitization procedures as defined in this section.

Users shall perform media sanitization prior to disposal, release out of HHS organizational control, or release
for reuse using sanitization technigues in accordance with applicable federal, state, and organizational
standards and policies.

Users shall ensure proper dizposal (purging and destruction) of digital and non-digital information system
media.

Users shall ensure that the information system media is sanitized or destroyed before disposal or release for
reuse.
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*  Re-use or dizsposal of media must use a sanitization technique of clearing, purging, cryptographic erase, andfor
destruction for agency sensitive or confidential information that meets HHS security policy, standard, and

contrel requirements.

Monitoring of Information Resources

*  HHS has the legal right to monitor use of HHS Infermation Resources, HHS Confidential Information, and HHS
Agency sensitive information and HHS monitors use to ensure these resources are protected and to verify
compliance with applicable law, HHS Policy, security standards and controls. By using HHS Information
Resources, or uging, disclosing, creating, transmitting, or maintaining HHS Confidential Information or HHS
Agency sensitive information, users consent to the monitoring of the use of these resources and information in
any form and on any device and understand there is no expectation of privacy.

*  Users are notified of meonitering through various means:

o Signing the Health and Human Services Acceptable Use Agreement (AUA)

o Warning banners on electronic devices

o Information security awareness publications and training o

o HHS security policy, standards, controls, guidelines, and procedures (155G, 15-Policy, etc.).

Compliance

*  MNon-compliance or viclation of the HHS Information Security Acceptable Use Policy (AUP) may be cause for
removal of access and disciplinary action, up to and including dismissal andlor civil or criminal prozecution.
Uszerz also must comply with applicable law and HHS Agency policies, procedures, standards and guidelines
over Information Resources, HHS Confidential Information, and HHS Agency sensitive information such as
the requirements in the HHS Human Resources Manual, HHS Privacy Policy and HHS Security Policy, as
well as any changes to those requirements.

*  Depending on the severity of the viclation, conseguences may include one or more of the fellowing actions:

o Immediate suspension of access privileges and revocation of access to HHS Information Resources,

HHS Confidential Information or HHS Agency sensitive information;

Digciplinary action, up to and including dizsmissal;

Removal or debament from work on HHS confracts or projects;

Civil monetary penalties; andfor

Criminal charges that may result in imprisonment for misuse of

HHS Information Resources or Confidential Information.

L= I B R

For more information or to provide comments please contact infoSecurify@@hhsc.stafe. bx.us
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Health and Human Services

Acceptable Use Agreement
AUA)

(Formeriy known as the Computer Use Agreement or CUA)
Please read the following agreement carefully and completely before signing.

Purpose

The purpese of this document is toinform you of your responsibilities concerning the use of Texas Health and
Human Services System [HHS) Confidential Information, HHS Agency sensitive information, and HHS Information
Resources.' This includes: computer, hardware, software, infrastructure, data, personnel, and other related
resources. Your signature is required o formally acknowledge your understanding, acceptance, and compliance of
HHS's Information Resource Acceptable Use provisions. This agreement applies to all persons using HHS
Information Resources andfor using, disclosing, creating, tramsmitting, or maintaining HHS Cenfidential Information or
HHE Agency sensitive information, whether employed by an HHS Agency or not, and is based on policy delineated
in the HHS Enterprise Information Security Policy (E15-Policy), and the HHS Enterprise Information Security
Acceptable Use Policy (EIS-AUP). Users are further informed of their responsibilities regarding the use of HHS
Information Resources when taking the required annual HHS Entferprze Iinformation Secunify Accepfable Use
Training.

| understand and hereby agree to comply with the following Information Resource Acceptable Use provisions:

Authorized Use

¢ Information Resocurces are intended to be used in support of official state-approved business.

# Limited personal use of Information Resources may be allowed and is descrbed in other policies and
procedures of the HHS Agency by which | am employed.

*  Proper authorization is required for access to all information cwned by HHS Agencies, except for
information that is maintained for public access.

« | will not attempt to access ar alter any information that | am not authorized to work with in the performance
of my job duties.
* | will not enter any unauthorized information, make any unautherized changes to information, or disclose

amy information without proper authorzation. Unauthorized access to an HHS Information Resource,
allowing another party unauthorized access to, or malicicusly causing a computer malfunction are viclations
umder Chapter 33 of the Texas Penal Code ("Computer Crime Law") and are punishable by fines, jail time,
or both.

User Credentials

. | will receive and will be required to use credentials (User ID and Password) to gain access to and to use
HHS Infarmation Resources.
* | will employ a difficult to guess password with a minimum of eight characters in length containing

upper case alpha, lower case alpha, numerical, and special characters unless further requirements for
passwaords are issuad.

* | will not construct my password from cbvious user names or passwords, such as personal information
(i.e. telephone numbers, relative's names, pet's names, or passwords usad for personal business, ete ).

*  Under no circumstances will | allow my credentials to be used by any other individual, nor will | use

! As defined in HHS EIS-Definitions document:

52054 003(7), Texas Government Code.

Information resources” means the procedures, equipment, and software that are employed, designed, built,
operated, and maintained to collect, record, process, store, retrieve, display, and transmit information, and
associated personnel including consultants and contractors.

And as defined in [44 U.5.C., Sec. 3502], NIST 5P 300-53 rev 4.

Information and related resources, such as personnel, equipment, funds, and information technology.
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Health and Human Services
Acceptable Use Agreement (AUA)

{Foermally known as the Computer Use Agreement or CUA)

credentials belonging to someone else.

# | will be held responsible for any viclations of applicable law or agency policy related to HHS Confidential
Information, HHS Agency sensitive information, or HHS Information Rescurces, caused by my acts or
omissions, or for any hamn, loss, or adverse consequences arising from the use of my credentials,
including any unauthorized use by a third party or contractor if such party gains access to my credentials
due fo my negligence or misconduct. Disciplinary actions up to and including dismissal and civil or criminal
prosecution may result from any violations or misuse.

*  Transactions initiated under my credentials will be considered as having been authorized and electronically
signed by me.

» | will not disclose my password to anyone.

Software

« Only properly licensed software may be used on HHS Information Resources.

# | will use all sofiware installed on HHS Information Resources in a manner that complies with the terms of
the applicable software license agreement and all applicable law and HHS Agency policies and procedures.
# | will not install or use any software om HHS Information Resources that has not been approved for use in

accordance with HHS Agency policies and procedures.

HHS Confidential Information

HHS Confidential Information includes information from the IRS (Federal Tax Information (FTI)} or the Social Security
Administration (SS5A), personally identifiable information, such as patient/client identifying health information,
employee information, unpublished agemcy work preduct, or any information (patient or otherwise) that is classified
confidential by applicable law and HHS Agency policy. You may have authority to use or disclose some or all of this
HHS Confidential Information enly as an autherized person through a computer system, or in paper or oral form or for
your work for authorized purposes.

HHS Confidential Information is valuable and sensitive, and is protected by law and by HHS policies. The intent of
these laws and policies is to safeguard the information against unauthorized use or disclesure and in support of the
organization’s mission. As a user of HHS systems and HHS Coenfidential Information, you are reguired to conform o
applicable laws and HHS policies governing confidential information. Your principal obligations in this area are
outlined below. You are required to read and to abide by these obligations.

| understand that in the course of my job, | may have authernty to use or disclose HHS Confidential Information related
to:

* Individuals' personally identifiable information about patients/clients (such as records, conversations,
admissions information, diagnosis, prognosis, treatment plan, financial information, or other identifiers such
as name, social security number, benefit plan, etc.) HHS Workforce personally identifiable information
including home addresses, home phone numbers, and secial securty numbers. HHS W orkforce includes
employees, interns, trainees, volunteers, and staff augmentation contractors.

» HHS Agency functions (such as unpublished or draft financial information, internal reports, memos,
confracts, peer review information, communications, proprietary computer software, and procurement
information).

» Legal work product or other information deemed confidential under applicable law or HHS Agency palicy.

* Contractor or third party information (such as vender information).

Accordingly, as a condition of my access to HHE Confidential Information, | agree that:

» | will use HHS Confidential Information only as needed to perform legitimate duties. This means, among
other things. that
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Health and Human Services
Acceptable Use Agreement (AUA)

{Formally known as the Compurer Use Agreement or CLUA)

¢ | will only access HHS Confidential Information that | have a need to know;

¢ | will mot in any way create, use, disclose, transmit. maintain, copy, sell, loan, review, alter, or destroy any
HHS Confidential Information except as properly authorized within the scope of my duties for HHS;

¢ | will mot misuse or carelessly handle HHS Ceonfidential Information; and

* | will encrypt HHS Confidential Information when appropriate, including when emailing such information and

when storing such information on portable storage devices. | will not use confidential individual identifiers in
email subject lines because subject lines are never encrypied.

¢ | will safeguard and will not disclose my user name or password or any other authorization | have that allows
me to access o HHS Confidential Information, except as permitted by law and applicable HHE Agency policy.
¢ | will report activities by any other individual or entity that | suspect may compromise the confidentiality,

integrity or availability of HHS Confidential Information to my supervisor and the HHS Privacy Office
at: privacyifhhse. state te.us or (877) 378-0869 or the agency's Privacy Office. | will immediately report
computer security incidents to the help desk.

¢+ Reports are made in good faith about suspect activities and will be held in confidence to the extent
permitied by law, including the name of the individual reporting the activities. Retaliation for a good faith
report of a viclation of law or policy is prohibited by HHS.

+ My obligations under this Agreement will continue after termination of my association with HHS or access to
HHS applications until all HHS Confidential Information im my possession, custody or control is returned or
destroyed as directed by HHS.

¢+ My privileges hereunder are subject to percdic review, revision, and if appropriate, remaoval.

¢+ | have no right or cwnership interest in any HHS Confidential Information referred to in this Agreement. HHS
may revohke my access code or other authorized access to HHS Confidential Information at any ime.

¢ | will, at all times, safeguard and retain the confidentiality, integrity and availability of HHS Confidential

Information.
¢+ | acknowledge my responsibility to be aware of, read, and comply with HHS security policy, standards, and
confrols”.

Agency Sensitive Information

Agency sensitive information is information that is not subject to specific legal, regulatory or other extemal requirements.
but is considered HHS sensifive and should not be readily available to the public. Agency sensitive information must be
protected even though disclosure is not specifically restricted by legal or regulatory requirements.

Examples of agency sensitive information include but are mot limited to:

*  HHS-specific legal information such as nondisclosure agreements (MDAs) and contracts.

+  Unpublished financial information related to organizational accounting swch as balance sheets, purchase
orders, contracts and budget information.

¢+  Unpublished financial information related to employee compensation, such as offer letiers, salaries,
severance, retirement plans, and benefits.

¢+ Internal cperational procedures.

Some information, even though it is available to the public, may contain sensitive information. Consequently, |
understand it is also my responsibility to protect this information according to its sensitivity, value, and impact to HHS.

| understand that my failure to comply with this Agreement may result in loss of access privileges to HHS
applications; disciplinary action, up to and including dismissal; and civil or criminal prosecution.

If | receive a request for the public disclosure of information, | will follow my agency's policies and procedures for the
release of public information.

* HHS secu rity policy, standards, and controls can be found at
http:f/hhscx. hhsc texas sov/it/policies-and-guidelines
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Health and Human Services
Acceptable Use Agreement (AUA)

(Formally known as the Compurer Use Agreement or CLUA)

Workforce Nondisclosure and Procurement Integrity Statement

As an HHS workforce member (employee, trainee, intern, volunteer or staff augmentation contractor) of the Texas
Health and Human Services Commission (HHSC) or a Health and Human Services (HHS) agency, | may be provided
access o HHS Confidential Information or agency sensitive information regarding the proposed work, procurement of
goods and services for HHSC or an HHS Agency. As such, | acknowledge that:

* My access to this information is authorized only within my duties as an HHS Workforce Member of HHSC or
am HHS Agency;

* My access to this information is solely for the purpose of discharging the duties of HHSC or an HHS Agency
regarding the proposed procurement;

* Premature or unauthorzed disclosure of this information will ireparably harm the State’s interests in the
proposed procurement and may constitute a violation of Section 39.02 of the Texaz Penal Code, the
antitrust laws of the United States and the State of Texas, and the Texas Public information Act, Chapfer
552, Texas Govemment Code; and

*  The information may represent confidential or proprietary information, the release of which may be restricted
or prohibited by law.

In view of the foregoing, | agree that | shall only use, disclose, create, maintain or transmit any information that |
receive in my capacity as an HHS workforce member, in any form, whether electronic, paper or oral, formal or
informal — for the following authorized purposes only:

* To provide the goods, services and/or deliverables required or requested under this HHSC or HHS Agency
procurement in accordance with my assigned duties;

* To provide action, response or recommendation requested by HHSC or an HHES Agency in the course of
fulfilling my assigned duties regarding the proposed procurement as prescribed under the resulting contract;

¢  To evaluate the submissions received from vendors or offerors in connection with the proposed
procurements in accordance with my assigned duties;

* To assist HHSC or an HHS Agency in developing any documents, reports, working papers, evaluations,
schedules, or instruments necessary to fulfill the requirements of the procurement; or

* As otherwise authorized in writing by HHS.

| further agree that | will regard amy such information as confidential and that | will not use, disclose, create, tramsmit
or maintain the information or any summary or synopsis of the information in any manner or any form whatsoewver,
except under the following circumstances:

*  \When authorized in writing by an HHSC or HHS employee associated with the respective proposed
procurement or my assigned duties at HHS;

* 'When required by law as determined by HHS Legal Counsel;

*  \When the information has previcusly been released to the general public by HHSC or an HHE Agency
regarding the respective proposed procurement -provided such release was not inadvertent or unintentional;
and

*  \When required, to brief or inform a manager or supervisor, provided the manager or supervisor is informed
of and agrees to the limitations on further disclosure contained in this statement.

In the ewent | receive a request for information relating o a proposed procurement either during or after the
performance of this resulting contract, | agree to do the following:

*  Motify HHSC or HHS Agency Information Owner associated with the respective proposed procurement as
soon as practical following receipt of the request, who will seek advice from appropriate legal counsel and
further instruct me regarding my ability to disclose the information.

The aforementioned statements supersede any other non-disclosure statement related to a proposed procursment or
work duties. Any prior authorizations relating to access to information related io a proposed procurement are revoked.

In addition, | agree to notify the HHSC or HHS Agency employee associated with the respective proposed
procurement immediately if | learn or have reason to believe that any information covered by this Workforce
Mondisclosure and Procurement Integrity Section has been disclosed, intenticnally or unintentionally, by any person.
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Health and Human Services
Acceptable Use Agreement (AUA)

(Formally known as the Compurer Use Agreement or CLUA)

Physical Securi

] | will not use, disclose, transmit, maintain, create or remove Information Resources or HHS Confidential
Information or HHS Agency sensitive information fromn HHS property without proper prior authorization and
approval of supervisory HHS staff.

* | will immediately report the loss or theft of any Information Rescurce or information to the appropriate
inwvestigative office in accordance with all HHS Agency policies and procedures.

# | will secure my workstation either by logging off or locking my screen when away from my workstation.

* | will keep HHS Information Resources under my physical control at all times, or will safeguard them

when away. such as by keeping my workspace clean, not leaving HHS Confidential Information, HHS
Agency sensitive information, or Information Resources in my vehicle unattended and locking
Information Resources with a locking cable or a suitable locked container under my control.

E-Mail
*» | understand that the state gowernment e-mail system is provided for official HHS business.
# | will imit my incidental, non-official use of the e-mail system to prevent interference with my official duties or
cause degradation of network semnvices, in accordance with HHS Agency policy.
* | will not send e-mail that violates HHS Agency policy, such as e-mail that contains malicious, hostile,

threatening, abusive, vulgar, defamatory, profane, or inappropriate racial, gender, sexual, or religious
confent aver state govemment e-mail.

* | will not use personal email accounts (e.g. Gmail, Hotmail, Yahoo etc.) for transmitting or receiving HHS
Agency information or conducting agency business.

» | will utilize HHS Agency approved encryption for transmitting HHS Confidential Information.

* | understand that access to public networks (i.e. the Internet) is for official HHS business.

# 1wl imit my incidental, non-official access to the Intermet to prevent interference with my official duties or
cause degradation of network services, in accordance with HHS Agency policy.

| will not view or attempt to view web content that violates HHS policy, such as sites known to contain
malicious, hostile, threatening. abusive, vulgar, defamatory, profane, or inappropriate racial, gender or
sexual content, text or graphics.

* | will not utilize unapproved cloud computing resources or storage unless approved by HHS. These include
but are not limited to Apple iCloud, Dropbox, Google Docs, or any other commercially available cloud
computing service that is not expressly approved by HHSC IT.

#» | will not use a personal or public available proxy to circumvent security policies for intermet usage.

Social Media

| understand from the HHS Social Media Paolicy. that incidental, non-work related use of social networking sites such
as Facebook, Myspace, Twitter, and video-hosting sites such as YouTube are prohibited. Exceptions for the use of
social media sites for approved HHS business purposes must be approved by their agency's Office of
Communications or an employee designated by the agency's Commissicner to authorize social media use before
establishing each new social media presence on the agency’s behalf.

Instant Messaging

| understand that the only approved Instant Messaging (IM) system is HHS provided Instant Messaging from
HHS ALA Confidential Page 50f 8
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Health and Human Services
Acceptable Use Agreement (AUA)

(Formally known as the Computer Use Agreement or CUA)

Microsoft. Use of other Instant Messaging systems is prohibited except for specific instances approved by an
Information Rescurces Manager (IRM) for HHS Agency business purposes. Policies relating to Instant Messaging
can be found in the HHS Paolicy for Uise of Agency-Frovided Insfant Messagj'ngj.

Hon-Agency Devices
The following is only applicable if your agency has a Bring Your Own Device (BYOD) program:

| understand the Bring Youwr Own Device (BYOD) program, if offered by my agency. is an opi-in (voluntary)} decision
and requires that my agency have certain control ower my personal or non-HHS owned device (smartphone, tablet, or
laptop) in exchange for access to HHS Confidential Information or Information Resources such as the network and
email. | may opt-out of the BYOD program at any time.

| must meet Bring Your Own Device (BYOD) eligibility, device requirements, and obtain management approwval in
order o participate in the BYOD program.

| understand HHS has no responsibility for my BYOD devices and associated costs, to include, but not limited to,
wvendor terms and conditions; sufficient data and call plan, service levels, calling areas. service and phone features,
termination clauses, and payment terms and penalties. | am also responsible for the purchase, loss, damage,
insurance, and'or replacement.

| will notify the help desk immediately if my BYOD device is lost or stolen, if there is a privacy or security incident
associated with my device containing HHS information, or if there are plans to replace or sell my BYOD equipment.

| understand that HHS, at its sole discretion, can utilize information on a BYOD device as it determines is required or
would be helpful to the organization to gather data on usage of mobile devices; ensure compliance with organization
policies; gather information for intemal investigations or review; and to respond to informational requests in litigation
or govemnment investigations.

| understand that if | am a Fair Labor Standards Act (FL3A) nonexempt employee, performing work under the BYOD
or other program or technology that makes accessing work convenient from any location or time, that | am required to
lag all hours worked as required and prescribed by the applicable HHS's Human Resources (HR) policy.

| understand that if | am a Supervisor of FLSA Non Exempt employee's, | will assure that FLSA Non Exempt
employee's performing work under the BY QD or other program or technology that makes accessing work convenient
from any location or time will mot be required to work afier their assigned hours unless directed by their supervisor or
manager.

Additional information on employee responsibilities associated with the BYOD program can be found on the IT policy
website®.

Consent to Monitoring

| understand that HHS has the legal right to monitor use of HHS Information Resources, HHS Confidential
Information, and HHS Agency sensitive information and that HHS monitors use to ensure these resources are
protected and to verify compliance with applicable law, HHS Policy, security standards and controls. By using HHS
Information Resocurces, or using. disclosing, creating, fransmitting, or maintaining HHS Confidential Information or
HHS Agency sensitive information, | consent to the menitoring of the use of these resources and information in any
form and on any device and understand | have no expectation of privacy.

: http://hhscx.hhsc.texas.gov/it/policies-and-guidelines

* http://hhscchhsc.texas.gov/it/policies-and-guidelines
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Health and Human Services
Acceptable Use Agreement (AUA)

(Formally known as the Compurer Use Agreement or CUA)

Hon-Compliance

| understand that non-compliance with this agreement or viclation of the HHS Enterprise Information Security
Acceptable Use Policy (ALUP) may be cause for removal of access and disciplinary action, up to and including
dismissal and/or civil or criminal prosecution. | alse understand that | must comply with applicable law and HHS
Agency policies, procedures, standards and guidelines over Information Resources, HHS Confidential Information,
and HHS Agency sensitive information such as the requirements in the HHS Human Rescurces Manual, HHS
Privacy Policy and HHS Security Policy, as well as any changes to those requirements.

Depending on the severty of the violation, consequences may include cne or more of the following actions:

* Immediate suspension of access privileges and revocation of access to HHS Information Resounces, HHS
Confidential Information or HHS Agency sensitive information;

Diisciplinary action, up t2 and including dismissal;

Removal or debarment from werk on HHS contracts or projects;

Civil monetary penalties; andior

Criminal charges that may result in imprisonment for misuse of HHS Information Resources or HHS
Confidential Information.

USER MUST ACKNOWLEDGE ALL PAGES OF THIS AGREEMENT.

| have read, understand and agree to comply with this agreement.

HHS Employee Signature:

HHS Contractor Signature:

HHS Employee/Contractor Name Printed:

HHS Employes 1D

HHSE Agency and Department or Division:

Date Agreement Signed
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B arExAs
H’ Health and Human Services
Acceptable Use Agreement (AUA)

(Formally known as the Computer Use Agreement or CUA)

For the purpose of this document, "HHS", "HHS Agency”, or "HHS3 Agencies” include the Health and
Human Services Commission, Department of Aging and Disability Services, Department of Family and
FProtective Services, Department of State Health Services, Department of Assistive and Rehabilitative
Services, and/or any successor agency or component part thereof.

Definitions can be found in the HHS Enterprise Information Security Definitions
{http://hhscx.hhsc texas gov/it/ policies-and-guidelings), HHS Privacy Policies and Procedures and the HHS
Human Resources Manual (hitp:iihhscx hhse.state tx. usfh'HR M'contents_him}.
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Data UsE ACREEMENT
BETWEEN THE
TEXAs HEALTH AND HUMAN SERVICES SYSTEM
AND
CONTRACTOR

This Diata Use Agreement “DTUA™) is effective as of the date of the Base Contract into which it is
incorporated (“Effective Date™), by and between the Texas Health and Homan Services System. which
includes the Texas Health and Human Services Commssion and the Department of State Health Services
("HHS") and Contractor (the "Base Contract™).

ARTICLE 1. PURPOSE; APPLICABILITY: ORDER OF PRECEDENCE

The purpose of this DUA is to facilitate access to, creation, receipt, maintenance, use, discloswre or
transmission of Confidential Information with Contractor, and describe Contractor”s rights and obligations
with respect to the Confidential Information and the limited purposes for which the Contractor may create,
receive, maintain, vse, disclose or have access to Confidential Information. This DUA also descnibes HHS s
remedies in the event of Contractor’s noncompliance with ifs obligations under this DUA. This DUA
applies to both HHS business associates, as “business associate™ i3 defined in the Health Insurance
Portability and Accountability Act (HIPAA). and contractors who are not business associates, who create,
receive, maintain use, disclose or have access to Confidential Information on behalf of HHS, its programs
ot clients as described in the Base Contract. As a best practice, HHS requires its contractors to comply with
the terms of this DUUA to safegnard all types of Confidential Information.

As of the Effective Date of this DUA_ if any provision of the Base Contract conflicts with this DTUA
this DUA controls.

ARTICLE 2. DEFINITIONS
For the pwposes of this DUA | capitalized, underlined terms have the following meanings:

“Anthorized Purpose™ means the specific purpose or purposes described in the Base Contract for
Centractor to fulfill its obligations under the Base Contract, or any other purpose expressly authorized by
HHS in writing in advance.

“Authorized User™ means a persom:

(1) Who s authonized to create, receive, maintain have access to, process, view, handle.
examine, imterpret, or analyze Confidential Information pursmant to this DUA;

2) For whom Contractor warrants and represents has a demonstrable need to create, receive,
maintain, nse, disclose or have access to the Confidential Information; and

(3) Who has agreed in writing to be bound by the disclosure and vse limitations pertaining to
the Confidential Information as required by this DUA

“Breach™ means an impermissible use or disclosure of electronic or non-electronic sensitive personal
information by an vnavthorized person or for an wnawthorized purpose that compromises the security or
privacy of Confidential Information such that the use or disclosure poses a risk of reputational harm  theft
of financial information identity theft. or medical identity theft. Any acquisition access, use, disclosure or
GOVERNMENTAL ENTITY VERSION
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loss of Confidential Information other than as permitted by this DUA shall be presumed to be a Breach
unless Contractor demonstrates, based on a risk assessment, that there is a low probability that the
Confidential Information has been compronsed.

“Confidential Information™ means any conmmuication or record (whether oral, written, electromically
stored or transmitted, or in any other form) provided to or made available to Contractor or that Contractor
may create, receive, maintain nse, disclose or have access to on behalf of HHS that consists of or
includes any or all of the following:

(1) Education records as defined in the Family Educational Rights and Privacy Act, 20U0.5.C.
§1232g: 34 CF R Part 99

{2 Federal Tax Information as defined in Internal Revenue Code §6103 and Internal Revenue
Service Publication 1075;

(3 Personal Identifying Information (PII) as defined in Texas Business and Commerce Code,
Chapter 521;

4) Protected Health Information (PHI) 1n any form including without Limitation, Electronic
Protected Health Information or Unsecured Protected Health Information as defined in 45
CFEER §160.103;

(%) Sensitive Personal Information (SPI) as defined in Texas Business and Conumerce Code,
Chapter 521;

{6) Social Secwity Administration Data, including, without lindtation, Medicaid information
means discloswres of information made by the Social Security Adnunistration or the
Centers for Medicare and Medicaid Services from a federal system of records for
administration of federally finded benefit programs under the Social Security Act, 42
U.5.C, Chapter 7;

{7 All privileged work product;
(8) All information designated as confidential under the constitution and laws of the State of

Texas and of the United States, including the Texas Health & Safety Code and the Texas
Public Information Act, Texas Government Code, Chapter 552

“Destrov”, “Destruction”, for Confidential Information. means:
(1) Paper. film or other hard copy media have been shredded or destroved such that the

Confidential Information cannot be read or otherwise cannot be reconstructed. Redaction is specifically
excluded as a means of data destruction.

{2 Electronic media have been cleared, purged, or destroyed consistent with NIST Special
Publication 800-88. "Guidelines for Media Sanitization " such that the Confidential Information cannot be
retrieved.

“Discover. Discovery™ means the first day on which a Breach becomes lmown to Contractor. or, by
exercising reascnable diligence would have been kmown to Contractor.

“Legally Authorized Representative” of an individual including as provided in 45 CFE 435923
(authorized representative); 45 CFR 164.502(g)(1) (personal representative); Tex. Oce. Code § 131.002(6);
Tex H. & 5. Code £166.164 (medical power of attorney); and Texas Estates Code § 22.031 (representative).

GOVERNMENTAL ENTITY VERSION
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“Required by Law™ means a nsndate contained in law that compels an entity to use or disclose
Confidential Information that is enforceable in a cowt of law, including court orders, warrants, subpoenas
or investigative demands.

“Subcontractor” means a persen who contracts with a prime contractor to work, to supply commodities,
ot to contribute toward completing work for a governmental entity.

“Worlforce” means employees. volunteers, tramnees or other persons whose performance of work is under
the direct control of a party, whether or not they are paid by that party.

ARTICLE 3. CONTRACTOR'S DUTIES REGARDING CONFIDENTIAL INFORMATION

Section 3.01 Obligations of Contractor
Contractor agrees that:

(A} With respect to PHI. Contractor shall:

(1) Make PHI available in a designated record set if requested by HHS, if Contractor maintains
PHI in a designated record set, as defined in HIPAA

(4] Provide to HHS data aggregation services related to the healtheare operations Contractor
performs for HHS pursuant to the Base Contract, if requested by HHS, if Contractor provides data
aggregation services as defined in HIPAA

(3) Provide access to PHI to an individual who is requesting his or her own PHL or such
individual’s Legally Anthorized Representative, in compliance with the requirements of HIPAA

4 Malze PHI available to HHS for amendment. and incorporate any amendments to PHI that
HHS directs. in compliance with HTPAA

(3) Document and make available to HHS, an accounting of disclosures in compliance with
the requirements of HIPAA

(6] If Confractor receives a request for access, amendment or accounting of PHI by any
individual promptly foroard the request to HHS or, if forwarding the request would viclate HIPAA
promptly notify HHS of the request and of Contractor’s response. HHS will respond to all such requests,

unless Contractor is Required by Law to respond or HHS has given prior written consent for Contractor to
respond to and account for all such requests.

(B) With respect to ALL Confidential Information, Contractor shall:

(1) Exercize reasonable care and no less than the same degree of care Contractor uses to protect
its own confidential, proprietary and trade secret information to prevent Confidential Information from
being used in a manner that is not expressly an Authorized Prrpose or as Bequired by Law. Contractor will
access, create, maintain. receive, use, disclose, transnut or Destroy Confidential Information in a secure
fashion that protects against any reasonably anticipated threats or hazards to the security or integrity of such
mnformation or vnavthorized uses.

(4] Establizh implement and maintain appropriate procedural. administrative, physical and
techiical safeguards to preserve and maintain the confidentiality, integrity, and availability of the
Confidential Information, in accordance with applicable laws or regolations relating to Confidential
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Information. to prevent any wnauthorized use or discloswre of Confidential Information as long as
Contractor has such Confidential Information in ifs acteal or constructive possession.

(3) Timplement. update as necessary, and document privacy., secwity and Breach notice policies
and procedures and an incident response plan to address a Breach, to comply with the privacy. security and
breach notice requirements of this DUA prior to conducting work vnder the Base Contract. Contractor shall
produce, within three business days of a request by HHS, copies of its policies and procedures and records
relating to the use or disclosure of Confidential Information.

4 Obtain HHS s prior written consent to disclose or allow access to any portion of the
Confidential Information to any person, other than Authorized Users, Worldforce or Subcontractors of
Ceontractor who have completed training in confidentiality, privacy, security and the importance of promptly
reporting any Breach to Contracter's management and as permitted in Section 3.01(A)3), above. Contractor
shall produce evidence of completed traimming to HHS upon request. HHS, at its election, may assist
Contractor in traiming and education on specific or umique HHS processes, systems and/or requirements.
Al of Contractor’s Authorized Users, Workforee and Subcontractors with access to a state computer system
ot database will complete a cybersecurity training program certified nnder Texas Government Code Section
2054.519 by the Texas Department of Information Fesources.

(3) Establizh, umplement and maintain appropriate sanctions against any member of its
Wotlforce or Subcontractor who fails to comply with this DUA | the Base Contract or applicable law.
Contractor shall mamtain evidence of sanctions and produce it to HHS upon recuest.

(6) Obtain prior written approval of HHS, to disclose or provide access to any Confidential
Information on the basis that such act is uired by Law, so that HHS may have the opportunity to object
to the disclosure or access and seek appropriate relief If HHS objects to such discloswe or access,
Contractor shall refrain from disclosing or providing access to the Confidential Information until HHS has
exhausted all alternatives for relief.

(7 Certify that its Authorized Users each have a demonstrated need to know and have access
to Confidential Information selely to the myinimmm extent necessary to accomplish the Authorized Purpose
and that each has agreed in writing to be bound by the disclosure and nse hmitations pertaining to the
Confidential Information contained in this DUA  Contractor and its Subcontractors shall maintain at all
times an updated, complete, accurate list of Authorized Users and supply it to HHS upon request.

() Provide, and shall canse its Subcontractors and agents to provide, to HHS periedic written
confirmation of compliance with controls and the terms and conditions of this DUA

)] Return to HHS or Destroy, at HHS's election and at Contractor’s expense, all Confidential
Information received from HHS or created or maintained by Contractor or any of Contractor’s agents or
Subcontractors on HHS's behalf upon the termination ot expiration of this DUA if reasonably feasible and
permitted by law. Contractor shall certify in writing to HHS that all such Confidential Information has
been Destroved or retumed to HHS, and that Contractor and its agents and Subcontractors have retained no
copies thereof. Notwithstanding the foregoing. Contractor aclmowledges and agrees that it may not Destroy
any Confidential Information if federal or state law, or HHS record retention policy or a litigation hold
notice prohibits such Destruction.  If such retorn or Destruction is not reascmably feasible, or is
impermissible by law, Contractor shall immediately notify HHS of the reasons such return or Destiuction
iz not feasible and agree to extend the protections of this DUA to the Confidential Information for as long
as Contractor maintains such Confidential Information
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(10)  Complete and retumn with the Base Contract to HHS, attached as Attachment 2 to this DUA,
the HHS Security and Prvacy Imitial Inguiry (SPI) at  hitps:/hhs texas sovlaws-
rezulations/forms/'miscellanecus hhs-information-security-privacy-initial-inquiry-spi.  The SPI identifies
basic privacy and security controls with which Contracter nmst comply to protect Confidential Information.
Contractor shall comply with periodic security controls compliance assessment and monitoring by HHS as
required by state and federal law, based on the type of Confidential Information Contractor creates, receives,
maintains, nses, discloses or has access to and the Authorized Papose and level of riske Confractor's
security comfrols shall be based on the National Institute of Standards and Technology (NIST) Special
Publication 800-53. Contractor shall update its security controls assessment whenever there are significant
changes in security controls for HHS Confidential Information and shall provide the vpdated document to
HHS. HHS also reserves the right to request updates as needed to satisfy state and federal monitoring
requirements.

{11y  Comply with the HHS Acceptable Use Policy (AUP) and require each Subecontractor and
Worldforce member who has direct access to HHS Information Fesources, as defined in the AUP. to execute
an HHS Acceptable Use Agreement.

(12)  Only conduct secure transmmssions of Confidential Information whether in paper. oral or
electrenic form A secure transmission of electronic Confidential Infornation in mofion inchudes secure
File Transfer Protocol (SFTP) or encryption at an appropriate level as required by mle, regulation or law.
Confidential Information af rest requires encryption unless there is adequate administrative, technical and
physical security as required by mule, regulation or law. All electronic data transfer and conwmuncations of
Confidential Information shall be through secure systems. Contractor shall provide proof of system, media
or device secunty and'or encryption to HHS no later than 48 howrs after HHS's written request in response
to a compliance investigation audit, or the Discovery of a Breach. HHS may alse request production of
proof of security at other times as mecessary to satisfy state and federal monitoring requirements.
Deidentification of Confidential Information in accordance with HTPAA de-identification standards is
deemed secure.

(13)  Designate and identify a person or persons, as Privacy Official and Information Security
Official each of whom is anthorized to act on behalf of Contractor and is responsible for the development
and implementation of the privacy and security requirements in this DUA. Contractor shall provide name
and current address. phone smmber and e-mail address for such designated officials to HHS upon execution
of this DUA and prior to any change. Upon written notice from HHS, Centractor shall promptly remove
and replace such official(s) if such official(s) is not performing the required functions.

(14)  Make available to HHS any information HHS requires to fulfill HHS's cbligations to
provide access to. or copies of, Confidential Information in accordance with applicable laws, regulations or
demands of a regulatory authonty relating to Confidential Information. Contractor shall provide such
information in a time and manner reasonably agreed vpon or as designated by the applicable law or
regulatory authority.

(15}  Comply with the following laws and standards if applicalble te the tipe of Confidential
Information and Contractor's Authenzed Purpose:

+ Title 1, Part 10, Chapter 202, Subchapter B, Texas Administrative Code;
+  The Prvacy Act of 1974;
+  OMB Memorandum 17-12;
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The Federal Information Security Management Act of 2002 (FISMA);

The Health Insurance Portability and Accountability Act of 1996 (HIPAA);

Internal Fevenne Publication 1075 — Tax Information Security Guidelines for Federal. State
and Local Agencies;

Wational Institute of Standards and Technology (INIST) Special Publication 800-66 Revision 1
— An Introductory Resource Guide for Implementing the Health Insurance Portability and
Accountability Act (HIPAA) Security Bule;

NIST Special Publications 800-53 and 800-53A — Recommended Security Contrels for Federal
Information Systems and Organizations. as currently revised;

NIST Special Publication 80047 — Security Guide for Intercomnecting Information
Technology Systems;

NIST Special Poblication 800-88, Guidelines for Media Sanitization:

NIST Special Publication 800-111, Guide to Storage of Encryption Technologies for End User
Devices containing PHI:

Family Educational Rights and Privacy Act

Any other State or Federal law. regulation. or administrative mle relating to the specific HHS
program area that Contractor suppotts on behalf of HHS.

(16) Be permitted to wse or disclose Confidential Information for the proper management and
administration of Contractor or to carry out Contractor’s legal responsibilities, except as otherwise
limited by this DUA the Base Contract. or law applicable to the Confidential Information, if!

(a)
(b)

Diselosure 13 Bemquired by Taw:
Contractor obtamns reasonable assurances from the person to whom the nformation 1s
dizclosed that the person shall:

L. Maintain the confidentiality of the Confidential Information in accordance with
this DUA;

2. Use or further disclose the information only as Required by Law or for the
Anthorized Purpose for which it was disclosed to the person; and

3. Notify Contractor in accordance with Section 4.01 of a Breach of Confidential
Information that the person Discovers or should have Discovered with the exercize of
reasonable diligence.

(C)  With respect to ALL Confidential Information. Contractor shall NOT:

(1)

2
(3)

Attempt to re-ddentify or further identify Confidential Information that has been

deidentified or attempt to contact any persons whose records are contained in the Confidential Information,
except for an Anthorized Purpose. without express written authenization from HHS.

Engage in prohibited marketing or sale of Confidential Information.
Permit. or enter into any agreement with a Subcontractor to. create, receive, maintain use,

disclose, have access to or transout Confidential Information. en behalf of HHS without requiring that
Subcontractor first execute either the Form Subcontractor Agreement Attachment 1. or Contractor’s own
Subcontractor agreement that ensures that the Subcontractor shall comply with the same safegnards and
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restrictions contained in this DUA for Confidential Information. Centractor is directly responsible for its
Subcentractors’ compliance with, and enforcement of, this DUA

ARTICLE 4. BEREACH NOTICE, REPORTING AND CORRECTION REQUIREMENTS
Section 4.01. Cooperadon and Financial Responsibility.

(A) Contractor shall, at Contractor™s expense. cooperate fully with HHS in investigating,
mitigating to the extent practicable. and issuing notifications as directed by HHS. for any Breach of
Confidential Information.

(B) Contracter shall malke Confidential Information in Coentractor’s possession available
pursuant to the requirements of HIPAA or other applicable law vpon a deternination of a Breach

() Contracter’s cbligation begins at the Discovery of a Breach and continues as long as related
activity continues_ until all effects of the Breach are mitigated to HHS s satisfaction (the "incident response
period").

Section 4.02.  Initial Breach Notice.

For federal information ebtained from a federal system of records, including Federal Tax Information and
Social ity Administration Data (which incindes Medicaid and other governmental benefit program
Confidential Information). Contractor shall notify HHS of the Breach within the first consecutive clock
hour of Discovery. The Base Contract shall specify whether Confidential Information 15 obtained from a
federal system of records. For all other types of Confidential Information Contractor shall notify HHS of
the Breach not more than 24 houwrs after Discovery. or in a fimeframe otherwise approved by HHS in
writing. Contractor shall imitially report to HHS's Privacy and Security Officers via email at:
ACYI! C.state tx s and to the HHS division responsible for the Base Contract.

Contractor shall report all information reasonably available to Contractor about the Breach

Contractor shall provide contact information to HHS for Contracter's single point of contact who will
conmunicate with HHS both on and off business howrs during the incident response period.

Section 4.02 Third Business Day Notice: No later than 5 p.m. on the third tusiness day after Discovery,
or a time within which Discovery reasonably should have been made by Contracter of a Breach of
Confidential Information Contractor shall provide written notification to HHS of all reasonably available
information about the Breach and Centractor's investigation, including, to the extent Imown to Contractor:
a. The date the Breach occurred;

b. The date of Contractor's and, if applicable, Subcontractor's Discovery;

c. A brief description of the Breach including how it occwred and whe is responsible (or
hypotheses. if not vet determined);

d. A brief description of Contractor's investigation and the status of the investigation;
e. A description of the types and amount of Confidential Information invelved;

f Identification of and number of all individnals reasonably believed to be affected. including
first and last name of the individueal and if applicable, the Legally authorized representative, last
known address, age, telephone number, and email address if it is a preferred contact method;

g. Contracter’s initial risk assessment of the Breach demonstrating whether individual or other
GOVERNMENTAL ENTITY VERSION
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notices are required by applicable law or this DUA for HHS approval, including an analysis of
whether there 15 a low probability of compromise of the Confidential Information or whether any
legal exceptions to notification apply;

h. Contracter's recommendation for HHS s approval as to the steps individuals and'er Contractor
o behalf of individuals, should take to protect the individnals from potential harm including
Contracter’s provision of notifications, credit protection. claims monitoring, and any specific
protections for a Legally Authonzed Representative to take on behalf of an individual with
special capacity or circumstances;

1. The steps Contractor has taleen to nutigate the harm or potential harm cansed (inchiding without
limitation the provision of sufficient resources to mitigate);

j. The steps Confractor has talen, or will take, to prevent or reduce the likelihood of recurrence
of a similar Breach:

k. Tdentify, describe or estimate of the persons. Worlforce, Subcontractor. or individunals and any
law enforcement that may be involved in the Breach;

I A reasonable schedule for Contractor to provide regular updates regarding response to the
Breach but no less than every three (3) business days, or as otherwise directed by HHS in
writing, inchuding mformation about risk estimations, reporting, notification. if any, onutigation,
corrective action, root cause analysis and when such activities are expected to be completed;
and

m Any reasonably available, pertinent information. documents or reports related to a Breach that
HHS reguests following Discovery.

Section 4.04. Imvestization, Response and Mitization.

(A)  Contractor shall immediately conduct a full and complete investigation. respond to the
Breach convmit necessary and appropriate staff and resources to expeditionsty respond. and report
as requited to HHS for ineident response purposes and for purposes of HHS s compliance with
report and notification requirements, to the satisfaction of HHS.

(B) Contractor shall complete or participate in a risk assessment as directed by HHS following
a Breach and provide the final assessment. corrective actions and mitigations to HHS for review
and approval.

i Contractor shall fully cooperate with HHS to respond to inguiries and/or proceedings by
state and federal authorities, persons and/or individuals about the Breach

(DM Contractor shall fully cooperate with HHS's efforts to seek appropriate injunctive relief or
otherwise prevent or custail such Breach or to recover or protect any Confidential Information,
including complying with reascnable corrective action or measures, as specified by HHS in a
Corrective Action Plan if directed by HHS under the Base Contract.

Section 4.05.  Breach Notification to Individuals and Reporting to Authorities.

(A)  HHS may direct Contractor to provide Breach notification to individuals regulators or
third-pasties. as specified by HHS following a Breach.

(B) Contractor mmst comply with all applicable legal and regulatory requirements in the time,
manner and content of any notification to individuals, regulators or third-parties, or any notice
required by other state or federal authorities. Notice letters will be in Contractor's name and on
GOVERNMENTAL ENTITY VERSION
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Contractor's letterhead, unless otherwise directed by HHS, and will contain contact information
including the name and title of Contractor's representative. an email address and a toll-free
telephone number, for the individual to obtain additional information.

(] Contractor shall provide HHS with draft notifications for HHS approval prior to
distribution and copies of distributed and approved conmmnications.

(I Contractor shall have the burden of demonstrating to the satisfaction of HHS that any
required notification was timely made I there are delays ocutside of Contractor’s control
Centractor shall provide written documentation to HHS of the reasons for the delay.

(E) If HHS directs Contractor to provide notifications, HHS shall, in the time and manner
reascenably requested by Contractor, cooperate and assist with Contractor’s information requests in
order to make such notifications.

ARTICLE 5. GENERAL PROVISIONS

Section 5.0]1 Ownership of Confidental Information

Contractor aclnowledges and agrees that the Confidential Information 15 and shall remain the property of
HHS. Contractor agrees it acguires no tifle or rights to the Confidential Information

Section 5.02 HHS Commitment and Oblizations

HHS will not request Contractor to create, maintain transmit. use or disclose PHI in any manner that would
not be permissible under applicable law if done by HHS.

Section 5.03 HHS Right to Inspection

At any time upen reasonable notice to Contractor, or if HHS determines that Contractor has viclated this
DUA HHS. directly or through its agent. will have the right to inspect the facilities, systems_ books and
records of Contractor to monitor compliance with this DUA For purposes of this subsection HHS s
agent(s) inclnde, without limitation the HHS Office of the Inspector General, the Office of the Attomey
General of Texas, the State Auditor’'s Office, outside consultants, legal counsel or other designee.

Secdon 5.04  Term; Termination of DUA; Survival

This DTTA will be effective on the date on which Contractor executes the Base Contract and will terminate
upon termination of the Base Contract and as set forth herein  If the Base Confract is extended, this DUA
is extended to mn concwrent with the Base Contract.

(A) If HHS determines that Contracter has violated a material term of this DUA; HHS may in its
sole discretion:

(1) E=xercise any of its rights including but not limited to reports, access and inspection under
this DUA and’or the Base Contract; or

(4] Eequire Contractor to submit to a corrective action plan, including a plan for monitoring
and plan for reporting as HHS may determine necessary to maintain comypliance with this DUA; or
3 Provide Contractor with a reasenable peried to cure the violation as determined by HHS;
or
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4) Terminate the DUA and Base Contract immediately and seek reliefin a cowrt of competent
junisdiction in Travis County, Texas.
Before exercising any of these options, HHS will provide written notice to Contractor deseribing the
violation and the action it intends to tale.

(B) Ifneither termination nor cure is feasible, HHS shall report the violation to the applicable regulatory
authorities.
{C) The duties of Contractor or its Subcontractor under this DTTA survive the expiration or termination

of this DUA until all the Confidential Information 15 Destroved or retemed to HHS. as required by this
DUA

Section 5.05  Injunctive Relief

(A)  Contractor acknowledges and agrees that HHS may suffer irreparable injury if Contractor
of its Subcontractor fails to comply with any of the terms of this DUA with respect to the Confidential
Information or a provision of HIPAA or other laws or regulations applicable to Confidential Information.

B) Contractor further agrees that monetary damages may be inadecuate to compensate HHS
for Confractor's or its Subcontractor's failure to comply. Accordingly, Contractor agrees that HHS will in
addition to any other remedies available to it at law or in equity, be entitled to seek injunctive relief without
posting a bond and without the necessity of demonstrating actual damages, to enforce the terms of this
DUA.

Section 506 Indemnification

To the extent permitted by the Texas Constitution. laws and miles, and without waiving any inmmmnities
ot defenses available to CONTRACTOR. as a govermmental entity, Contractor shall indenwmify, defend and
hold harmless HHS and its respective Executive Commissioner, emplovees, Subconfractors. agents
(including other state agencies acting on behalf of HHS) or other members of HHS® Worldforce (each of the
foregoing hereinafter referred to as “Indenmified Party™) against all actual and direct losses suffered by the
Indemmified Party and all liability to third parties arising from or in connection with any breach of this DUA
or from any acts or omissions related to this DUA by Contractor or its employees, directors, officers,
Subcontractors, or agents or other members of Contractor”s Worlforce. The duty to mdenmify, defend and
hold harmless is independent of the duty to insuwre. Upon demand, Contractor shall reimburse HHS for any
and all losses, hiabilities_ lost profits. fines. pemalties, costs or expenses (including costs of required notices,
investization. and mitization of a Breach fines or penalties imposed on an Indenwnified Party by a regulatory
autheority, and reasonable attorneys” fees) which may be imposed upon any Indenmified Party to the extent
cansed by and which results from the Contractor’s faihure to meet any of its obligations under this DUA.
Contractor’s obligation to defend. indepwmify and hold harmless any Indenmified Party will swrvive the
expiration or termination of this DUA

Secton 507  Insurance

(A) As a governmental entity, CONTEACTOE. either maintains commercial insurance or self-
insures with policy limits in an amount sufficient to cover CONTRACTOR s liability arising under this
DUA. CONTERACTOR. will either require that the policy name HHS as an additional insured or assign
any payments from the insurer related to CONTRACTOR. s liability arising under this DUA directly to
HHS. HHSC reserves the right to consider alternative means for CONTEACTOR to satisfy

GOVERNMENTAL ENTITY VERSION
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CONTPRACTOR's financial responsibility uvnder this DUA  Nothing herein shall relieve
CONTRACTOR. of its financial obligations set forth i this DUA if CONTRACTOR. fails to maintain
insurance.

(B) Contractor shall provide HHS with written proof that required insurance coverage is in
effect, at the request of HHS.

Section 508  Entirety of the Contract

This DUA is incorporated by reference into the Base Comfract and, together with the Base Contract,
constitutes the entire agreement between the parties. WNo change, waiver, or discharge of obligations arising
under those documents will be valid unless in writing and executed by the party against whom such change.
waiver, or discharge is sought to be enforced.

Section 509 Automatic Amendment and Interpretation

Upon the effective date of any amendment or issuance of additional regulations to any law applicable to
Confidential Information. this DUA will automatically be amended so that the obligations imposed on HHS
and'or Contracter remain in compliance with such requirements. Any ambignity in this DUA will be
resolved in faver of a meaning that permits HHS and Contractor to comply with laws applicable to
Confidential Information.

Section 5,10 Notices: uests for Approval

All notices and requests for approval related to this DUA nmst be directed to the HHS Chief Privacy Officer
at privacyiahhse state txus.

GOVERNMENTAL ENTITY VERSION
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Exhibit D-1: HHS System Security and Privacy Inquiry (SPI)
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Texas HHS System - Data Use Agreement - Attachment 2
SECURITY AND PRIVACY INQUIRY (SP1)

1 Health and Human
¥ Services

If you are a bidder for a new procurement/contract, in order to participate in the bidding process, you must have corrected any "No"
responses (except A9a) prior to the contract award date. If you are an applicant for an open enrollment, you must have corrected
any "MNo" answers (except A9a and Al1) prior to performing any work on behalf of any Texas HHS agency.

For any questions answered "No" [except A9a and All), an Action Plan for Compliance with a Timeline must be documented in the
designated area below the question. The timeline for compliance with HIPAA-related reguirements for safeguarding Protected Health
Information is 30 calendar days from the date this form is signed. Compliance with requirements related to other types of
Confidential Information must be confirmed within 90 calendar days from the date the form is signed.

SECTION A: APPLICANT/BIDDER INFORMATION (To be completed by Applicant/Bidder)

1. Does the applicant/bidder access, create, disclose, receive, transmit, maintain, or store Texas i) Yes
HHS Confidential Information in electronic systems (e.g., laptop, personal use computer, Ono
mobile device, database, server, etc.)? IF NO, STOP. THE 5P1 FORM IS NOT REQUIRED.

2. Entity or Applicant/Bidder Legal Name Legal Name: | |

Legal Entity Tax Identification Number
(TIN) (Last Four Numbers Only): |

Procurement/Contra ct#:| |
Address: | |
City |state] | z1P:| |
Telephaone #:| |
Email Address: | |
3. Number of Employees, at all locations, in Total Emp|0.’,eeg:| |
Applicant/Bidder's Workforce
"Workforce™ means all employees, volunteers, trainess, and
other Persons whose conduct is under the direct control of
Applicant/Bidder, whether or not they are paid by Applicant/
Bidder. If Applicant/Bidder is a sole proprietor, the workforce
may be only one employee.
4. Number of Subcontractors Total Submntractorg:| |

(if Applicant/Bidder will not use subcontractors, enter “07)
5. Name of Information Technology Security Official A, Security Official:

and Name of Privacy Official for Applicant/Bidder
(Privacy and Security Official may be the same person.)

Legal Name:| |
Addre55:| |
City:| |state: | |z1P:| |
Telephone #| |
Email Address:| |

B. Privacy Official:
Legal Name:| |

Address;| |
City:| |state:]| |ziP: | |
Telephone #:l |
Email Address:| |

SPIVersion 2.1 (D6/2018) Texas HH3 System - Data Use Agreement - Attachment 2: Page 1 of 18
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F-. Typels) of Texas HHS Confidential Information the HIP&A ClIE IRS FTI CME 554 Pl
Applicant;/Bidder will create, receive, maintain, use, D D D D D
dizciose or heve access oo [Check all that apply) Otner (Piease List)

= Hrath ucroeoy Fodeblfy and Amovafabiey Ao (A4 data
= Criemingi Jmitics informeition Services (C0%) data

= intermal Aevmus Seceion Feders’ Fox information (183 FTY dato
= Carlevs for Madicore & Madicrid Sereioe (LML)

= Lo Seemarfly Admiphipdioe (54

= Peracmally dmiifabdr nformation (#0]

7. Number of Storage Devices for Texas HHE Confidential Information (e defined in the Toszl §
Texms HHS System Data Use Agreement [IUA)) [Sum a-d]
Cloud Ssmyioss imeohse using 8 network of remots serers hosted on the Intermst to stone, 0
IENAEE, ARd process dsts, rather than & loosl Server or B parsonal oo miputer.

& Dats Center is & centralized repository, either physioal or virtusl, for the storage,

marag=ment, and cissemination of data and information orgarized srownd a particular body

of knowiedge or pertaining ko a particular business.

a. Devices. Number of personal user computers, devices or drives, induding mobile
devices and mobile drives.

b. Servers. Number of Servers that are not in @ data center or using Cloud Services.

. Choud Services. Humber of Cloud Services in wse.

d. Data Centers. Mumber of Datz Centers in use.

&. Mumber of unduplicated individuals for whom Applicant/Bidder reazonably expects to Select Option
handle Texas HHE Confidential Information during one year: [=-]

a. 499 individuzls or less a

b. 500 to 999 individuals k.

1,000 to 59,999 individuals 8 c.

d. 100,000 individuals or more d.

9. HIPAA Business Sssociate Agresment
a. 'Will Applicant/Bidder use, disclose, create, recefve, transmit or maintain protected ) Yes

health information on behalf of 2 HIPAA-covered Texas HHS agency for 3 HIPAS- ) No
covered function?

b. Does Applicant/Bidder have a Privacy Notice prominently displayed on a Webpage or a () Yes
Public Office of Applint/Bidder's business open to or that serves the public? [This is a ) Mo
HIPAA reguirement. Answer “N/A" if not spplicable, such as for agencies not covered i) WA
by HIPAL )

Action Pian for Compliznos with 8 Timeline: Complisnos Dake:

10. Subcontractors. I the Applicant/Bidder responded "0" to Question 4 (indicating no

submontractors). check "N/A" for both "o’ and 'b.’

a. Does Applicant/Bidder require subcontractors to execute the DUA Atzchment 1 |:| Y5
Subcontractor Agreement Form? |:| Hao

i) MfA
Action Fian for Complianoe with 8 Timeline: ‘Compliance Debe-
5P Verslon 2.1 {DS2018) Teas HHE Syztem - Dota Use Agreement - Aachment 2: Page 2ofi=
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b. Will Applicant/Bidder agree to require subcontractors who will access Confidential
Information to comply with the terms of the DUA, not disclose zny Confidential
Information to them until they hawe agreed in writing to the same safeguards and to
discontinue their aooess to the Confidential Information if they fail to comply?

() Yes
I:I N
LT

11. Does Applicant/Bidder have any Optional Insurance currently in place?
Optional Insursncs provides coverage fior | 1] Ketwork Saounity and Privacy; |Z] Deta Enesdh; (3] Cyber
Limbulity (ot vt losk ume o deday, suspension in business, dersal of senace with e-business, the Imbernet,
resbavoris and informational aszets, such s privecy, inbelectual property, vins transmission, extarion,
sabotaze or web actisties); (2] Becnonic Medis Lsbility; 3] Crire Thet; &) Sdwertising njuny and Fersonal
Injury Limbility; and (7] Crisiz Mansgement and Motficytion Expense Covernge.

I:I Tes
) Mo
D N/A

SP1Version 2 1 |{D62045) Teas HHS System - Daba Use Azrasment - Ainchment I:
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SECTION B: PRIVACY RISK AMALYSIS AND ASSESSMENT (To be completed by Applicant/Bidder)

For any questions answered "Mo,” an Action Plan for Compliance with a Timeline must be documented in
the designated area below the guestion. The timeline for i:-:|rr||:|l'u|+'||-|:|= with HIPAA-related requirements for
safeguarding Protected Health Information is 30 calendar days from the date this form is signed.
Compliance with requirements related to other types of Confidential Information must be confirmed within
20 calendar days from the date the form is signed.

1. Written Policies & Procedures. Does Applicant/Bidder have current written privacy and Yes or Mo
security policies and procedunes that, at 3 minimum:
g. Dwpes Applicant/Bidder have current written privacy and sscurity policies znd i) Ves
procedures that identify Authorized Users and Authorized Purposes (a5 defined in the I:I Mo
DUA) relzting to creation, receipt, maintenance, use, disclosure, aooess or transmission
of Texzs HHE Confidential Information?
Action Pian fior Complisnce with & Timeline: Compliance Date:
b. Dwoes Applicart/Bidder have current written privacy and security palicies and (71 Ves
procedures that require Applicznt/Bidder and its Warkforoe to comply with the N
appliczble provisions of HIPAA and other lzws referenced in the DUA, relzting -
fo creation, receipt, maintenance, use, disclosure, aocess or fransmission of
Texas HHS Confidential Information on behalf of @ Texas HHS agency?
Action Plan fior Compliance with & Timeline: Compliance Debe:
c. Does Applicznt/Bidder hawe current writhen privacy and security policies and procedures |:| Yms
that limit use or disclosure of Texzs HHS Confidentizl Information to the minimum that is QI Ne
necessary to fulfll the Authorzed Purposes?
d. Does Applicant/Bidder hawve current written privacy and seourity policies and procedures I:I"f:s
that respond to an actual or suspected breach of Texas HHS Confidentizl Information, to
include at & minimum (if any responses sre “No”™ chedk “Mo™ for all three): I:I Na
i. Immedizte breach notification to the Texas HHS sgency, regulatory suthorities, znd
pther reguired Individuzls or Authorsties, in scoordance with Artide 4 of the DUA;
ii. Following a documented breach response plan, in accordance with the DUA
ard applicable law: &
iii. Motifying Individuals and Reporting Authorities whose Texas HHE Confidentiz
Information has been breached, as dinected by the Texas HHS agency?
=P Version 2.1 {D6201E) Tesns HHE Sysbam - Daks Lise Srneamant - Attachment 20 Fared of 12
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Artion Pian for Complisnce with s Timeline:

|:I!IIT'E|HI'III Dayba:

. Does Applicant/Bidder hawe current writhen privacy and security policies and procedures

that conduct annual workforee training and monitoring for ard correction of any training
delinguencies?

i) Wes
I:I Mo

Does Applicant/Bidder have current written privacy and seourity polices and
procedures that permit or deny individual rights of access, and amendment
or correction, when approprizte?

i) Ves
) Ho

Action Plan for Complisnos with & Timaine:

Complisnos Dake:

. Dioes Applicant/Bidder hawe current written privacy and security polides and procedures

that permit only Authorized Users with up~to-date privacy and sscurity training. and
with 3 reasonable and demonstrable meed to use, disdose, create., reocsive, maintain,
aooess or transmit the Tesms HHS Confidential Information, to carry out an obligation
under the DUA for an Authorized Furpose, unless otherwise spproved in writing by a
Texwzs HHS agency®

() Yes
i) Ko

Comphance Derbe-

Does Applicint/Bidder have curment written privacy and seourity policies and procedunss
that estzblish, implement znd maintain proof of appropriate sanctions sgainst any
‘Workforce or Subcontractors who fail to comply with an Authorized Purpose or who is
not an Authorized User, and used or disclosed Texas HHS Confidential Information in
violation of the DUA, the Base Conftract or applicable law?

i) Yes
) No

Artion Plan for Complisnce with s Tireline:

. Does Applicant/Bidder have current written privacy and security policies and

procedures that reguire updates to policies, procedures and plans following major
changzes with use or disclosure of Texas HHS Confidential Information within 60
days of identification of a need for update?

() Yes
i) No

SECURITY AND FRIWALY INCUIRY |SP1|
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} Does Applicant/Bidder have current written privacy and security policies and |:| s
procedures that restrict permissions or atternpts to re-identify or further identify |:| Ho
de-identified Texzs HHS Confidential Information, or attempt to comtact any Individuals
whose records are contained in the Texas HHE Confidentizl Information, except for an
Authorized Purpose, without express written authorization from a Teazs HHS agency or
a5 enprescly permitted by the Base Contract?

k. If Applicant/Bidder intends to use, disclose, create, maintain, store or transmit Texss HHS |:|"|'e:-
Confidential Information outside of the United States, will Applicant/Bidder obtzin the I::I No
ewpness prior written permission from the Teazs HHS apency and comply with the Texas
HHS5 apency conditions for safeguarding offshore Texas HHS Confidential Information?

Action Fian for Complanoe with 8 Timsline: ‘Complance Ceype
I. Does Applicant/Bidder have curment written privacy and security policies and procedures |:| Yar
that reguire cooperation with Teazs HHS agencies” or federsl regulatory inspections, I::I .
audits or investizations related to compliance with the DU or applicable law? 2
- — —r

m. Does Applicant/Bidder have current written privacy and security polides and |:|"|'e5.
procedures that reguire sppropriate standards and methods to destroy or dispose of I No
Texas HHS Confidential Information?

Action Fien for Compliance with s Timeline: Lompiance Date:

n. Dpes Applicant/Bidder have current written privacy and secunity pofices and procedures iWes

that prohibit dischosure of Spplicant/Bidder’s work product done on behalf of Texas HHS
pursuant to the DUWA, or to publish Texzs HHS Confidential Information without express
pricr approwal of the Texzs HHS apenoy®

l:::ll'-ln-

Training of Waorkforoe must ooour ot eest once every yesr, and within 30 days of date of hiring & new
‘Workforoe mesmber wihi will hendie Texas HHS Confidentiasl Infiormrartion. Training must indude: | 1] privecy snd
senuity polices, procedures, pians and appimbie requirements for handling Tesss HHS Confidential
Imformation, |2] & reguinement bo comipiete training befors scoess is given o Texas HHE Confidential
Imformation, and |3] writhen proof of treining and s proosdure for moniboring tmely oom pietion of trening

JArticn Plan for Complianoe with & Timeline: Compliance, Dete
. Does Applicant/Bidder hawe a current Workforoe training program? 1 Vex

(1 No

5P| Viersion 2.1 (D6/201E)
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3. Does Applicant/Bidder have Privacy Safeguanrds to protect Texas HHS Confidential |:| Yoz
Inforrmiation in oral, paper snd for electronic form? .:::, Ho
"Privacy Safepuercs” mesns protection of Tesxss HHS Confidential Informakion oy establishing, implementing
anid mainkaining required Administrative, Prysicsl and Technical polides, procedures, processes and controls,
reguired by Bhe DUA, HIFAA (43 CFR 154,330, Sodial Security Administration, Medicai snd lews, nies or
repulations, as applicable. Adminishrative safemusnds indude administrative protections, polides and
procedures fior mathers such as treining, provision of amess, t=rmination, and nesdew of sshesuards, inddent
menageTent, disaster recoveny plans, and mntesct provisions. Technicl safegusrds inciude tedhnical
orotections, polices and prooscures, sudh Bs passwords, [ofsing, amergencies, how paper is faoed or mailed,
anid electronic protections such &s enayption of data. Piwsicl safsmusnds incude physioal protections,
npolicies and jprocedures, such as lodks, keys, physial acosss, physical storage and trash.

- - — —
4. Does Applicant/Bidder and all subcontractors (if applicable) maintain & current list of () Yes
futhorized Users who hawve aooess to Tevas HHS Confidential Information, whether oral, JiNo

written or electronic?

- - — —
5. Does Applicant/Bidder and all subcontractors (if applicable] monitor for and remove ies
terminated employess or those no bngper authorized to handle Texas HHS ™

Corfidential Information from the list of Authorized Users?

- - — —

SPI Version 2.1 (06/2018) Teoxms HHS System - Data Use Agneement - Attachmennt Fage T ofiE
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SECTION C: SECURITY RISK ANALYSIS AND ASSESSMENT [to be completed by Applicant/Bidder)

This section is about your electronic system. i your business OES NOT store, access, or
transmit Texas HHS Confidential Information in electronic systems [e.g., laptop, personal
use computer, mobile device, database, server, etc.] select the box to the right, and
“YES" will be entered for all questions in this section.

Mo Electronic
Systems

]

For any questions answered “Mo,” an Action Plan for Compliznce with a Timeline must be documented in the
designated area below the guestion. The timeline for compliance with HIFAA-related items is 30 calendar

days, Pll-related items is 90 calendar days.

1. [wees the Applicant/Bidder ensure that services which acoess, oreate, disclose, receive,
transmit, mairtain, or store Texas HHS Confidentizl Informiation are maintained IN the
United Stztes |no offshoring] unless AlL of the following reguirements sre met?

a. Thedata is encrypted with FIPS 140-2 validated encryption

b. The offshore provider does not have access to the encryption keys

. The Applicant/Bidder maintains the sncryption key within the Unitsd States

d. The Application/Bidder has obtained the sypress prior written permission of the
Texas HHS agency

for more ieformation reparding FUPS 1480 snorppeion prodducis, planse refer o
bittp are nhit

pubdioationa fim

|:| L-H
CINo

Complance Deybe:

2. Dwes Applicant/Bidder utilize an [T security-knowledgeable person or company to maintain
or owersee the configurations of Applicant/Bidder’'s computing systems and devices?

I:I Yes
)Mo

Artion Plan for Compliance with a Timeline:

Complance Cate

3. Does Applint/Bidder monitor ard manage socess to Texas HHS Confidential Information
[e.g., & formal process exists for granting access and validating the need for users to access
Texas HHE Confidential Information, and access is limited to Authorized Users)?

i Wes
|:| No

Action Fien fior Complianoe withi s Timeline:

Compliznics Db

4. Does Applicant/Bidder a) have a system for changing defsult passwords, bj reguire user
passwonrd changes at least every 90 calendar days, and c] prohibit the creation of weak
passwords [eg., reguire & minimum of B characters with a combination of uppercase,
lowercase, special charecters, and numerals, where possible] for all computer systems
that access or store Texas HHS Confidential Information.

H yes, upon request must provide evidence such as a screen shot or a system report

i Wes
I Mo

Artion Plar for Comlismos with = Timesline:

Texes HHS System - Dats Uss Agrezment - Attachment 22
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5. Doems mach membar of Applicznt/Bidder's Workforce who will use, disclose, oreate, receive,

transmit or maintzin Texas

HHS Confidential Information hawe & unigue user name

{account) and private passsord?

() ¥es
(CINa

Action Flan for Complance with s Timaline:

Compliance Cate

6. Dipes Applicant/Bidder bock the password sfter 3 certsin number of failed attempts and
afoer 15 minutes of user inactivity in all computing devices that access or store Texas

HHS Confidentizl Information?

() Yex
(01 Mo

Action Plan for Complisnce with s Timaline:

T. Does Applicant/Bidder secure,

manage and encrypt remote aocess [including wireless

acCess| to computer systems containing Texas HHS Confidential Information? (e, 2 forma
process exists for granting aocess and validating the need for users to remotely aooess Texas
HHS Confidential Information, and remote access is limited to Authorized Users).

Enorpption b repetced for of P HHE Confidertial information. Addtionally, AU 140-3 walidated enoyation i equiied
for Hrath murescr Foriobebily mnd Arcoun todd@y At (RS dertn, Crmena Sustcr Information Sevioes (00 drto,
infamo Rearosr Senvior Fadersl Far informetion (18 7T deln, and' Cimiters flor Melcors & Sadicald Sarvice JEA4E] dain.

For oo knformotion regevding PR 1407 enorepiion progucty, plrme nglar o

i e it e e o

() Ves
l:l Mo

Action Pan for Complisnoe with & Timeline:

B. Does Applicant/Bidder implament computer security confisurations or settings for 2
computers and systems that access or store Texas HHE Confidentizl Information?
{=.g.. non-esoential features or services have been remowved or disabled to reduoe the
threat of brezch and to limit exploitation opporunities for hackers or intruders, st

I:I'l"e:-
) Mo

Action Pian for Complisnoe with 8 Timeline:

Compliance et

8. Does Applicant/Bidder secure physical access to computer, paper, or other systems
containing Texas HHS Confidential Information from unawthorized personnel and theft

|e.g.. door locks, cable kocks, I=
passenger area, eto)?

ptops are stored in the trunk of the car instead of the

() Wes
™

SPI Version 2.1 (05/2018)
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10.

Doz Applicant/Bidder use encryption products to protect Texzs HHS Confidential
Infarmation that is transmitted ower a public network (e.g., the Internet, WiFi, ezc)?

H yes, upon reguest must provide evidence such as a screen shot or a system report.

Eprpmtion b repoiewd for ol MY Confiden lai formaiion. Aabifionpily, A 28T rofidoled ancraslion o requiea o
Mgtk baraecy Forfphiiy ond Accoustahd e Aot (MRS | gt Doy b informotion Serpice (00| 2ot Jeemal
Frvenuw Serwior Federal Tax information (68 F T dofo, ool Canfers for Sedicone 8 Adwdionid Serwion: (O daoto

for moer informoiion srgamiing Fils 1400 snoyphon produsfy, slemr refer fn

Fttpfewee nisk gons o bdizetion yfim

I:I"l'es
I:I Nao

mplk Timelins:

Complianoe Debe

11

Dz Applicant/Bidder use encryption products to protect Texzs HHS Confidential
Infermation stored on end user devices (e.g.. laptops, USEs, tablets, smartphones, external
hard drives, desictops, etc)?

If yes, upon request must provide evidence such as a screen shot or a system report.
Ererppition b regobeed for all e HHS Confidetial information. Add@ionally, AU 1407 validated anopyation i requidred'

Jor Haolth imwenor Poctabdity and Accounitelility At [HPAA) dals, Crieninal fobor lnforssation Sanvice (L8] dain,
irtemo Sesour Sanvice Faderal Tan nformetion (0 FT1) dofa, and Cester o Madiore & Medbonid Sersion JOM date.

Far moorw informetion rrgerdiag PP 1807 ancryplion produc, plecde selar So
Diteors At gomg i gt o

I:I"l'e:
El No

- E—

12

- Does Applicant/Bidder require Workforce members to formally acknowledge rules outlining

their responsibilities for protecting Texas HHS Confidentizl Information and associated
system:s containing HHE Confidential Information before their access is provided?

CiVes
I:I No

Action Flan fior Complisnos with & Timeline:

Compliance Deber

13.

Is Applicant/Bidder willing to perform or submit to 3 criminal background check on
Authorized Users?

CiVes
|:| No

. T ———

. Dipees Apiplicant/Bidder prohibit the acoess, creation, disdosure, reception, transmission,.

mzintenance, ard storage of Texas HHS Confidential Information with 2 subcontractor
[e-g.. doud services, social media, etc.) unless Texas HHS has spproved the subcontractor
agreement which must include compliance and lability dauses with the same
reguirements z= the Applicant/Bidder?

(1 fes
1 Ko

AHon Pisn for Complisnce with s Timeine: Complianos Debe-
S0 Version 2.1 [EEI'EE”ISI Tz HHS Fystem - Dain Use Arnesment - Altsdhiment T Paze 10/0f 13
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15. Does Applicant/Bidder keep current on security updatesy patches (including frmware,
software and applications) for computing systems that use, disclose, acoess, reate,
transmit, mairtain or store Texss HHS Confidential Information®

i) Yes
|:| Mo

Action Fan fior Complisnce with s Timeline:

16. Do Applicant/Bidder’s computing systems that use, disdose, acosss, create, transmit,
maintain or store Texas HHS Confidentizl Information contzin up-to-date anti-
mahwsire and antivirus profection®

i Wes
'::' Moy

Action Plen fior Complisnos withi s Timeline:

Compbanos Cats

17. Does the Applicant/Bidder review system security logs on computing systems that access
or store Texas HHS Confidential Information for abnormal activity or security concerms on
a regular bagis?

) fes
l:I F

Action Plen fior Complisnos withi s Timeline:

1B. Notwithstanding records retention requirements, does Applicant Bidder's disposa
processes for Texas HHS Confidential Information ensure that Texss HHS Confidential
Informiation is destroyed so that it is unreadable or undecipherable®

|:| Vg
) Ko

Action Pian for Compliance with 8 Timeine: Compkance Date:
19. Does the Applicant/Bidder ensure that all public facing websites and mobile ('_‘] ]
applications containing Texas HHS Confidential Information mest sscurity testing INe
standards set forth within the Texas Government Code (TGC), Section 2054.516; )
induding reguirerments for implementing vulnerability and penetration testing and
addressing identified vulnerabilities?
For maone infarmation rngarding TGS, Section 2054516 DATA SECLRITY PLAN FOS OMUNE AND MOBKE
APPLECATIONS, plwase rafar to: & egncon. ooy TA S ed hEE i 7
Action Flan fior Complance with & Timeline: Compiance Cege:
5P| viarslon 2.1 (05/2013) Tesas HHE Systarn - Doka Use Asrearrent - Attachment 2: Paze 110713
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SECTION D SIGMATURE AND SUBMISSION (to be completed by Applicant/Bidder)

Plagse sign the form digitally. if possibie. § you can't. prowde o handwritten signrturne.
1. | certify that all of the information provided in this form is truthful and correct to the best of my knowledge.
If | learn that any such information was not correct, | agree to notify Texas HHS of this immediately.

2. Sirnature 3. Title
—

Tio sabamit the: completed, signed formre

. Diaitm

* Email the form =5 an stischment o the sporoprisbe Tess HHS Contract Mansgen|s).

Section E To Be Completed by Texas HHS Agencoy Stafi-
Apency(s): Reguesting D= partmentis):
HHEC: D DFP5: D D5HE: D

Legal Entity Tax lde=ntification Mumber (TIN] (Last fouwr Only): (PO/Contract|s) &:

Contract Mansger:

Comtract Manazer Email Address:

Contract Manager Telzphone &

Coatract Manager:

Contract kManager Emiil Adoness:

Contract Mansger Telephone &

Coatract Manager:

Contract kManager Email Adoiness:

Contract Mansger Telephone &

Contract Manager:

Contract Mansger Email Address:

Contract Manager Tel=phone §:

Comtract Mansger:

Coatract Manager:

Contract Manager Email Adcress:

Contract Manager Telephone &

Contract Manager Email Adcress

Contract Manager Telephone &

Comtract Manager:

Combract Manager Email Address:

Contract Manager Telephone &:

Contract Mansger:

Comtract Manager Email Adoress

Contract Manager Tel=phone 8:

5P| erslon 2 1 [D62018)
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INSTRUCTIONS FOR COMPLETIMNG THE SECURITY AND PRIVACY INQUIRY | =)

Baiow ore imstructions for Appiicants, Siddars and Cortroctors for Tevas Health and Human Soroes reguiring £na
Atochment 2, Seourty and Privacy fngwiy [SP] fo the Dafo Use Agreement (DAL iestruction ifem numbers beiow
comrespond o sections on tha 5P form.

H you anz & Didder for & new proousnement/contract, in order to particpate in the bidding process, you must have comected any “Ho”
responses (=eoept ASa] prioe to the contract awand date. If you ane an aoplicant for 2n apen enroliment, you must have comecbed
2Ty "Mo™ ancaers [except A98 and Al1) prior to performing any work on behalf of any Tesas HHS agenoy.

For &y questions answersd "Ko” [except A9a and A1), an Acfion Aar for Complionoe with o Timelng must be doosmented in the
Sesiprated area below the question. The timeline for compliance with HIFAA-reated raguirements for safenuarding Protected Heslth
rformation iz 30 malendar days from the date this form iz signed. Complisnce with requirerments relsted to other types of
Conficential Informetion st b confirmed within 50 cilendar days from the date Bhe form is sigred.

SECTION A. APPLICANT /BIDDER INFORMATION

Item &1 Ondy controchors thot access, trorsmit, stora, ondy/or maintgin Terss HHS Conficential Aformotion wil
compiata and emod ENis form a5 on gttackmant to the coproprichs Tewas HHS Corbroct Maragar.

Item £2. Entity or Applicant/Bidder Legal Neme. Provide the kegal nome of the business [the name wsed for legol purposes,
Nia fiiing @ faders! or state fax florm on bahaif of the business, ond & rol 3 irecs oF GEsUmed Nomad "dbc ™), the iagai ox
icentificotion numésr [iast flour rumbars onfy) off the enhity or oaplicant/bicdder, the addrass off the corporate or main Bronot off
the Businass, the taiophong aumbar wharg the busingss can be contached raganding questions reiatad to tha information on
this firm ard the website of the bwsinass, ifo website awists,

It=m #3. Number of Empicpeses, of of focotions, in Apphicant/Bidder’s woerkforce. Frovida the foto) rumber of
ingividuats, inCluding volunteers, subcontrochors, troinees, and otier persons who work for the business. [ you are the
oniy emplcyad, Diecse ansver "1

Item &4 Nuwmber of Subcoatroctors. Frowics the totoi number of suboonirochors woniing for the busimess. I pow fova
none, PECSe answer 0T zen.

em &5, Number of unduplicoted individuals for whom Applicont/Bidder reasencbly expects to hondle HHS Confidertial
\nformation during ome year. Seiect the rocic buthon thot covresponc's Witlh the number of chanis/ronsumanrs flor whom you
apact to kondie Taxas HHS Confidenticl Mformation during & yacr. Oniy count cients,/Corsumars once, A0 mather fow moay
MnecT serwioes th Cllant recaives dunng 3 Feor.

It=m &5 Nome of Informatien Technology Security Official and Neme of Privacy Official for Applicond/Bidder. 45 with ol otfar
fiaids on the 5P, tNis (s 0 reguired fieid. This may be the sama parson and the owner of the business iff such parson Ros the soownty
and pvocy knowkacge thot & reqwined o implamant the requiements of the DU ond respond o guastions reiched o tha SFIL In
4.4 provide the nome, odoness, fekephome rumber, ond email fddrass of the Porson Whom Yo Fove Jasignoted (o ORswar cay
secwnty guastions found in Section C and in 4.6. provide s information for the person whom you ove designated as the parson
o answer ony privecy guashons found in Section 5. The business may condrect cul for this experhse; fowever, designated
individuaijs] must hove knowiedge of tee Business s devicas, systams and mathods for use, disdioswre, crecthion, neceipt,
tronsmission amd mointenance of Tevas HHE Confidanticl information ond be willing fo ba the poinf of contact for privecy ong
secnty guashons.

Item &6, Typefs] of HHS Confidenticl Information the Entity or Applicent/Bidder Wil Create, Receive, Maintzin, Lise, Disclose or
Howe Access ho: Provide o compheta listing of aif Tevas HHS Confidantsl information thot the Contrachor Wil cracta, mosia,
moirhain, use, disciose or howe orcess to. Tha DUA section Articie 2, Daffnitions, dafines Taxas HHS Confidarticl informmation o5

“Confidentiai Inflormaticn” megrs any communication or record (whether oral, writher, ekctroniosily stored or Srarsmitied,
or i1 ary othar form) provided fo or mode gvoilobie to CONTRACTOR or thot CONTRALTOR moy crectha, meoefva, maintair,
usa, cinciose or kave oooess o or Behall of Taxas HHS that consists of or inclugas ooy or aVl of the felowding:

[2) Ciient Information;

[2) Protectad Health Aformeticn in @ny ferm including without Smitation, Elecromic
Frotectad Health Aformeticn or Unsecured Profechad Health Information;

(3] Sansitive Personcd informaotion deflined by Tanos Business ans Commerce Code O 524

=P Version 2.1 [lﬁ'm‘lﬂl Texms HHE Syshermi - Db Lise Asreament '.li.l'tﬂ:d"lﬂtl'ltt Pags 1307158
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|4} Fedaral Tax Afiormction;

|3} Parscnaily Meantifichie infermation;

|E} Sone! Security Administration Data, including, wittout Fmitaotion, Madicoid information;
|7} AN privileged wonk proguce;

|&} AN information Gesignotad os conficentin! wndar the constitution and lews of the Stote of
Tewss and of tha Uinfted! Statas. including the Tencs Haalth & Sofely Code and tha Tencs Publc
informiation A, Texcs Government Cods, Chaptar 552,

Dafimtions for tng following types of conficerticl information can be fourd the foliowing sites:

= Hoaith irsurance Portadsiity ang Accowstability Act [RIPAA] - hehesYwwew. e gow/hipasinga. Atm)

= Crimvimal fwstice nformaticn Sandicas (OS] - hhosSewn I govServioes i ciis- serurity- Dol cy-re sownoe-cantar

= Internagi Revarue Servicg Fedaral Tax information 1AS FT| - shesMwww, ivs gov/pulirs-od o J07S pgif

= Cartars for Medicare & Macicoid Services [C05) - athesywww. cms. gov/Reguigtiors-sng-Guidenos R eguishcns-and-
Guidance. ném

= Sano! Security Administrotion [554) - Etteseww. ss0. gow/reguintions)’

= Farsonally identifiotie information [P - nttpyenne nist. gow/ushications nist pwes S00-1.22 fsaB00- 1 22 naf

It=m &7. Number of Storoge devices for Temos HHS Confidentic! Information. The fotal number of devces i
gutomaticaily celculgted by eviting Hee fiekds in Foes g - 4. Use The <Tok> iay when aviting Che fieid fo prompt
caiculgtion, if it doame't chharwing sum correcthy.

# Item Fo. Devices. Frovide the number of parsonal user computers, davicas, oad dives [incwding mobie
dewies, Bptops, USE crives, and extarnel drives) on witich pour businass shongs or will shong Tavas HHE
Confidantial Aformation.

& |t=m Fb. Servers. Frovide the aumbar of sarvars not oused in o dete cantar or "in the cioud, ™ on witich Tavas HHE
Corfidantial Information is stored or will be shored. A servar is ¢ dedicehed computar thot provicdes dotg or senvicas fo obhar
computers. [t may prowde services or dotg o systems on g local areg mehwork [LAN] or o wide areg nebwork [WAN] cver tha
Intemet. [ rone, answer "0 Zaro]

* Item Fo. Cowd Services. Prowics Ee number off cloud sevvices to witich Tevas HHE Confidantiol information is stored. Cloud
Sarvicas NMVIHVE USing @ nebwaork off remote servers Fosted on the Internet fo shore, morage, ord process doto, rother than
an g local Servar oF O parsonai comptar. [ rong, anreer 0° [revo. |

* |tem Fd. Dota Cerders. Froviga the number of ot centers ia which you stone Texcs HHS Confidantial informohicn. 4
Dot Caaber is 0 centralized repository, efther physicol or wirtuai, for tha storoge, maragemaat, ong
disseminetion of dotc ond informohicn argenized arownd o perticwiar body of kncwhiedge or pertoining tog
[porticuiar business. [ mone, answer 0 Zers).

Item &3, Number of pnouplicoted individuods for whom the A ppiicont/Bidder regsonably expects o hondle Texas HHE
Confidentiol bnformation during ore pear. Seiect the rodio button thal corrasponds with tha numier of clientstoncurmars for
whem pou expect ho hardie Confidentiol Information curing ¢ yacr. Oniy count chents/onsumers onoe, oo matter fow many
direct sanvices [Ne chient recefves during @ paar

Yem &5, HIFAA Business Associgte Agresment.

* em #9g. Arswer “Ves™ if your husiness Wil use, disioss, create, recaive, tronsmvt, or shore information reigting fo g
chent/ronsumars haskfcaore on botalf of the Daparirmont of SEate Haotth Sarvicas, the Department of Disability ond Aging
Services, or the Heaith ond Humon Sarvices Commissian for trectment, poyment, ar operotion of Machoaid or Madicaid
chiants. if your controct does not include HIPAA coverad information, raspand “ne.” i "ne, "o compiianee plar 5 rod reguinec.

* Rem $9b. Arswer "Vies™if your busingss has o notice of privecy prochioes o doosmant ENet aupiaing fow pou protect ond
us# ¢ client/ronsumar's heckncare informotion)| cispioyed eithar on g wabsthe (i ome exists flor your business] or in your
[picce of busimess [if that bortion is open to cilants/oonswmars oF Eng pwhic]. i pour contract does not includa HIFAA
coverad information, respond “HAA.”

e S10. Spbcontrectors. [ pour husingss responded 07 fo guashon 4 [mumbor of subrontractors), Answer "NSA" fo Homs 100
g 100 fo indicote not appicadia.

* ftem S100. Arswar "¥os " [ your business reguires thot ol swboontraciors sign Athochiment I of fe QLA

# fEem #1006 Answer “Yes” i your business obtoins Tenas HHS gpprowo! bejore permitting swbcontrocbors to Aondie Teves HHE
Confidentiol information an pour business’s bahalf.

e S11. Optiomal InsuroRce. Arswer “yas” if cpplicont has optional inswrance in place to provics coveroge for o Sreach or any

Teems HHS Systam - Dats Use Azresment - Attmchmant 1
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cifier situgtions listed in tnis question. I pow ore ROl raquined to Fowe this opticnal coveroge, caswer "I74 " A complicroa piar (5
ral requingd.

SECTION B. PRIVACY RISKE ANALYSIS AMD ASSESSMENT

Reazonabile and aporopriake written Privacy and Security polides and proosdures ane reguired, even for sole proorietors whao are
the only emiployes, o demonstrate kaow your busiress will safeguand Teoas HHS Confidentil information and respond in the
event of 8 Bresch of Texas HHS Confidential Informetion. To ensure that your business is prepared, sl of the items below must
oe addreszed in your written Privacy and Security policies and procedures.

Mem &1 Answer "¥es® if you have written policies in place for each of the areas ja-0)-

* Item 18, Answer “yes” if your business has written polices and procecures that identify ewergone, inch ding
suboonkrackors, who are awthorized to use Texas HHE Confidertal Information. The polices and procedures sheuld alsa
identify the reason wihy these Authorized Users need o acoess the Tewxzs HHES Confidential Information and this reason
muust align with the Authorized Purpese described in the Soope of Work or descrigtion of services in the Ezse Conkract
with the Texas HHS ag=ncy.

# ltem £1b. Arswer "Yes” if your business has written polices and procedures that requine your employess |indueding
yoursal], your voluntesrs, your trainees, and any other persons whose work you direct, to comply with the requirements
of HIPAA, if apolicakde, and cther confide ntiality kvws as they relzte o your handiing of Texms HHS Confidertial
Information. Refer to the kvas and rules that spply, incuding those referenced in the DUA and Scope of Work or
description of sereices in the Base Conkract

* ltem £1c. Answer "Yes" if your busness has writben policies and procedures that Bmit the Texas HHS Confidential
Infarmation you gisdose to the minimum necessary for your workfonoe and subcontractors (if applicabla) to perform the
obiigations descriped in the Soope of 'Work or sarvice description in the Base Contract. (2, if & dient/oonsumers Sodal
Securmity Mumiber is rot required for & workforos membsr to perfarm the coligations desoribed in the Scope of Wark or
service description in the Base Contract, then the Social Security Number will not be mven to them. ] If you are the only
employee for your busiress, polices and procedures must not inclede & reguest for, or use of, Texas HHE Confidential
Infiormation that is not reguired for performance of the s=rdces.

# fhem £1d. Arsser "Yes® if your business has written policies and procegures that explsin kow your business would
respond to an achusl or suspected breach of Texas HHS Confidential Information. The written polides and procsdures,
2t & minimum, must include the thnee items below. f ary response to the three items below are No, BREWEr "ra."

O prem Sidi Answer "Yes” if your business has written policies and procedures that reguire your business to
immediately notify Texas HHS, the Texas HHE AZency. negulstory suthorities, or other nequired Indiidusls or
Authorities of & Breach as describad im Articke 4, Secton 4 of the DUA.

Rafer o Arfigie 4 Section 4.01:
initicd Notice of Breoch maust be providad it occondance with Tewnss HHE and DUA reguiremants with of moch
infermation as pessibia aboul the Evant/Breach GAd 0 RoME Gnd conlor whc will senve os the Aingle point of coatact
with HHE both onr and off Businass howrs. Time fromas reiated to infhicl Mogioe incuds:
= within ome hour off Discowery off an Svent or Bracch of Federal Tay Mformehion, Seool Secunty Admdvistrrtion
Doto, or Madicaid Ciient Information
= Within 24 pours of al othar typas of Taxas HHS Congidarmhic! faformation 43-howur Formal Nodice must be provided
ne ictar thar #8 howrs gftar Discovery for proteces fealth informetion, sansitive persoral infermohicn or othar
nen-pubiic informeticn ond mest inolwde applicabia informichion as mfierencad i Section 4.01 (£} 2. of the DA,

Q' mem #1dil Anzaer “¥es” i your business has writh=n policies and procedures reguins you to kave and follow &

written breach response plam 25 described in Article £ Saction 402 of the DUA.

O Feem S4diii. Ansaer "Fes” i your business has writben policies and procedures requine you ko rotify Reporting
surthorities and Incividuals whose Texas HHS Confidential Informetion has been breached as desorioed in Artide 4
Section 4.03 of the DUA.

= fem $le. Answer “Yes® if your business kas written policies and procedurss reguiring anmual training of your entine

workforce on matters relsted to confidentiality, privacy, and sscurity, skressing the importance of promptly reporting any

Event or Breach, outlines the process that you will use ko reguine attendance and track completion for employees who
Tailed to complete annual training.

SP'I'LI'EI'E-EHEH:EE'EH:- Taseas HHES Syshem - Dets Lise Arreamment - Attschiment 20 Pags 15 of 15
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= fem #1. Anvaer "Yes™ if your business has written polices and procedures requiring you to allow mdividusls
|clientsmonmuemers] to socess their individusd record of Texas HHS Conficential irformation, and aliow them to
amend Or comect that informstion, it applicable.

= Hem S1g. Arswer "Yes® if your business has wiitten polides and proosdunes restricting aocess to Tems HHES Condidential
infarmation to only parsons who have been authorized and trained on kow to hardie Texas HHS Confidential Informiaticn

= Iem 1k Ansser "Yes” if your business has written policies and procedures reguiring sanciordng of any suboontractor,
=mploy=e, traines, voluntesr, or anyone whose work you dinsct when they hrvwe acosssed Teoss HHS Confidential
infarmation but are rot authorized to do 5o, ard thet you have & method of proving that you kaeve senctioned such an
individuals. I you are the anly emaloyee, you must demonstrate how you will dooument the noncomaliznos, updete
oolicies and procedures if needed, and s=ek additional training or education to prevent fubure DoCWTERCES.

= Mem #1i. Answer "Yes” if your Dusiress has whitten polices and proosdures requiring you to update your polides within
&0 days after you hsve made changes to kow you use or disciose Texes HHS Confidential mformation.

* temn #1j. Answer “Yes® i your business has written policies and procedures reguiring you to nestrict attemipts to take
de-identifisd dat amd re-identity it or restrict any suboontractor, sm pioyss, trainee, wolanteer, or Bmyoee whose work
yoiu direct, from convtacting any irdiddusls for whom you have Texsss HHS Confidential infarmation except o perform
obligations wnder the combract, or with written permission from Texas HHS.

= Mem 1k, Arswer "Yes™ if your business has written policies and procadures prohibiting you from using, disclasing,
resting, mainbsning, stonng or transmitting Teanas HHS Condidential Information owtside of the United States.

= Tem 11 Answer "Yes” i your busiress has written polices and procsdures requiring your Dusiness to cooperake with
HHS mgences or federal regulsbory sntities for inspections, awdits, or investigations relsted to compliance with the DUA ar
applicanis b

= Fem Fim. Arswer "Yes” if your business has written polides and procedures requiring your business to use appropriate
standards and methods to destroy or dispose of Texas HHS Confidential Informiation. Polices and procedures showld
comiply with Texas HHS requiremients for retention of neoords and methods of disposal.

= [tem Bin. Arswer "Yes™ if your business has witten policies and procedures prohibiting the publication of the
WOk ¥oU grested or performed on behalf of Temms HHS pursuant to the DUS, or other Texas HHS Confidentisl
Information, without express prior written approval of the HHES agenoy.

Hem 2. Answer “Yes® if your business has a current training program that meets the requirements specified in the SP1
for you, your empiloysss, your subcontractors, your volusbeers, your trainees, and any other persons under you direct
SupsTdision.

Fem 3. Answer "Yes® if your business has privacy safeguards to protect Texas HHE Confidential Information as described
in the 5PL

Hem $£4. Answer "Yes® if your business maintains current lists of persons in your workforce, incuding Subcontractors
it applicainie), who are sathorized to access Texas HHS Confidential Information. if you are the only person with
acress o Texas HHE Conficential Information, pleases anoyer “yes ®

Hem £5. Ansaer "Yes” if your business and subcontractors (if applicanie) menitor for and remowe from the list of
Authiorized Users, memaers of the workforce who are terminated or are no longer suthonzed to handis Texas HHS
Confidential Information. If you are the only one with acoess to Teoes HHS Confidential Information, pleass answer =yes_

SECTIOM C. SECURITY RISK ANALYSIS AND ASSESSMEMNT

This s=ction is about your electronic systems. if you DO NOT stone Texas MHS Conficential Informigtian in electronic systems
|e-g., lapion, personal computer, mobile device, databass, server, etr ], select the "Nao Elecronic Systems” bon and respond
“Yes~ for all questions in this section.

IHhem 31 Answer “Yes® if your business does not “offshare” or use, discioss, create, recsive, transmit or mainbsin
Texas HHES Confidential informetion cutside of the United States. I you are pot certsin, contact your provicer of

techrology services (zoplication, cloud, cats center, natwork, et | and request confirmgtion that they do not off-
shore their data.

5P| verslon 21 [D672013) TEEHEMH-MUEJ@"EM-WMI Paes 15 0f 15
SECURITY AND FRIVACY INCLIRY (5P|

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 95



Hem 42 Answer "Yes™ if your business uses 8 parson or company who is nowledg=abie in IT security to maintsin or owersee
the configurations of your business's comguting systemis snd devioas. You my be that persan, or you may hire someonres who
cam provide that service for youw

Hem #3. Answer “¥es® if your Dusness monitors and manages access to Texas HHE Confidential Information {i.e., reviews
systems to ensure that sccess is Emibed to Suthorized Users; has formal processes for granting. validating, snd reviews the
need for remote acoess to Authonized Wsers to Texas HHS Confidential information, =tc.). If you ans the only emiployes,
answer "Yes* if you hawe implemented a process to pericdically evaluste the need for accessing Texas HHE Confidential
Information to fulill your Authorized Purposss.

Hem &3 Answer "¥es" if your business has implemented & syst=m for changing the password a system initially assigns to the

user [alsa known as the default password], and reguires users to changs their passwords st least avery 30 days, and prohibits the

crestion of weak passwords for all computer systems thet acoess or store Texs HHS Confidential information =5, & strong

password has & minimum of S chamcters with & combinetion of upparcase, lwercase, spedal charactars, snd numbers, whers

possiole). I your business uses 8 Microsoft Windows system, refer to the Microsoft website on how to do this, see example:
nifoss e micrasoft.comyan-usSindows Securitythrea i-protectionSecurity-policy-sattings/password-salicy

Item ¥5. Ansaer =¥es® i your business assizns a unigue ussr name and privabe password to each of your employess,
your subcontrachors, your volunbsers, your trainess and any other pearsons under your direct control wio will use,
dizclose, eats, recsve, transmit or maintain Tesss H45 Confidential Information.

Item #E. Answer “Yes® if your business ook the acoess after a certsin number of failed sttempts to login and after 13 minutes
aof user inactivity on all computing devices that access or store Texas HH S Confidential Information. I your business uses a
Microsoft Windows system, refier to the Miorosoft websibe on how to do this, see syampie:

https oo micresoft comen-wswindows/recunty/threot-arotechion secunty-pelicy sethngs/sooourt-iockout -paiioy

Hem &7. Answer “¥es® il your DUSnEss Seoures, menages, and =ncrypts remote scoess, such &5 using Virtusd Frivate
Metwork [WPN] software on your home computer to acoess Texas HHS Confidential information thet resides on a
compurber system at & business location or, if you use wireless, ensuring that the wireless is s=omred using &
paszarard code. I you do mot scoess systems remotely or oceer wireless, snswer “Yes "

Ibem 2. Answer "¥es® if your business updates the computer security settings for all your computers ard electronic
sysbems thet acoess or sbore Texas HHS Confidential Information to prevent hacking or bresches (=g, non-essential
features or sarvices have besn removed or disabled to reduce the threat of bresch and to limit opporbunities for hadoers or
imtruders to access your sysbem). For examiple, Microsoft's Windows seourity dhedilist:
netms3Hdecs microsoft comyen-wswingows ecunty. tnrect-protechion fSerwrity-polinesattin

Fbem 29, Answer "Yes® if your DusSiness secures physical SCCESS to computer, paper, of other systems containing Texas HHS
Confige=nkial Information from unawthorized personnel and theft |e.g., Goor locks, cable lodks, lptops are stored in the
trunk of the carinstead of the passenger ares, &hc.). If youw ame the only employe= and use thess practicss for your
DUSIRESS, ANSEST "5

Hem 10 Answer “¥es™ if your business wses ancryption products to protect Texas HHE Confidentisl information that is
transmithed over 8 public etwork (e.g., the Intermet, WIFI, £tc.] or that is stored on a computer system that is physically or
=lectronically scosssibe to the public (FIPS 140-2 validated encryption is nequired for Healfth Insuramce Fortability and
Accountanility Act (HIPAA] data, Criminal Justice Information Services |CIIS) data, Internal Revenwe Service Federal Tag
information (IRE FT1) data, amd Centers for Medioare & Medicaid Senvices [CM5) datac) For more information regarding FIPS

1a0-2 encryption produwcts, please refer toc AtfpeCerg nist gpwpybiicghions Fas)

Hem £11_ Arswer "¥as® if your businass stonss Texss HHS Confidential Infarmation on encryoted end-ussr slectronic devices
|e-g.. laptops, USEs, tablets, smartphones, sxternal hard drives, deskiops, etc.| and can proguce evidence of the encryption,
such as, & screen shot or & system report (FIPS 140-2 emoryption is required for Health Insursnce Portasility and Accountability
Act [HIPAA) dats, Criminal Justice informstion Services (OS] date, internal Revenue Senvice Federal Tax Information [IRS FT1)
data, ard Centers for Medicars & Medicaid Services [CH5) data]. For more informistion regarding FIFS 120-2 validated
enoryption prodwcts, phease refer to: hitesiorc nist. gow/publicotionsfips]. If you do not utilize end-user ekecironic devices
for staring Texas HHS Confidentisl Informstion, snswer "Yes. "

mmz-l[uﬁ;m-lal Teies HHE Bystem - Debs Use Apreement - Aitachment 1: Pazs 17 of 45
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Hhem £12. Arswer "Yes” if your business reguires employees, volinptesrs, tainees snd other workforce members to sign a
document that dearty outlines their responsibilities for protecting Texas HHS Confidential Information ard associsted
systzms containing Teans HHS Confiderntial infarmation bafore they can obtsin acoess. IFyou are the only employee ansaer
"Y¥es” i you hawe signed or are willing to sign the DUA, acknowledging your adherence ta requirements and responsibilities.

Hem 813, Answer "Yes" if your business is willing to perform & ariminal backgrownd check on employess, subcontrachors,
woluntesrs, or trainess who socess Texas HHS Confidentisl Information. B you are the only employee, anseer "Yes" if you
are willing o submit to & background dhaok.

Hhem £14. Arswer "Yes” if your business prohibits the socess, crestion, disclosure, reception, transmizson, meinkenanoe,
and starage of Texas HHS Cordidential Information om Clowd Serdces or zodal media sites if you use such services or sites,
and there is & Teyas HHES approved subcomtractor agreemient that includes compliance ard liabiity clases with the same
requirements as the Aoplicant/Bigder. Ifyou do rot utilize Cloud Services or media sites for storing Texas HHS Confidental
mformation, answer “Yes.”

bem 215, Answer "¥es® if your business keeps ourant on seosity updates/patches {including firmwane, software and
applications] far compating systems thet use, distiose, sooess, cregbe, transmit, msintain or store Texss HHE Confidential
Information. If you use & Microsoft 'Windows system, refer to the Microsoft website on kow to ensure your system i
sutometically upcating, e cample:

nétps:/portal.msre. microsaft.comyenws

Item F16. Ansaer "Yes” if your business's computing systems that use, disciose, access, create, transmit, maintain or store

Texns HHS Confidential Informistion contain up-to-date ati-mshsene and antivinos protection. 1 you uss & Microsoft

Windiows system, refer to the Microsoft website om how to ensure your sysbem is automatically updating, see example:
nit s focs. microseft comyan-ugywindowesSseountyy bhreat-protechiony’

Ihem 817, Answer “Yes® if your business reviews system ssorty Iogs on computing systems that scoess or store Texas HHE
Confidential Information for abnormal activity or s=ourity concerns om & regular basis. I you uss 8 Mioosoft Windows syst=m,
refer to the Mionosoft website for snsuing your system is logeing security soents, ses sonmpile

nttps: s, microsoft.oomyien-usmindowessecurityhhnea t-protectinnaudiimg hesi cseouri fy-nwdit-policias

Hhem #18. Arswer "Yes” if your business dizposal processes for Texas HHE Confidential Information &nzunes that Tecss
HHS Confidential Informigtion is destroyed so that it is unreacanie or undecioherabde. Simiply deleting cata or formatting
the hard drive is not encugh; ensure you use products that perform 8 secure disk wipe. Please see NIST 5P 200-B2 R1,
Suicehnes fior Madig Sonitizotion and the aoplicadie laws and regulstions for the information type for further guidance,

Rem #19. Ansaer "Yes™ if your business ensures that all public fadng websites and modile applcations containing HHS
Confidentisl Informstion mest ssourity testing standards sek forth within the Texms Sovernment Code [TEC), Section
2034.716

SECTION D. SIGNATURE AMD SUBMISSION
Click on the signature area to digitally Sgn the document. Email the form 2s an sttachment to the appropriate
Tewas HHS Contract Mansger.
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Exhibit E

IT Organizational Maturity Assessment — Experience Reference Form

Project Information:

endor Mame: Wendor ContactM™ame:

FProject Dates: “endor Contact Phone

Customer Organization: Customer Contact Mame:
Customer Phone

Customer Address: Customer Fax

Vendor (Prime Contractor or Subcontractor) has IT Organizational Maturity Assessment services of
similar size and complexity within the

last five (5) years for a paying customer external to the Vendor's organization: Yes Ho

Project Objectives and Deliverables Description

Vendor's Involvement:

Project Benefits (Quantitative):

Elanned:

Realized:

Project Benefits (Qualitative):

Elanned:

Realized:

What Tools and Technologies were recommended for the solution?
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Were the Recommendations Implemented by the Customer? Yes Nao

Whio can we contact at the customer regarding the implementation of the recommendations for the data
analytics and performance management solution?

Customer Contact:
Mame: Phone _
Email:

Project Measurements:

Crriginal Value of WVendor's Confract Actual Total Contract Value:

Reason{s) for Change in Value:

Esfimated Start & Completion Dates: Fron: Ta:

Actusl Start & Completion Dates: Fronc Tax
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Exhibit E-1: RESPONDENT RELEASE OF LIABILITY

THIS FORM MUST BE COMPLETED/SIGNED BY RESPONDENT FOR EACH
IDENTIFIED REFERENCE AND SUBMITTED WITH THE RESPONDENT’S
RESPONSE SUBMISSION

Legal name of company or government entity identified as a reference by respondent vendor
(“Reference Customer™):

| Enter name of company providing the reference here |

Respondent vendor (“Respondent”) full legal name (include dba if applicable for this reference):

| Enter name of company (Respondent) or key staff person’s name needing a reference |

Entity directed by Respondent to contact the Reference Customer designated above:
Texas Health and Human Services Commission (“HHSC”)

By signing below, the Respondent (and, if applicable, individual key staff person(s) signing
below) hereby irrevocably releases the above-named Reference Customer, its officers, directors,
agents, employees, and all persons, natural or corporate, in privity with above-named Reference
Customer from any and all liability, claims, or causes of action, under any theory and whether
foreseeable or unforeseeable, arising from or out of their disclosure of information to HHSC
pursuant to this request for a business reference.

Signed the day of ,
20

(Respondent Signature)

(Respondent Printed Name)

(Respondent Title)

Signed the day of , 20

(Key Staff Signature or “N/A” if Respondent-level release)

(Key Staff Printed Name)
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Exhibit F: Vendor Price Sheet

Deliverable Costs:

List each deliverable, the cost associated to that deliverable, a 10% retainage, and the
net deliverable payable monthly upon acceptance.

Deliverable | Deliverable Deliverable
No. Cost
D.1.1 A 5-level organizational model
D1.2 A comprehensive and documented assessment
methodology
D1.3 A list of participants for the survey(s) and interviews
D1.4 Communication Plan and Escalation Policy
D1.5 A completed survey summary to evaluate and
benchmark the current organizational maturity
D1.6 Validation interview and focus group recorded results
D1.7 A summary of items reviewed in archive review process
D1.8 Milestone Closeout
Total $
Deliverable | Deliverable Deliverable
No. Cost
D2.1 A list of HHSC’s IT organizational strengths and
weaknesses in terms of IT processes and practices
D2.2 Identified “success drivers”
D2.3 A roadmap for organizational improvement
D2.4 Organizational change management tools,
communications, plans to aid in the implementation of
recommendations
D2.5 Documented current level of organizational maturity
D2.6 Milestone closeout
Total $
Deliverable | Deliverable Deliverable
No. Cost
D3.1 Findings
D3.2 Recommendations
D3.3 Milestone Closeout
Total $
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Deliverable | Deliverable Deliverable | Retainage | Net
No. Cost Deliverable
Grand Total $ $ $

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity

Page 103




Exhibit G: HHSC Uniform Terms and Conditions

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 104



 TEXAS

Health and Human Services

Health and Human Services (HHS)

Uniform Terms and Conditions - Vendor
Version 3.0
Published and Effective - November 7, 2019
Responsible Office: Chief Counsel

Heaalth and Human Services
Uniform Terms and Condition — Vendor V.3.0
Page 1 of 24
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ARTICLE 1. DEFINITIONS AND INTERPRETIVE PROVISIONS

1.1 DEFINITIONS
Asg used i this Confract, vnless the confext clearly indicates otherwise, the following terms
and condifions have the meanings assigned below:
“Amendment” means a written agreement, signed by the Parfies, which documents
changes to the Contract other than those pernutted by Work Orders.

“Attachment™ means documents, terms. conditions, or information added to this Contract
following the Signature Document or included by reference and made a part of this
Contract.

“Contract” means the Signature Document, these Uniform Terms and Conditions, along
with any Attachments, and any Amendments, purchase orders, or Work Orders that may

be 1ssued by the System Agency, to be mcorporated by reference for all purposes.

“Contractor” means the Party selected to provide the goods or Services to the State under
this Contract.

“Deliverable”™ means a Work Product(s), including all reports and project documentation,
prepared, developed, or procured by Confractor as part of the Services under the Contract
for the use or benefit of the System Agency or the State of Texas.

“Effective Date” means the date agreed to by the Parfies as the date on which the
Contract takes effect.

“Federal Fiscal Year™ means the period beginning October 1 and ending September 30
each vear, which is the anmual accounting period for the United States government.

“GAAP” means Generally Accepted Accounting Principles.
“GASE” means the Governmental Accounting Standards Board.
“(oods™ means supplies, materials, or equipment.

“Health and Buman Services Commission™ or “HHSC™ means the administrative agency
established under Chapter 531, Texas Government Code, or its designee.

“Health and Human Services™ or “"HHS™ includes the Department of State Health Services
(D5HS), in addition to the Health and Human Services Commission.

“HUE™ means Historically Underutilized Business, as defined by Chapter 2161 of the
Texas Government Code.

“Intellectual Property Rights” means the worldwide proprietary rights or interests,
including patent, copyright, trade secret, and trademark rights, as such rights may be
evidenced by or embodied in:

1. anyidea, design concept. personality right, method, process, technique, apparatus,
invention, discovery, or improvement;
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1. any work of authorship, including any compilation, computer code, website or web
page design, literary work, pictorial work, or graphic work;

i, any trademark, service mark, frade dress, trade name, branding, or other indicia of
SOUCE O OTigin;

iv. domain name registrations; and

v. any other proprietarv or similar rights. The Intellectual Property Rights of a Party
include all worldwide propriefary nights or interests that the Party may have
acquired by assignment. by exclusive license, or by license with the right to grant
sublicenses.

“Parties” means the System Agency and Confractor, collectively.

“Party” means either the System A gency or Contractor, individually.

“Project” means the goods or Services described in the Signature Document or a Work
Order of this Confract.

“Scope of Work™ means the description of Services and Deliverables specified in the
Contract and as may be amended.

“Services” means the fasks, functions, and responsibilities assigned and delegated fo
Contractor under the Contract.

“Signature Document™ means the document executed by both Parties that specifically sets
forth all of the documents that constitute the Contract.

“Solicitation” means the document issued by the System Agency (including any published
addenda. exhibits, and Attachments) under which the goods or Services provided under the
Contract were initially requested, which is incorporated by reference for all purposes in its
entirefy.

“Solicitation Response”™ means Confractor’s full and complete response (including any
Attachments and addenda) to the Solicitation, which i1s incorporated by reference for all
purposes in its entirefy.

“State Fiscal Year” means the period beginning September 1 and ending August 31 each
vear, which 1s the annual accounfing period for the State of Texas.

“State of Texas Tertravel” means the State Travel Management Program through the
Texas Comptroller of Public Accounts website and Texas Admimistrative Code, Title 34,
Part 1, Chapter 5, Subchapter C. Section 5.22_ relative to travel reimbursements under this
Contract, ifany.

“Subcontract” means any written agreement between Contractor and a third party to fulfill
the requirements of the Contract. All Subcontracts are required fo be in writing.

“Subcontractor”™ means any individual or entity that enters a contract with the Contractor
to perform part or all of the obligations of Confractor under this Coniract.

“Svystem Agency” means HHSC or any of the agencies of the State of Texas that are
overseen by HHSC under authority granted under state law and the officers. employees,
authorized representatives, and designees of those agencies. These agencies include:
HHSC and the Department of State Health Services.
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“Third Party IP” means the Intellectual Property Bights of any third party that is not a party
to this Contract, and that is not a Subcontractor.

“Wotk” means all Services to be performed, goods fo be delivered. and any
appurtenant actions performed. and items produced, conceived, or developed, mcluding
Deliverables.

“Work Order” means an individually negotiated document that is executed by both Parties
and which authorizes a Project, if anv, in an indefinite gquantity Confract.

“Work Product™ means any and all works, mcluding work papers, nofes, materials,
approaches, designs, specifications, systems, innovations, improvements, inventions,
software, programs, source code, documentation, training materials, audio or audiovisual
recordings, methodologies, concepts, studies, reports, whether finished or unfimished, and
whether or nof included in the Deliverables, that are developed, produced, generated, or
provided by Contractor in connection with Contractor’s performance of its duties under the
Contract or through use of any funding provided under this Confract.

1.2 INTERPRETIVE PROVISIONS

A
B.

C.

The meanings of defined terms include the singular and plural forms.
The words “hereof”™ “herein.” “hereunder.” and similar words refer to this Contract as a
whole and not to any particular provision, section, Attachment, or schedule of this Contract
unless otherwise specified.
The term “including™ is not limiting and means “including without limitation™ and, unless
otherwise expressly provided in this Contract. (1) references to contracts (including this
Contract) and other contractual instruments shall be deemed to include all subsequent
Amendments and other modifications, but only to the extent that such Amendments and
other modifications are not prohibited by the terms of this Contract, and (i1) references to
any statute or regulation are to be construed as including all statutory and regulatory
provisions consolidating, amending, replacing. supplementing, or interpreting the stafute
or regulation.
Any references to “sections.” “appendices.” or “attachments™ are references to sections,
appendices, or attachments of the Contract.
Any references to agreements, confracts, statutes, or administrative rules or regulations in
the Contract are references to these documents as amended, modified, or supplemented
from fime to time during the term of the Contract.
The captions and headings of this Confract are for convenience of reference only and do
not affect the interpretation of this Contract.
All Attachments. including those incorporated by reference, and any Amendments are
considered part of the terms of this Contract.
This Contract may use several different limitations, regulations. or policies to regulate
the same or similar matters. All such limitations, regulations, and policies are cumulative
and each will be performed in accordance with its terms.
Unless otherwise expressly provided. reference to any action of the System Agency or
by the System Agency by way of consent. approval, or waiver will be deemed modified
by the phrase “in its sole discrefion ™
Time is of the essence in this Contract.
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ARTICLE II. PAYMENT PROVISIONS

1.1 PROMPT PAYVMENT

Payment shall be made in accordance with Chapter 2251 of the Texas Government Code,
commonly known as the Texas Prompt Payment Act. Chapter 2251 of the Texas Government
Code shall govern remittance of payment and remedies for late payment and non-payment.

2.2 ANCILLARY AND TRAVEL EXPFNSES

A Except as otherwise provided m the Contract, no ancillary expenses incurred by the
Contractor in connection with its provision of the Services or Deliverables will be
reimbursed by the Svstem Agency. Ancillary expenses include, but are not limited to costs
associated with transportation, delivery, and insurance for each Deliverable.

BE. When the reimbursement of fravel expenses is authorized by the Confract, all such
expenses will be reimbursed in accordance with the rates set by the State of Texas
Textravel available at the Texas Comptroller of Public Accounts State Travel Management
Program website.

2.3 No QUANTITY GUARANTEES

The System Agency makes no guarantee of volume or usage of work under this Contract. All
Work requested may be on an irregular and as needed basis thronghout the Confract term.

24 TaxEs

Purchases made for State of Texas use are exempt from the State Sales Tax and Federal Excise
Tax. Contractor represents and warrants that it shall pav all taxes or similar amounts resulting
from the Coniract, including, but not limited to, any federal, State, or local income, sales or
excise taxes of Contractor or its employees. System Agency shall not be liable for any taxes
resulting from the contract.

ARTICLE III. STATE AND FEDERAL FUNDING

3.1 ExcEss OBLICATIONS PROHIBITED

The Contract is subject to termination or cancellation. without penalty to the System Agency,
ether in whole or in part. subject to the availability of state funds. System Agency is a state
agency whose authority and appropriations are subject to actions of the Texas Legislature. If
System Agency becomes subject to a lemslative change, revocation of statutory authority, or
lack of approprniated funds that would render either System Agency's or Contractor’s delivery
of performance under the Contract impossible or unnecessary, the Contract will be terminated
or cancelled and be deemed mull and void. In the event of a termination or cancellation under
this Section, System Agency will not be liable to Contractor for any damages that are caused
or associated with such termination, or cancellation, and System Agency will not be required
o give prior nofice.

3.2 No DEET ACAINST THE STATE
This Contract will not be construed as creating any debt by or on behalf of the State of Texas.
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3. 3DEBT AND DELINQUENCIES

Contractor agrees that any pavments due under the Contract shall be directly applied towards
elininating any debt or delinquency it has to the State of Texas including, but not limited to,
delinquent taxes, delinquent student loan payments. and delinguent child support.

3.4 REFUNDS AND OVERPAYMENTS

A Atits sole discretion, the System Agency mav:

1. withhold all or part of anv payments to Contractor to offset overpayments, unallowable
or ineligible costs made to the Contractor, or if any required financial status report(s)
15 not submitted by the due date(s); or,

1. require Contractor to promptly refund or credit - within thirty (30) calendar davs of
written notice - any funds erroneously paid by Svstem Agency which are not expressly
authorized under the Contract.

B. “Overpavments,” as used in this Section, include pavments:
1. made by the System Agency that exceed the maxinmm allowable rates;

1. that are not allowed under applicable laws, miles, or requlations; or,

ui. that are otherwise mconsistent with this Confract, including any unapproved
expenditures. Contractor understands and agrees that it will be liable to the System
Agency for any costs disallowed pursuant to financial and compliance audit(s) of funds
received under this Contract. Confractor further understands and agrees that
reimbursement of such disallowed costs shall be paid by Contractor from funds which
were not provided or otherwise made available to Contractor under this Contract.

ARTICLE IV. WARRANTY, AFFIRMATIONS, ASSURANCES, AND CERTIFICATIONS

4.1 WARRANTY

Contractor warrants that all Work under this Contract shall be completed in a manner
consistent with standards under the terms of this Confract, in the applicable trade,
profession, or industry; shall conform to or exceed the specifications set forth in the
Contract; and all Deliverables shall be fit for ordinary use, of good quality. and with no material
defects. If System Agency. in its sole discretion, determines Contractor has failed to complete
Work timely or to perform satisfactorily under conditions required by this Contract, the
System Agency may require Contractor, at ifs sole expense, to:

1. Repair or replace all defective or damaged Work;

. Refund anv pavment Contractor received from System Agency for all defective or
damaged Work and, in conjunction therewith, require Contractor to accept the refurn
of such Work; and,

ui. Take necessary action to ensure that Confractor's future performance and Work
conform to the Contract requirements.

4.2 GENERAL AFFIRMATIONS

Confractor cerfifies that. to the exfent General Affirmations are incorporated info the
Confract under the Signature Document, the Contractor has reviewed the General
Affirmations and that Contractor is in compliance with all requirements.
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4.3 FEDERAL ASSURANCES

Contractor certifies that, to the extent federal assurances are incorporated info the Confract
under the Signature Document, the Confractor has reviewed the federal assurances and that
Contractor is in compliance with all requirements.

4.4 FEDERAL CERTIFICATIONS

Confractor certifies that, to the extent federal certifications are incorporated into the Contract
under the Signature Document, the Contractor has reviewed the federal certifications and that
Confractor is in compliance with all requirements. In addition, Contractor certifies that it is and
shall remain in compliance with all applicable federal laws, miles, and regulations, as they mav
pertain to this Contract.

ARTICLE V. INTELLECTUAL PROPERTY

5.1 OwNERSHIF OF WORE PRODUCT

A, All nnght, title, and interest in the Work Product, including all Intellectual Property Eights
therein, 15 exclusively owned by System Agency. Confractor and Contractor’s emplovees
will have no rights in or ownership of the Work Product or any other property of System
Apgency.

B. Any and all Work Product that is copyrightable under United States copyright law is
deemed to be “work made for hire” owned by System Agency, as provided by Title 17 of
the United States Code. To the extent that Work Product does not qualify as a “work made
for hire” under applicable federal law, Contractor hereby irrevocably assigns and transfers
to System Agency, its successors and assigns, the entire right. title, and interest in and to
the Work Product, including any and all Intellectual Property Rights embodied therein or
associated therewith, and in and to all works based upon, derived from, or incorporating
the Work Product, and in and to all income, rovalties, damages, claims and payments now
or hereafter due or pavable with respect thereto, and in and to all causes of action, either in
law or in equity for past. present or future infringement based on the copyrights. and in and
to all rights corresponding to the foregoing.

C. Contractor agrees to execute all papers and to perform such other acts as System Agency
may deem necessary to secure for System Agency or its designee the rights herein assigned.

D. In the event that Contractor has any rights in and to the Work Product that cannot be
assigned fo System Agency, Contractor hereby grants to System Agency an exclusive,
worldwide, rovaltv-free, transferable, irrevocable, and perpetual license, with the night to
sublicense, to reproduce, distribute, modify, create derivative works of, publicly perform
and publicly display, make, have made, use, sell and offer for sale the Work Product and
any products developed by practicing such rights.

E. The foregoing does not apply to Incorporated Pre-existing Works or Third Party IP that are
incorporated m the Work Product by Confractor. Contractor shall provide System Agency
access during normal business hours to all Vendor materials, premises, and computer files
confaining the Work Product.

5.2 CONTRACTOR'S PRE-EXISTING WORES
A. To the extent that Contractor incorporates into the Work Product any works of Contractor
that were created by Contractor or that Contractor acquired rights in prior to the Effective
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Date of this Confract (“Incorporated Pre-existing Works"™), Contracfor retains ownership
of such Incorporated Pre-existing Works.

B. Contractor hereby grants fo System Agency an irrevocable, perpefual, non-exclusive,
rovalty-free, transferable, worldwide right and license, with the right to sublicense, fo use,
reproduce, modify, copy, create derivative works of, publish, publicly perform and display,
sell, offer to sell, make and have made, the Incorporated Pre-existing Works, in any
medinm. with or without the associated Work Product.

C. Contractor represents, warrants, and covenants fo System Agency that Contractor has all
necessary right and authority to grant the foregoing license in the Incorporated Pre-existing
Works to System Agency.

S53TaErRD PARTYIP

A To the extent that any Third Party IP is included or incorporated in the Work Product by
Contractor, Contractor hereby grants to System Agency, or shall obtain from the applicable
third party for System Agency’'s benefit. the irrevocable, perpetual. non-exclusive,
worldwide, rovalty-free right and license, for System Agency’s internal business purposes
only,

1. touse reproduce, display, perform. distribute copies of and prepare derivative works
based wpon such Third Party IP and any derivative works thereof embodied in or
delivered to System Agency in conjunction with the Work Product, and

ii. to authorize others to do any or all of the foregoing.

B. Contractor shall obtain System Agency’s advance written approval prior to incorporating
any Third Party IP into the Work Product, and Contractor shall notifyy System Agency on
delivery of the Work Product if such materials include any Third Party IP.

C. Contractor shall provide System Agency all supporting documentation demonstrating
Contractor's compliance with this Section 5.3, including without limitation documentation
indicating a third party’s written approval for Contractor to use any Third Party IP that may
be incorporated in the Work Product.

5.4 ACREEMENTS WITH EMPLOYEES AND SUBCONTRACTORS

Confractor shall have written, binding agreements with its emplovees and subcontractors that
include provisions sufficient fo give effect to and enable Confractor’'s compliance with
Confractor’s obligations under this Article V.

5.5 DELIVERY Uron TEEAMINATION OR EXPIRATION

No later than the first calendar day after the termination or expiration of the Contract or upon
System Agency’s request, Contractor shall deliver to System Agency all completed. or
partially completed, Work Product, including any Incorporated Pre-existing Works, and any
and all versions thereof Confractor’s failure to timely deliver such Work Product is a material
breach of the Contract. Contractor will not retain any copies of the Work Product or any
documentation or other products or results of Contractor’s activities under the Contract without
the prior written consent of System Agency.

5.0 SURVIVAL

The provisions and obligations of this Article V survive any fermination or expiration of the
Contract.
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5.7 SYSTEM ACENCY DATA

A

As befween the Parties, all data and information acquired, accessed, or made available to
Contractor by, through, or on behalf of Svstem Agency or System Agency confractors,
including all electronic data generated, processed, transmitted. or stored by Confractor in
the course of providing data processing services in comnection with Contractor’s
performance hereunder (the “System Agency Data™). is owned solely by System Agency.
Contractor has no night or license fo use, analyze, aggregate, transmit, create denvatives
of, copy, disclose, or process the System Agency Data except as required for Contractor fo
fulfill its obligations under the Confract or as authorized in advance in wrifing by Svstem

Agency.

. For the avoidance of doubt, Contractor is expressly prohibited from using, and from

permitting any third party to use, System Agency Data for marketing, research, or other
non-governmental or commercial purposes, without the prior written consent of System
Agency.

. Contractor shall make System Agency Data available to System Agency, including fo

Svystem Agency’s designated vendors, as directed in writing by System Agency. The
foregoing shall be at no cost to System Agency.

. Furthermore, the proprietary nature of Contractor’s systems that process, store, collect,

and/or transmit the System Agency Data shall not excuse Contractor’s performance of its
obligations hereunder.

ARTICLE VI. PROPERTY

6.1 UsE OF STATE PROFERTY

A

B.

C.

D.

E.

Contractor is prohibited from using State Property for any purpose other than performing
Services authonzed under the Contract.
State Property includes, but 1s not imited to. System Agency’s office space. identification
badges. System Agency mformation technology eguipment and networks (e.g., laptops.
portable printers, cell phones, 1Pads or tablets, external hard drives, data storage devices,
any System Agencv-issued software, and the System Agency Virfual Private Network
(VPN client)), and anv other resources of System Agency.
Contractor shall not remove State Propertv from the confinental United States. In addition,
Contractor may not use any computing device to access System Agency’s network or e-
mail while outside of the continental United States.
Contractor shall not perform any maintenance services on Sfate Properfy unless the
Contract expressly authorizes such Services.
Dring the time that State Property is in the possession of Contractor, Contractor shall be
responsible for:
1. all repair and replacement charges incurred by State Agency that are associated with
loss of State Property or damage bevond normal wear and tear, and
ii. all charges attributable to Contractor’s use of State Property that exceeds the Contract
scope. Contractor shall fully reimburse such charges to System Agency within ten (10)
calendar days of Contractor’s receipt of System Agency’s notice of amount due. Use
of State Property for a purpose not anthorized by the Confract shall constitute breach
of contract and may result in termination of the Contract and the pursuit of other
remedies available to System Agency under contract, at law, or in equity.
Health and Human Services
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6.2 DAMACE TO GOVERNMENT PROPERTY

A Inthe event of loss. destruction, or damage to any System Agency or State of Texas owned,
leased. or occupied property or equipment by Contractor or Confractor’s employees,
agents, Subcontractors, and suppliers, Contractor shall be liable to System Agency and the
State of Texas for the full cost of repair. reconstruction. or replacement of the lost
destroved, or damaged property.

B. Contractor shall notify System Agency of the loss, destruction. or damage of equipment or
property within one (1) business day. Contractor shall reimburse System Agency and the
State of Texas for such property damage within 10 calendar days after Contractor’s receipt
of System Agency’s notice of amount due.

6.3 PROFERTY BICHTS UPON TERMINATION OF EXPIRATION OF CONTRACT

In the event the Confract is terminated for any reason, or upon its expiration State Property
remains the property of the System Agency and must be returned to the Svstem Agency by the
end date of the Contract or upon System Agency’'s request.

ARTICLE VII. WoRK ORDERS

7.1 WoRK ORDERS

If the Confract is for indefinite quantities of Services. as specified in the Signature
Document, all Work will be performed in accordance with properly executed Work Orders.

7.2 PROFOSALS

For Work Order contracts, the Confractor shall submit to Svstem Agency separate proposals,
including pricing and a project plan, for each Project.

7.3 RESPONSIBILITY

For each approved Project, the Contractor shall be responsible for all Work assigned under the
Work Order. Multiple Work Orders may be issued during the term of this Contract, all of
which will be in writing and signed by the Parties. Each Work Order will include a scope
of Services; a list of tasks required; a time schedule; a list of Deliverables, if any; a detailed
Project budget; and any other information or special condifions as may be necessary for the
Work assigned.

7.4 TERAONATION

If this Werk Order is 1n effect on the day the Contract would otherwise expire. the Contract
will remain in effect until this Work Order is terminated or expires: and the Confract and this
Work Order may be amended after such termination or expiration to extend the performance
period or add ancillary deliverables or services, only to the extent necessary.

ARTICLE VIII. RECOED RETENTION, AUDIT, AND CONFIDENTIALITY

8.1 RECORD MAINTENANCE AND RETENTION

A Contractor shall keep and maintain vnder GAAP or GASB, as applicable, full, true, and
complete records necessary to fully disclose to the System Agency, the Texas State
Aunditor’s Office. the United States Government. and their authorized representatives
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sufficient information to determine compliance with the terms and conditions of this
Contract and all state and federal rules, regulations. and stafufes.

. Contractor shall mamtain and retain legible copies of this Contract and all records relating

to the performance of the Confract including supporting fiscal documents adequate to
ensure that claims for contract funds are in accordance with applicable State of Texas
requirements. These records shall be mainfained and retained by Contractor for a miminmm
of seven (7) vears after the Contract expiration date or seven (7) vears after the completion
of all audit, claim lifigation, or dispute matters involving the Contract are resolved,
whichever is later.

8.2 AcEwcY's RIGHT TO AUDIT

A

D.

E.

Contractor shall make available at reasonable times and upon reasonable notice, and for
reasonable periods, work papers. reports, books, records, supporting documents kept
current by Contractor pertaining to the Contract for purposes of inspecting, monitoring,
aunditing, or evaluating by System Agency and the State of Texas.

. In addition to any right of access arising by operation of law, Contractor and any of

Contractor’s affiliate or subsidiary organizations. or Subcontractors shall permit the
System Agency or any of its duly authonized representatives. as well as duly authorized
federal. state or local authorities, unrestricted access to and the right to examine any
site where business is conducted or Services are performed, and all records, which
inchudes but 15 not linuted fo financial, client and patient records. books, papers or
documents related to this Contract. If the Contract includes federal funds, federal
agencies that shall have a right of access to records as described in this section include: the
federal agency providing the funds, the Comptroller General of the United States, the
General Accounting Office, the Office of the Inspector General. and any of their
authorized representatives. In addition, agencies of the State of Texas that shall have a right
of access to records as described in this section include: the System Agency HHSC,
HHSC's contracted exanmners, the State Auditor’s Office, the Texas Aftomey General's
Office, and any successor agencies. Each of these entities may be a duly authorized
authority.

If deemed necessary by the Syvstem Agency or any duly avthorized authority, for the
purpose of investigation or hearing. Contractor shall produce original documents related
to this Conftract.

The System Agency and any duly authorized authority shall have the right to audit billings
both before and after pavment, and all documentation that substantiates the billings.
Contractor shall include this provision concerning the right of access to. and examination
of, sites and information related to this Contract in any Subcontract it awards.

8.3 REsPONSE/COMPLIANCE WITH AUDIT OR INSPECTION FINDINGS

A

Contractor mmst act fo ensure its and its Subcontractors’ compliance with all corrections
necessary to address any finding of noncompliance with any law, regulation, audit
requirement, or generally accepted accounting principle, or any other deficiency identified
in any audit, review, or inspection of the Contract and the Services and Deliverables
provided. Any such correction will be at Contractor’s or its Subcontractor's sole expense.
Whether Coniractor's action corrects the noncompliance shall be solely the decision of the
System Agency.
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B. As part of the Services, Contractor nmust provide to System Agency upon request a copy
of those portions of Contractor's and its Subcontractors’ internal audit reports relating to
the Services and Deliverables provided to the State under the Contract.

8.4 STATE AvniToR's RIGHT TO AUDIT

A The state auditor may conduct an andit or investigation of any entity receiving funds from
the state directly under the Contract or indirectly through a subcontract under the Contract.
The acceptance of funds directly under the Contract or indirectly through a subcontract
under the Contract acts as acceptance of the authority of the state auditor. under the
direction of the legislative audit committes, to conduct an aundit or investigation in
connection with those funds. Under the direction of the legislative audit committee, an
entity that is the subject of an audit or investigation by the state auditor must provide the
state auditor with access to any information the state auditor considers relevant to the
investigation or audit.

B. The Contractor shall comply with any rules and procedures of the state auditor in the
implementation and enforcement of Section 2262.154 of the Texas Government Code.

8.5 CONFIDENTIALITY

Confractor shall mainfain as confidential and shall not disclose to third parties without Svstem
Agency’s prior written consent, any System Agency information including but not limited fo
System Agency Data, System Agency’s business activities, practices, systems, conditions and
services. This section will survive termination or expiration of this Contract. The obligations
of Contractor under this section will survive termination or expiration of this Contract. This
requirement nmust be included in all subcontracts awarded by Contractor.

ARTICLE IX. CONTRACT REMEDIES AND EARLY TERMINATION

9.1 CONTRACT REMEDIES

To ensure Contractor’s full performance of the Contract and compliance with applicable law,
the System Agency reserves the right to hold Contractor accountable for breach of contract or
substandard performance and may take remedial or comrective actions, including. but not
limited to:
1. suspending all or part of the Contract;
. requinng the Contractor to take specific actions in order fo remain in compliance
with the Contract;
. recouping pavments made by the System Agency to the Confractor found to be in
ETIOr;
w. suspending, limiting, or placing conditions on the Contractor's continued performance
of Work: or
v. imposing any other remedies, sanctions, or penalties authonzed under this Contract or
pernmitted by federal or state law.

0.2 TEEAMNATION FOR CONVENIENCE

The System Agency may terminate the Contract, in whole or in part, at any time when, in its
sole discretion. the System Agency determines that termination is in the best interests of
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the State of Texas. The termination will be effective on the date specified in the System
Agency’s nofice of termination.

9.3 TERMINATION FOR CAUSE

Except as otherwise provided by the 115, Bankrmuptcy Code, or any successor law, the Svstem
Agency may terminate the Confract, in whole or in part, upon either of the following
conditions:
i. Material Breach
The System Agency will have the right to terminate the Contract in whole or in part if
the System Agency determines, i ifs sole discrefion, that Confractor has matenially
breached the Contract or has failed to adhere to any laws, ordinances, mules, regulations
or orders of any public awthority having jurisdiction and such violation prevents or
substantially impairs performance of Contractor’s duties under the Contract.
Contractor's misrepresentation in any aspect of Contractor’s Solicitation Response, if
any, or Contractor’s addition to the System for Award Management (SAM) will also
constifute a material breach of the Confract.
ii. Failure to Maintain Financial Viabilicy
The System Agency may fermunate the Contract if in its sole discretion. the System
Apgency has a good faith belief that Contractor no longer maintains the financial
viability required to complete the Work, or otherwise fully perform its responsibilities
under the Confract.

9.4 CoNTRACTOR RESPONSIBILITY FOR SYSTEM ACENCY'S TERMINATION COSTS

If the System Agency terminates the Contract for cause, the Contractor shall be responsible to
the System Agency for all costs incumred by the System Agency and the State of Texas to
replace the Contractor. These costs include, but are not limited to. the costs of procurnng a
substitute vendor and the cost of anv claim or litigation attributable to Contractor's failure
to perform any Work in accordance with the terms of the Confract.

ARTICLE X. INDEMNITY

10.1 GENERAL INDEMNITY

A, CONTRACTOR SHALL DETEND, INDEMNITY AND HOLD HARMLESS THE
STATE OF TEXAS AND SYSTEM AGENCY, AND/OR THEIR OFFICERS,
AGENTS, EMPLOYELES, REPRESENTATIVES, CONTRACTORS, ASSIGNEES,
AND/OR DESIGNEES FROM ANY AND ALL LIABILITY, ACTIONS, CLATIMS,
DEMANDS, OR SUITS, AND ALL RELATED COSTS, ATTORNEY FEES, AND
EXPENSES ARISING OUT OF OR RESULTING FROM ANY ACTS OR
OMISSIONS OF CONTRACTOR OR ITS AGENTS, EMPLOYEELS,
SUBCONTRACTORS, ORDER FULFILLERS, OR SUPPLIERS OF
SUBCONTRACTORS IN THE EXECUTION OR PEFFOEMANCE OF THE
CONTRACT AND ANY PURCHASE ORDERS ISSUED UNDER THE
CONTEACT.

B. THIS PARAGEAPH IS NOT INTENDED TO AND WILL NOT BE CONSTRUED
TO REQUIRE CONTRACTOR TO INDEMNIEY OF. HOLD HARMLESS THE
STATE OR THE SYSTEM AGENCY FOR ANY CLAIMS OR LIABILITIES
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RESULTING FROM THE NEGLIGENT ACTS OF OMISSIONS OF THE
SYSTEM AGENCY ORITS EMPFLOYEES.

C. For the avoidance of doubt, System Agency shall not indemnify Contractor or any
other entity under the Coniract.

10.2 INTELLECTUAL PROFPERTY

CONTRACTOR SHALL DEFEND, INDEMNITY. AND HOLD HARMILESS THE
SYSTEM AGENCY AND THE STATE OF TEXAS FROM AND AGAINST ANY AND
ALL CLATMS, VIOLATIONS, MISAPPROPRIATIONS, OR INFRINGEMENT OF
ANY PATENT, TRADEMARK., COPYRIGHT. TRADE SECREET, OR OTHER
INTELLECTUAL PROPERTY RIGHTS AND/OR OTHER INTANGIBELE
PROPERTY. PUBLICITY OR PRIVACY RIGHTS. AND/OR IN CONNECTION
WITH OR ARISING FROM:
i. THE PERFORMANCE OR ACTIONS OF CONTRACTOR PURSUANT TO
THIS CONTRACT:
ii. ANY DELIVEREABLE, WORK PRODUCT., CONFIGURED SERVICE OR
OTHEER SEEVICE PROVIDED HEREUNDEE: AND/OR
fii. SYSTEMAGENCY'S ANIVOR CONTEACTOR'S USE OF OR ACQUISITION
OF ANY REQUESTED SERVICES OR OTHER ITEMS PROVIDED TO
SYSTEM AGENCY BY CONTRACTOR OR OTHEEWISE TO WHICH
SYSTEM AGENCY HAS ACCESS AS A RESULT OF CONTRACTOR'S
PERTORMANCE UNDER THE CONTRACT.

10.3 ADDITIONAL INDEMNITY PROVISIONS

A. CONTEACTOR AND SYSTEM AGENCY AGEEE TO FURNISH TIMELY
WERITTEN NOTICE TO EACH OTHER OF ANY INDEMNITY CLAIM.
CONTRACTOR SHALL BE LIABLE TO PAY ALL COSTS OF DEFENSE,
INCLUDING ATTOENEYS® FEES.

B. THE DEFENSE SHALL BE COORDINATED BY THE CONTRACTOR WITH
THE OFFICE OF THE TEXAS ATTORNEY GENERAL WHEN TEXAS STATE
AGENCIES ARE NAMED DEFENDANTS IN ANY LAWSUIT AND
CONTRACTOR MAY NOT AGEEE TO ANY SETTLEMENT WITHOUT FIEST
OBTAINING THE CONCUERENCE FROM THE OIFICE OF THE TEXAS
ATTOENEY GENERAL.

C. CONTEACTOR SHALL REIMBURSE SYSTEM AGENCY AND THE STATE OF
TEXAS FOR ANY CLAIMS, DAMAGES, COSTS, EXPENSES OR OTHER
AMOUNTS, INCLUDING., BUT NOT LIMITED TO., ATTORNEYS' FEES AND
COURT COSTS, ARISING FROM ANY SUCH CLAIM. IF THE SYSTEM
AGENCY DETERMINES THAT A CONELICT EXISTS BETWEEN ITS
INTERESTS AND THOSE OF CONTRACTOR OR IF SYSTEM AGENCY IS
REQUIRED BY APPLICABLE LAW TO SELECT SEPARATE COUNSEL,
SYSTEM AGENCY WILL BE PEEMITTED TO SELECT SEPARATE COUNSEL
AND CONTRACTOR SHALL PAY ALL REASONABLE COSTS OF S5YSTEM
AGENCY'S COUNSEL.

Health and Homan Services
Uniform Terms and Condition — Vendor V.3 0 — November 7, 2019
Page 1T of 24

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 121



ARTICLE XI. GENERAL PROVISIONS

11.1 AMENDAENT
The Confract may only be amended by an Amendment executed by both Parties.
11.2 INSURANCE
A Unless otherwise specified in this Contract, Contractor shall acquire and maintain, for

the duration of this Confract, insurance coverage necessary to ensure proper fulfillment
of this Contract and potential liabilities thereunder with financially sound and reputable
insurers licensed by the Texas Department of Insurance, in the type and amount
customarily carried within the industry as determined by the System Agency. Confractor
shall provide evidence of insurance as required under this Contract, including a schedule
of coverage or underwriter's schedules establishing to the satisfaction of the System
Agency the nature and extent of coverage granted by each such policy, upon request
by the System Agency. In the event that any policy is determuned by the System
Agency to be deficient to comply with the ferms of this Contract. Contractor shall
secure such additional policies or coverage as the System Agency may reasonably
request or that are required by law or regulation. If coverage expires during the term of
this Confract, Contractor mmst produce renewal certificates for each type of coverage.
These and all other insurance requirements under the Contract apply to both Contractor
and ifs Subconiractors, if any. Contractor is responsible for ensuring its Subcontractors'
compliance with all requirements.

11.3 LIMITATION ON AUTHORITY
A The avthority granted to Contractor by the System Agency is limited to the terms of the

B.

Contract.

Contractor shall not have any authornty to act for or on behalf of the System Agency or the
State of Texas except as expressly provided for in the Contract; no other authority, power,
or use is granted or implied. Confractor may not incur any debt, obligation, expense, or
liability of any kind on behalf of System Agency or the State of Texas.

. Contractor may not rely upon implied authority and is not granted authornity under the

Contract to:

1. Make public policy on behalf of the System Agency;

1. Pronmlgate, amend. or disregard administrative regulations or program policy
decisions made by State and federal agencies responsible for admimstration of a
System Agency program; or

1. Unilaterally communicate or negotiate with any federal or state agency or the Texas

Legislature on behalf of the System Agency regarding System Agency programs or the
Contract However, upon System Agency request and with reasonable notice from
System Agency to the Confractor, the Contractor shall assist the System Agency in
communications and negotiations regarding the Work under the Contract with state and
federal governments.

11.4 LECGAL OBLIGATIONS

Confractor shall comply with all applicable federal, state, and local laws, ordinances, and
regulations, including all federal and state accessibility laws relating to direct and indirect use
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of information and communication technology. Contractor shall be deemed to have knowledge
of all applicable laws and regulations and be deemed to understand them.

11.5 CHANCGE Iv LAWS AND COMPLIANCE WITH LAWs

Confractor shall comply with all laws, regulations, requirements and guidelines applicable fo
a vendor providing services and products required by the Contract to the State of Texas, as
these laws, regulations, requirements and gmidelines currently exist and as amended throughout
the term of the Contract. System Agency reserves the nght, in its sole discretion, to unilaterally
amend the Confract fo incorporate any modifications necessary for Syvstem Agency's
compliance, as an agency of the State of Texas, with all applicable state and federal laws,
regulations, requirements and guidelines.

11.6 E-VERIFY PROGRANM

Confractor certifies that for Contracts for Services, Confractor shall ufilize the TS
Department of Homeland Security's E-Venfy system during the term of the Contract to
determine the eligibility of:
1. all persons emploved by Contractor to perform duties within Texas; and
1. all persons, including subcontractors. assigned by the Confractor to perform Work
pursuant to the Contract within the United States of America.

11.7 PERAOTTING AND LICENSURE

At Contractor's sole expense, Contractor shall procure and maintain for the duration of this
Confract any sfate, countv, cify, or federal license, authorization, insurance, waiver, permit,
qualification or certification required by statute, ordinance, law, or regulation fo be held by
Confractor fo provide the goods or Services required by this Contract. Confractor shall be
responsible for payment of all taxes, assessments, fees, premiums, permits, and licenses
required by law. Contractor shall be responsible for pavment of any such government
obligations not paid by its Subcontractors during performance of this Contract.

11.8 SUBCONTRACTORS

Contractor may not subcontract any or all of the Work and/or obligations under the Contract
without prior written approval of the System Agency. Subcontracts, if any, entered into by the
Contractor shall be in writing and be subject to the requirements of the Contract. Should
Contractor Subcontract any of the services required in the Contract, Confractor expressly
understands and acknowledges that in entering into such Subcontract(s), System Agency is in
no manner liable to any subcontractor(s) of Contractor. In no event shall this provision relieve
Contractor of the responsibility for ensuring that the services performed under all Subconfracts
are rendered in compliance with the Contract.

11.9 INDEPENDENT CONTRACTOR

Confractor and Confractor's emplovees, representatives, agents, Subcontractors, suppliers, and
third-party service providers shall serve as independent contractors in providing the services
under the Contract. Weither Contractor nor System Agency is an agent of the other and neither
may make any commitments on the other party’'s behalf. Confractor shall have no claim against
System Agency for vacation pay. sick leave, refirement benefits, social security, worker's
compensation, health or disability benefits, unemployment msurance benefits, or employee
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benefits of any kind. The Contract shall not create any joint venture, partnership, agency, or
employment relationship between Contractor and System Agency.

11.10 GOVEENTYG LAW AND VENUE

This Contract shall be governed by and construed in accordance with the laws of the State of
Texas, without regard to the conflicts of law provisions. The venue of any suit arising under
the Confract is fixed in any court of competent jurisdiction of Travis County, Texas, unless the
specific venue 1s otherwise idenfified in a statute which directly names or otherwise identifies
its applicability to the System Agency.

11.11 SEVERABILITY

If anv provision of the Contract is held to be illegal. invalid or unenforceable by a court of law
or equity, such construction will not affect the legality. validity or enforceability of any other
provision or provisions of this Contract. It 15 the infent and agreement of the Parties this
Contract shall be deemed amended by modifying such provision to the extent necessary fo
render it valid, legal and enforceable while preserving its intent or, if such modification is not
possible, by substituting another provision that is valid, legal and enforceable and that achieves
the same objective. All other provisions of this Confract will continue in firll force and effect.

11.12 SURVIVABILITY

Expiration or termination of the Contract for any reason does not release Contractor from any
liability or obligation set forth in the Confract that is expressly stated to survive any such
expiration or termination, that by its nature would be intended to be applicable following any
such expiration or termination, or that is necessary to fulfill the essential purpose of the
Contract, including without limitation the provisions regarding warranty, indemnification,
confidentiality, and rights and remedies vpon ternunation.

11.13 FoRCE MATEURE

Neither Contractor nor System Agency shall be liable to the other for any delay in, or failure
of performance of, any requirement included in the Contract caused by force majeure. The
existence of such causes of delay or failure shall extend the period of performance until after
the causes of delay or failure have been removed provided the non-performing party exercises
all reasonable due diligence to perform. Force majeure is defined as acts of God. war, fires,
explosions, hurricanes. floods, fatlure of transportation. or other causes that are beyond the
reasonable control of either party and that by exercise of due foresight such party could not
reasonably have been expected to avoid, and which. by the exercise of all reasonable due
diligence, such party is unable to overcome.

11.14 DIsPUTE RESOLUTION

A The dispute resolution process provided for in Chapter 2260 of the Texas Government
Code must be used fo attempt to resolve any dispute arising under the Contract. If the
Contractor’s claim for breach of confract cannot be resolved informally with the System
Agency, the claim shall be submitted to the negotiation process provided in Chapter 2260,
To initiate the process. the Contractor shall submit written notice, as required by Chapter
2260, to the individual identified in the Contract for receipt of notices. Any informal
resolution efforts shall in no way modify the requirements or toll the timing of the formal
written notice of a claim for breach of contract required under §2260.051 of the Texas
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Government Code. Compliance by the Contractor with Chapter 2260 is a condition
precedent to the filing of a contested case proceeding under Chapter 2260.

B. The contested case process provided in Chapter 2260 is the Contractor’s sole and exclusive
process for seeking a remedy for an alleged breach of contract by the System Agency if the
Parties are unable to resolve their disputes as described above.

C. Notwithstanding any other provision of the Confract fo the contrary, unless otherwise
requested or approved in writing by the Svstem Agency, the Contractor shall continue
performance and shall not be excused from performance during the period of any breach
of confract claim or while the dispute is pending. However, the Contractor may suspend
performance during the pendency of such claim or dispute if the Contractor has complied
with all provisions of Section 2251.051. Texas Government Code, and such suspension of
performance is expressly applicable and avuthorized under that law.

11.15 No InFLIED WAIVER OF PROVISIONS

The failure of the System Agency to object to or to take affirmative action with respect to any
conduct of the Contractor which is in violation or breach of the terms of the Confract shall not
be construed as a waiver of the violation or breach, or of any fufure violation or breach.

11.16 MEDIA RELEASES

A Contractor shall not use System Agency’s name, logo, or other likeness in any press
release, marketing material. or other annovncement without System Agency’s prior written
approval. System Agency does not endorse any vendor, commodity, or service. Contractor
15 not authorized to make or participate in any media releases or public announcements
pertaining to this Contract or the Services to which they relate without System Agency’'s
prior written consent, and then only in accordance with explicit written instruction from
System Agency.

B. Contractor may publish, at its sole expense, results of Contractor performance under the
Contract with the System Agency’s prior review and approval, which the System Agency
may exercise at its sole discretion Any publication (written visual, or sound) will
acknowledge the support received from the System Agency and any Federal agency, as
appropriate.

11.17 No MAREETING ACTIVITIES

Confractor is prohibited from using the Work for any Contractor or third-party markefing,
advertising, or promotional activities, without the prior written consent of System Agency. The
foregoing prohibition includes, without limitation, the placement of banners, pop-up ads, or
other advertisements promoting Contractor’s or a third party’'s products, services, workshops,
frainings, or other commercial offerings on any website portal or internet-based service or
software application hosted or managed by Contractor as part of the Work.

11.158 PROHIBITION ON NON-COMPETE RESTRICTIONS

Contractor shall not require any employees or Subcontractors fo agree to any conditions, such
as non-compete clauses or other confractual arrangements that would limit or restrict such
persons or entifies from emplovment or contracting with the State of Texas.
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11.19 SovEREIGN INAIUNITY

Mothing in the Confract shall be construed as a warver of the System Agency's or the State’s
sovereign immmnity. This Contract shall not constitute or be construed as a waiver of anv of
the privileges, rights, defenses, remedies, or imnmmumnities available to the System Agency or the
State of Texas. The failure fo enforce, or any delay in the enforcement of, any privileges, rights,
defenses, remedies, or imnmnities available to the System Agency or the State of Texas vnder
the Contract or under applicable law shall not constitute a waiver of such prvileges, rights,
defenses, remedies, or imnmnities or be considered as a basis for estoppel. Svstem Agency
does not waive any privileges, rights, defenses, or immunities available to System Agency by
entering into the Contract or by its conduct prior to or subsequent to entering into the Confract.

11.200 ENXTIRE CONTRACT AND MODIFICATION

This Contract constifutes the entire agreement of the Parties and is intended as a complete and
exclusive statement of the promises, representations, negofiations, discussions, and other
agreements that mav have been made in comnection with the subject matter hereof Any
additional or conflicting terms in anv fiture document incorporated into the Contract will
be harmonized with this Contract to the extent possible.

11.21 COUNTERPARTS

This Contract mav be executed in any mumber of counterparts, each of which will be an
original, and all such counterparts will together constitute but one and the same Confract.

11.22 CviL RIGHTS

A Contractor shall comply with all applicable state and federal anti-discrimination laws,
inchoding:
1. Title VI of the Civil Rights Act of 1964 (42 U.5.C. §20004d. ef 5eg.);
i. Section 504 of the Rehabilitation Act of 1973 (20 U5.C. §794);
ui. Americans with Disabilities Act of 1900 (42 US.C. §12101, ef s2g.);
. Age Discrimination Act of 1975 (42 U5.C. §6101, af seg.);
v. Title I¥ of the Education Amendments of 1972 (20 US.C. §1681, ef saq.);
vi. Food and Nutrition Act of 2008 (7 U.S.C. §2011, &f 5eq.); and
vii. The System Agency's administrative rules, as set forth in the Texas Administrative
Code, to the extent applicable to this Agreement.

B. Contractor shall comply with all amendments to these laws, and all requirements
imposed by the regulations issued pursuant to these laws. These laws provide in part that
no persons in the United States may, on the grounds of race, color, national origin, sex,
age, disability. polifical beliefs, or religion be excluded from participation in or denied
any service or other benefit provided by Federal or State funding. or otherwise be subjected
to discrimination.

C. Contractor shall comply with Title VI of the Civil Rights Act of 1964, and ifs
implementing regulations at 45 CF.R. Part 80 or 7 CF K. Part 15, prohibiting a confractor
from adopting and mmplementing policies and procedures that exclude or have the effect
of excluding or limiting the participation of clients in its programs, benefits, or activities
on the basis of national enigin. Civil rights laws require contractors fo provide alternative
methods for ensuring access to services for applicants and recipients who cannot express
themselves fluently in English. Contractor shall take reasonable steps fo provide services
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and information. both orally and in writing and electronically, in appropriate languages
other than English. to ensure that persons with limited English proficiency are effectively
informed and can have meaningful access to programs, benefits, and activities.
Contractor shall post applicable civil rights posters in areas open to the public
informing clients of their civil rights and including contact information for the HHS

Civil Rights Office. The posters are available on the HHS website at:

http:/hhsex hhse texas. gov/svstem-support-services/civil-rights ‘publications

D. Contractor shall comply with Section 504 of the Rehabilitation Act of 1973 and its
implementing regulations at 28 CFR. Subpart G § 42,503, and Americans with Disabilities
Act of 1990 and its implementing regulations at 28 CFR Subpart B §35.130 which includes
requiring contractor to make reasonable modifications in policies, practices, or procedures
when the modifications are necessary to avoid discrimination on the basis of disability,
unless the contractor can demonstrate that making the modifications would fimdamentally
alter the nature of the service, program, or activity.

E. Contractor shall comply with federal regulations regarding equal freatment for faith-based
organizations under 45 CF R Part 87 or 7 CFE. Part 16, as applicable. Contractor shall
not discriminate against clients or prospective clients on the basis of religion or religions
belief. and shall provide written nofice to beneficiaries of their rights.

F. Upon request, Contractor shall provide the HHSC Civil Rights Office with copies of the
Contractor's civil rights policies and procedures.

(. Contractor mmust notify HHSC' s Civil Rights Office of any civil rights complaints recerved
relating to its performance under this Contract. This notice must be delivered no more
than fen (10) calendar days afer receipt of a complamit. This notice must be directed fo:

HHSC Civil Rights Office
701 W. 51% Street, Mail Code W200
Aunstin, Texas 78751
Phone Toll Free: (888) 388-6332
Phone: (512) 438-4313
Fax: (512) 438-5885.
11.23 ENTERPRISE INFORMATION MANAGEMENT STANDARDS

Contractor shall conform to HHS standards for data management as described by the policies

of the HHS Chief Data and Analytics Officer. These include, but are not limited to. standards

for documentation and commmumication of data models, metadata, and other data definition
methods that are required by HHS for ongoing data governance, strategic portfolio analysis,
interoperability planning, and valuation of HHS System data assets.

11.24 DISCLOSURE OF LITICATION

A The Contractor must disclose in writing to the contract manager assigned fo this Confract
any matenial civil or criminal litigation or indictment either threatened or pending involving
the Contractor. “Threatened litigation™ as uwsed herein shall mclude govemmental
investigations and civil investigative demands. “Litigation™ as used herein shall include
administrative enforcement actions brought by governmental agencies. The Contractor
mmst also disclose any material litigation threatened or pending involving Subcontractors,
consultants, and’or lobbyists. For purposes of this secfion, “matenal™ refers, but is not
limited, to any action or pending action that a reasonable person knowledgeable mn the
applicable industry would consider relevant to the Work under the Confract or any

Health and Human Services
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development such a person would want to be aware of in order to stay fully apprised of the
total mix of information relevant to the Work, together with any litigation threatened or
pending that may result in a substantial change in the Contractor’s financial condition.

B. This is a continuing disclosure requirement; any litigation commencing after Confract
Avward must be disclosed in a written statement to the assigned contract manager within
seven calendar days of its ocourrence.

11.25 No THIRD-PARTY BENEFICIARIES

The Contract is made solely and specifically among and for the benefit of the Parties named
herein and their respective successors and assigns, and no other person shall have any right,
interest. or claims hereunder or be entitled to any benefits pursuant to or on account of the
Contract as a third-party beneficiary or otherwise.

11.26 BvoasG EFFECT
The Contract shall inure to the benefit of. be binding upon, and be enforceable against, each
Party and their respective permitted successors, assigns, transferees, and delegates.
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Exhibit G-1: HHSC Special Conditions
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TEXAS

Health and Human Services

Health and Human Services Commission
Special Conditions
Version 1.2
9.1.17
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HHSC SPECTAL CONDITIONS

The terms and conditions of these Special Conditions are incorporated into and made a part of the Contract.
Capitalized items used in these Special Conditions and not otherwise defined have the meanings assigned
to them in HHSC Uniform Terms and Conditions —Vendor- Version 2.14

ArticleI. SPECIAL DEFINITIONS

“Conflict of Interest™ means a set of facts or circumstances, a relationship, or other situation under which
Contractor, 2 Subcontractor, or individual has past, present, or currently planned personal or financial
activities or interests that either directly or indirectly: (1) impairs or diminishes the Contractor’s, or
Subcontractor’s ability to render impartial or objective assistance or advice to the HHSC; or (2) provides
the Contractor or Subcontractor an unfair competitive advantage in future HHSC procurements.

“Contractor Agents” means Contractor’s representatives, employees, officers, Subcontractors, as well as
their employees, contractors, officers, and agents.

“Data Use Agreement™ means the agreement incorporated into the Contract to facilitate creation, receipt,
maintenance, use, disclosure or access to Confidential Information.

“Federal Financial Participation™ is a program that allows states to receive partial reimbursement for
activities that meet certain objectives of the federal government. It is also commonly referred to as the
Federal Medical Assistance Percentage (FMAP).

“Item of Noncompliance™ means Contractor’s acts or omissions that: (1) vielate a provision of the
Contract; (2) fail to ensure adequate performance of the Work; (3) represent a failure of Contractor to be
responzive to a request of HHSC relating to the Work under the Contract.

“Minor Administrative Change™ refers to a change to the Contract that does not increase the fees or term
and done in accordance with Section 6.02 of these Special Conditions.

“Confidential System Information™ means any communication or record (whether oral, written,
electronically stored or transmitted, or in any other form) provided to or made available to Contractor; or
that Contractor may create, receive, maintain, use, disclose or have access to on behalf of HHSC or through
performance of the Work, which is not designated as Confidential Information in aData Use Agreement.

“State™ means the State of Texas and, unless otherwizse indicated or appropriate, will be interpreted to mean
HHSC and other agencies of the State of Texas that may participate in the administration of HHSC
Programs; provided, however, that no provision will be interpreted to include any entity other than HHSC
as the contracting agency.

“UTC” means HHSC s Uniform Terms and Conditions- Vendor —Version 2.13

Article II. GENERAL PROVISIONS

2.01 Renegotiation and Reprocurement Rights

e

:

(i)
(1]
—_
=]
Hh

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 132



Notwithstanding anything in the Contract to the contrary, HHEC may at any time doring the term of the
Contract exercize the option to notify Contractor that HHSC has elected to renegotiate certain terms of the
Coentract. Upeon Centractor’s receipt of any notice under this section, Contractor and HHSC will undertake
good faith negotiations of the subject terms of the Contract.

HHSC may at any time iszue solicitation instruments to other potential contractors for performance of any
portion of the Work covered by the Contract, including services similar or comparable to the Work
performed by Contractor under the Contract. If HHSC elects to procure the Work, or any portion thereof,
from another vendor in accordance with this section, HHSC will have the termination rights set forth in the
UTC.

Article ITI. CONTRACTORS PERSONNEL AND SUBCONTRACTORS

3.01 Qualifications

Contractor agrees to maintain the organizational and administrative capacity and capabilities proposed in
its response to the Solicitation, as modified, to carry out all duties and responsibilities under the Contract.
Contractor Agents assigned to perform the duties and responsibilities under the Contract must be and remain
properly trained and qualified for the functions they are to perform.  Notwithstanding the transfer or
turnover of personnel, Contractor remains obligated to perform all duties and responsibilities under the
Contract without degradation and in strict accordance with the terms of the Contract.

3.02 Conduct and Removal

While performing the Work: under the Contract, Contractor Agents must comply with applicable Contract
terms, State and federal rules, regulations, HHSC' s policies, and HHSC s requests regarding personal and
professional conduct; and otherwise conduct themselves in a businesslike and professional manner.

IfHHSC determines in good faith that a particular Contractor Agent i3 not conducting himself or herselfin
accordance with the terms of the Contract, HHSC may provide Contractor with notice and documentation
regarding its concerns. Upon receipt of such notice, Contractor must promptly investigate the matter and,
at HHSC's election, take appropriate action that may include removing the Contractor Agent from
performing any Werk under the Contract and replacing the Contractor Agent with a similarly qualified
individuzl acceptable to HHSC as scon as reasonably practicable or as otherwize agreed to by HHSC.

Article IV. PERFORMANCE

401 Measurement

Satisfactory performance of the Contract, unless otherwise specified in the Contract, will be measured by:

{(2) Compliance with Contract requirements,_ including all representations and warranties;

() Compliance with the Work requested in the Solicitation and Work proposed by Contractor in its
response to the Solicitation and approved by HHSC;

(c) Delivery of Work in accordance with the service levels proposed by Contractor in the Solicitation
FEesponse as accepted by HHSC,

{d) Results of audits, inspections, or quality checks performed by the HHSC or itz designees;

() Timeliness, completeness, and accuracy of Work; and

(f) Achievement of specific performance measures and incentives as applicable.

Page 2 of 7
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Article V. AMENDMENTS AND MODIFICATIONS

5.01 Formal Procedure

No different or additional Work or contractual obligations will be authorized or performed unless
contemplated within the Scope of Work: and memorialized in an amendment or modification of the Contract
that iz executed in compliance with thiz Article. No waiver of any term, covenant, or condition of the
Contract will be valid unless executed in compliance with this Article. Contractor will not be entitled to
payment for Work that is not authorized by a properly executed Contract amendment or modification, or
through the express written authorization of HHSC.

Any changes to the Contract that results in a change to either the term, fees, or significantly impacting the
obligations of the parties to the Contract must be effectuated by a formal Amendment to the Contract. Such
Amendment must be signed by the appropriate and duly authorized reprezentative of each party in order to
have any effect.

5.02 DMinor Administrative Changes

HHSC’s designee, referred to as the Contract Manager, Project Sponsor, or other equivalent, in the
Contract, iz authorized to provide written approval of mutually agreed upon Minor Administrative Changes
to the Work or the Contract that do not increase the fees or term. Changes that increase the fees or term
must be accomplished through the formal amendment procedure, az szet forth in Section 5.01 of these
Special Conditions. Upon approval of a Minor Administrative Change, HHSC and Contractor will maintain
written notice that the change haz been accepted in their Contract files.

Article VI. PAYMENT

6.01 Enhanced Payment Procedures

HHSC will be relieved of its obligation to make any payments to Contractor until such time as any and all
set-off amounts have been credited to HHSC. IfHHSC disputes payment of all or any portion of an invoice
from Contractor, HHSC will notify the Contractor of the dispute and both Parties will attempt in good faith
to resolve the dispute in accordance with these Special Conditions. HHSC will not be required to pay any
disputed portion of a Contractor invoice unless, and vatil, the dispute iz resolved. Notwithstanding any
such dispute, Contractor will continue to perform the Work in compliance with the terms of the Contract
pending rezolution of such dispute so long as all undisputed amounts continue to be paid to Contractor.

Article VII. CONFIDENTIALITY

7.01 Consultant Disclosure

Contractor agrees that any consultant reports received by HHSC in connection with the Contract may be
distributed by HHSC, in its discretion, to any other state agency and the Texas legislature. Any distribution
may include posting on HHSC s website or the website of a standing committee of the Texaz Legislature.

=]
Lad
L]

Fh

[
g
m

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 134



7.02 Confidential System Information

HHSEC prohibits the unauthorized disclosure of Other Confidential Information. Contractor and all
Contractor Agents will not disclose or use any Other Confidential Information in atty manner except as is
necessary for the Work or the proper discharge of obligations and securing of rights under the Contract.
Contractor will have a ystem in effect to protect Other Confidential Information. Any disclosure or transfer
of Other Confidential Information by Contractor, including information requested to do so by HH3C, will
be in accordance with the Contract. If Contractor receives a request for Other Confidential Information,
Conftractor will immediately notify HHSC of the request, and will make reascnable efforts to protect the
Other Confidential Information from disclosure until further instructed by the HHSC.

Contractor will notify HHSC promptly of any unauthorized possession, use, knowledge, or attempt thersof,
of any Other Confidential Information by any person or entity that may become known to Contractor.
Contractor will furnizh to HHSC all known details of the unanthorized possession, use, or knowledge, or
attempt thereof, and uze reasonable efforts to assist HHSC in investigating or preventing the recccurrence
of any unauthorized possession, use, or knowledge, or attempt thereof, of Other Confidential Information.

HHEC will have the right to recover from Contractor all damages and liabilities cansed by or arising from
Contractor or Contractor Agents’ failure to protect HHSC s Confidential Information as reguired by this
zection.

IN COORDINATION WITH THE INDEMNITY PROVISIONS CONTAINED IN
THE UTC, Contractor WILL INDEMNIFY AND HOLD HAEMLESS HHSC
FEOM ALL DAMAGES, COSTS, LIABILITIES, AND EXPENSES (INCLUDING
WITHOUT LIMITATION REASONABLE ATTORNEYS' FEES AND COSTS)
CAUSED BY OR ARISING FROM Contractor OR Contractor AGENTS FAILURE
TO PROTECT OTHEE CONFIDENTIAL INFOERMATION. Contractor WILL
FULFILL THIS PROVISION WITH COUNSEL APPROVED BY HHSC.

Article VIIL DISPUTES AND REMEDIES

8.01 Agreement of the Parties

The Parties agree that the interests of fairness, efficiency, and good business practices are best served when
the Parties employ all reasonable and informal means to resolve any dispute under the Contract before
resorting to formal dispute resolution processes otherwise provided in the Contract. The Parties will use
all reasonable and informal means of resolving disputes prior to invoking a remedy provided elsewhere in
the Contract, unless HHSC immediately terminates the Contract in accordance with the terms and
conditions of the Contract.

Any dispute, that in the judgment of any Party to the Agreement, may materially affect the performance of
any Party will be reduced to writing and delivered to the other Party within 10 business days after the
dizpute arizez. The Parties must then negotiate in good faith and use every reazonable effort to rezolve the
dizpute at the managerial or executive levels prior to initiating formal proceedings pursuant to the UTC and
Texas Government Code §2260, unless a Party has reasonably determined that a negotiated resolution is
not possible and has so notified the other Party. The resolution of any dispute disposed of by agreement
between the Parties will be reduced to writing and delivered to all Parties within 10 business days of such
resolution.
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8.02 Operational Remedies

The remedies described in thiz zection may be used or pursued by HHEC in the context of the routine
operation of the Contract and are directed to Contractor’s timely and responsive performance of the Work
as well as the creation of a flexible and responsive relationship between the Parties. Contractor agrees that
HHSEC may pursue operational remedies for Items of Noncompliance with the Contract. At any time, and
at its sole discretion, HH3C may impose or pursue one or more said remedies for each Item of
MNoncompliance. HHSC will determine operational remedies on a case-by-case basis which include, but
are not, limited to:

(a) Fequesting a detailed Corrective Action Plan, subject to HHSC approval, to correct and resolve a
deficiency or breach of the Contract;

(b) Require additional or different corrective action(z) of HHSC s choice;

(c) Suspension of all or part of the Contract or Work;

(d) Prohibit Contractor from incurring additional obligations under the Contract;

() Iszue Notice to stop Work Orders;

(f) Assessment of liquidated damages as provided in the Contract;

(g) Accelerated or additional monitoring;

(h) Withholding of payments; and

(1) Additional and more detailed programmatic and financial reporting.

HHSC’s pursuit or non-purseit of an operational remedy does not constitute a waiver of any other remedy
that HH3C may have at law or equity; excuse Contractor’s prior substandard performance, relieve
Contractor of its duty to comply with performance standards, or prohibit HHSC from assessing additional
operational remedies or pursuing other appropriate remedies for continued substandard performance.

HHSC will provide notice to Contractor of the imposition of an operational remedy in accordance with this
zection, with the exception of accelerated monitoring, which may be unannounced. HHSC may require
Contractor to file a written response as part of the operational remedy approach.

8.03 [Equitable Remedies

Contractor acknowledges that if, Contractor breaches, attempts, or threatens to breach, any oblization under
the Contract, the State will be irreparably harmed. In such a circumstance, the State may proceed directly
to court notwithstanding any other provision of the Contract. If a court of competent jurisdiction finds that
Contractor breached, attempted, or threatened to breach any such oblizations, Contractor will not oppose
the entry of an order compelling performance by Contractor and restraining it from any further breaches,
attempts, or threats of breach withouot a further finding of irreparable injury or other conditions to injunctive
relief.

8.04 Continuing Duty to Perform
Weither the cccurrence of an event constituting an alleged breach of contract, the pending status of any
claim for breach of contract, nor the application of an operational remedy, is grounds for the suspension of

performance, i whole or in part, by Contractor of the Work or any duty or obligation with respect to the
Contract.

Article IX. DAMAGES

age 5of 7
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9.01 Availability and Assessment

HHSC will be entitled to actual, direct, indirect, incidental, special, and consequential damages resulting
from Contractor’s failure to comply with any of the terms of the Contract. In some cases, the actual damage
to HHSC as: a result of Contractor’s failure to meet the responsibilities or performance standards of the
Contract are difficult or impossible to determine with precise accuracy. Therefore, if provided in the
Contract, liquidated damages may be assessed against Contractor for failure to meet any aspect of the Work
or responsibilities of the Contractor. HHSC may elect to collect liguidated damages:

(a) Through direct assessment and demand for payment to Contractor; or

(b) By deducting the amounts assessed as liquidated damages against payments owed to Contractor for
Work performed. In its sole discretion, HH3C may deduct amounts assessed as liquidated damages
as a single lump sum payment or as multiple payments until the full amount payable by the
Contractor is received by the HHSC.

9.02 Specific Items of Liability

Contractor bears all risk of loss or damage due to defects in the Work, unfitness or obsolescence of the
Waork, or the neglizgence or intentional misconduct of Contractor or Contractor Agents. Contractor will ship
all equipment and Software purchased and Third Party Software licensed under the Contract, freight
prepaid, FOB HHSC s destination. The method of shipment will be consistent with the nature of the items
shipped and applicable hazards of transportation to such stems. Eegardless of FOB point, Contractor bears
all risks of loss, damage, or destruction of the Work, in whole or in part, under the Contract that occurs
prior to acceptance by HHSC. After acceptance by HHSC, the nisk of loss or damage will be borne by
HHSC; however, Contractor remains liable for loss or damage attributable to Conmtractor’s fault or
negligence.

Contractor will protect HHSCs real and personal property from damage arising from Contractor or
Contractor Agents performance of the Contract, and Contractor will be responsible for any loss, destruction,
or damage to HHSC s property that results from or is caused by Contractor or Contractor Agents’ negligent
or wrongful acts or omissions. Upon the loss of, destruction of or damage to any property of HHSC,
Contractor will notify HHSC thereof and, subject to direction from HHSC or its designee, will take all
reazonable steps to protect that property from further damage. Contractor agrees, and will reguire
Contractor Agents, to observe safety measures and proper operating procedures at HHSC sites at all times.
Contractor will immediately report to the HHSC any special defect or an unsafe condition it encounters or
otherwise learns about.

IN COOEDINATION WITH THE INDEMNITY PROVISIONS CONTAINED IN
THE UTC, Contractor WILL BE SOLELY RESPONSIELE FOR ALL COSTS
INCURRED THAT ARE ASSOCIATED WITH INDEMNIFYING THE STATE OF
TEXAS OR HHSC WITH RESPECT TO INTELLECTUAL, REAL AND
PERSONAL PROPERTY. ADDITIONALLY, HHSC RESERVES THE RIGHT TO
APPROVE COUNSEL SELECTED BY Contractor TO DEFEND HHSC OR THE
STATE OF TEXAS AS REQUIRED UNDER THIS SECTION.

Article X. MISCELLANEOUS PROVISIONS
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10.01 Conflicts of Interest

Contractor warrants to the best of itz kmowledge and belief, except to the extent already disclosed to HHSC,
there are no facts or circumstances that could give rise to a Conflict of Interest and further that Contractor
of Contractor Agents have no interest and will not acquire any direct or indirect interest that would conflict
in any manner of degres with their performance under the Contract. Contractor will, and require Contractor
Agents, to establish safeguards to prohibit Contract Agents from using their positions for a purpose that
constitutes or presents the appearance of personal or organizational Conflict of Interest, or for personal
gain. Contractor and Contractor Agents will operate with complete independence and objectivity without
actual, potential or apparent Conflict of Interest with respect to the activities conducted under the Contract.

Contractor agrees that if after Contractor’s execution of the Contract, Contractor discovers or iz made
aware of a Conflict of Interest Contractor will immediately and fully disclose such interest in writing to
HHSC. In addition Contractor will promptly and folly disclose any relationship that might be perceived
or reprezented az a conflict after ity discovery by Contractor or by HHEC az a potential conflict HHSC
rezerves the right to make a final determination regarding the existence of Conflicts of Interest, and
Contractor agrees to abide by HHSC s decision.

If HHSC determines that Contractor was aware of a Conflict of Interest and did not disclose the conflict to
HHSC, such nondisclosure will be considered a material breach of the Contract. Furthermore, such breach

may be submitted to the Office of the Attorney General, Texas Ethics Commission, or appropriate State or
federal law enforcement officials for further action.

10.02 Flow Down Provisions

Contractor must include any applicable provisions of the Contract in all subcontracts bazed on the zcope
and magnitude of Weork to be performed by such Subcontractor. Any necessary terms will be modified
appropriately to preserve the State's rights under the Contract.
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Exhibit H: Scope of Work Supporting Documents
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Exhibit H-1: HHSC IT Organizational Structure

HHS Information Technology
September 4, 2019

Deputy Executive Commissioner for Program Specialist
IT and Chief Information Officer
1 FTE 1FTE

Deputy CIO for

Governance & Enterprise Depu:lvéihl_gfi_?r I|'ll' Stlrateg\r
Relationship Management CL IOfﬁ(?:r nology

1o FTEs 15 FTEs

1 contractor
DSHS Information

Resource Manager (IRM)

4 FTEs

C?;f:gf;rgnfggzn IT Business Operations IT Infrastructure IT Project Application Services
e 29 FTEs 507 FTEs Management Office 618 FTEs
14 FTEs 145 contractors
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HHS Information Technology

DCIO for Governance & Customer Relationship Management

September 4, 2019

Deputy Executive Commissioner
for IT & Chief Information Officer
Deputy Director

Deputy CIO for Governance &
Customer Relationship
Management
Director
1FTE
Staff Services Officer IV
1FTE
[ |
Portfolio Project Manager
IT Governance REEGIE
- - Project Manager
Portfolio Project Manager 1 FTE
1FTE Program Specialist
1 FTE
Contractor
1 FTE
Management Analysts
7FTEs
Business Analysts

2 FTEs
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HHS Information Technology
Chief Technology Office (CTO) September 4, 2019

Deputy Executive Commissioner
for IT and Chief Information
Officer
Deputy Director

Deputy Chief Information
Officer and Chief Technology

Officer
Director
1 FTE
[ [ |
Deputy Chief Technology Systems Analyst _ N . . . Medicaid Procurement
officer 5 FTEs Chief Dalt'i_l_riérchltect Chief ]nnqv;ll_;llzun Officer & Interoperability
13 FTEs 1 FTEkK
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DSHS Information Resource Manager

HHS Information Technology

September 4, 2019

Deputy Director
1FTE

Deputy Executive Commissioner for
IT and Chief Information Officer

Manager (IRM)
Director
1FTE

DSHS Information Resources

Staff Services Officer
1FTE

1 FTE

Business Analyst
1 FTE

Management Analyst
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HHS Information Technology

CISO Chief Information Security Office

September 4, 2019

Deputy Executive Commissioner
for IT and Chief Information
Officer

Deputy Director

Chief Information
Security Officer
Director

DSHS Information
Security Officer
IT Security Analyst

Information Security
Officer, Risk
IT Secunty Analyst

Info Tech Sec Analysts
3 FTES

Contract Systems Analyst
2 FTE=

Contract Project Manager
1FTE

Cybersecurity Operations
Officer
Chief Info Secunty

IT Security Analysts
7 FTEs

IT Security Analyst
13 FTEs

IT Secunty Analyst
2 FTEs

Contract Project Manager
1 FTE

Cybersecurity Analysts
8 FTEs
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HHS Information Technology
IT Business Operations (ITBO) September 4, 2019

Deputy Executive Commissioner for
IT Chief Information Officer
Deputy Director

IT Business Operations

Director
1FTE
Procurement Projects & Procurement B
Support Contracting Support
16 FTEs 28 FTEs
Federal /State Reporting Workforce
Coordination Support
13 FTEs 4 FTEs
Budget Manag_ement B Planning, Policy &
Forecasting Performance
17 FTEs 13|FTEs
Vacant - Admin Asst
S— Wacant - Director
2 FTEs
[ | [ ]
Project Manager Systems Analyst vV Program Specialist - Staff Services Officer
1 FTE 1FTE 1 FTE Program Specialist 1FTE

1FTE

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 146



IT Infrastructure

HHS Information Technology

September 4, 2019

Deputy Executive Commissioner
for IT & Chief Information Officer

Deputy Director

IT Infrastructure
Director
1FTE

Staff Services Officer

1 FTE

IT Data Center Services
and Operations
65 FTEs

Customer Service and
Support
365FTEs

Converged Services
44 FTEs

System Services
117 FTEs

Operations
Manageement
14 FTEs
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HHS Information Technology

IT Project Management Office (PMO)

September 4, 2019

Deputy Executive Commissioner for
IT and Chief Information Officer
Deputy Director

IT Project
Management Office
Director
1FTE

Deputy Director, PMO
1FTE

Project & Program
Support Office
11 FTE

Director
1FTE
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Application Services

HHS Information Technology

Sepember 2, 2019

Deputy Executive Commissioner for
IT and Chief Information Officer

Deputy Director

Application Services

Director
1FTE
Director - 1 FTE
Portfolio Project Manager - 1 FTE
| [ [ [ | |
Administrative Medical & Social licati = Social Services Public Health Data Analytics
cation Servic
Applications Services Applications HP[I;";mDII;imorES Applications Applications (DSHS) Support
95 FTEs 209 FTEs 6 FTEs 161 FTEs 77 FTEs 7 FTEs
20 contractors 42 contractors 24 contractors 14 contractors 33 contractors
[ |
i Health and Specialty Regulatory
IIEA ﬂkra;‘?s::ral Care System Applications
IJ13 FTEs Applications 26 FTEs
21 FTEs 16 cpntractors
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Exhibit H-2: Glossary

Term Definition

AUA Acceptable Use Agreement

AUP Acceptable Use Policy

BYOD Bring Your Own Device

CFR Code of Federal Regulations

CJIS Criminal Justice Information Services

ClO Chief Information Officer

CITO Chief Information Technology Officer

CMS Centers for Medicare and Medicaid Services
DBA Data Base Administrator

DIR Department of Information Resources
DSHS Department of State Health Services

DUA Data Use Agreement

EIS Enterprise Information Security

EPLS Excluded Parties List System

ESSI Enterprise Single Sign-on

FERPA Family Educational Rights and Privacy Act
FFATA Federal Funding Accountability and Transparency Act
FICA Federal Insurance Contributions Act

FIPS Federal Information Processing Standard
FIN Finance

FLSA Fair Labor Standards Act

FNS Food and Nutrition Service

FTE Full time equivalent

FTI Federal Tax Information

GAAP Generally Accepted Accounting Principles
GASB Governmental Accounting Standards Board
HHS Health & Human Services

HHSC Health & Human Services Commission
HIPAA Health Insurance Portability and Accountability Act
HR Human Resources

HSP HUB subcontracting plan

HUB Historically under-utilized business

ID Identification

IM Instant Messaging

IP Internet Protocol

IR Information Resources

IRM Information Resource Manager

IRS Internal Revenue Service

IS Information Security

ISP Internet Service Provider
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Term Definition

IT Information Technology

ITBO Information Technology Business Operations
NIST National Institute of Standards and Technology
OMB Office of Management and Budget

OIG Office of the Inspector General

P2P Peer-to-peer

PDF Portable Document Format

PIA Public Information Act, Chapter 552 of the Texas Government Code
Pl Personal Identifying Information

PHI Personal Health Information

PL Public Law

Q&A Question and Answer

SAM System for Award Notification

SAO State Auditor’s Office

SFTP Secure File Transfer Protocol

SPI Security and Privacy Inquiry

SOW Statement of Work

SSA Social Security Administration

SSA Support Services Agreement

SSN Social Security Number

TAC Texas Administrative Code

TEC Texas Ethics Commission

TGC Texas Government Code

TGL Technical Guidance Letter

TIERS Texas Integrated Eligibility Redesign System
TVPA Trafficking Victims Protection Act

UPS United Parcel Service

USB Universal Serial Bus — industry standard for cables, connectors and protocols
usc United States Code

UTCs Uniform Terms and Conditions

VPN Virtual Private Network

WIFI Wireless local area network
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Exhibit H-3: DRAFT Support Services Agreement

DRAFT ---- Support Services Agreement ----
DRAFT
HHSC Information Technology Baseline Services

SECTION 1 - Preamble

In_compliance with Texas Government Code Sections 531.02012 and 531.00553, this
support services agreement (SSA) operationalizes Circular C-051 and outlines at a high
level the centralized services that the Health and Human Services Commission (HHSC)
will receive from HHSC Information Technology. This SSA also includes performance
goals that Information Technology must meet and defines the fundamental roles and
responsibilities of the respective areas related to Information Technology services.
In_compliance with Texas Government Code Section 531.0055(k)(4), Executive
Commissioner: General Responsibility for Health and Human Services System, this SSA
ensures HHS agencies share data and information needed to carry out their respective
functions, unless otherwise prohibited by law.

SECTION 2 — Overview

A. Overview of HHSC Information Technology

Mission
The HHSC Information Technology (IT) division's mission is to provide outstanding
customer service and innovative technology solutions securely, efficiently, and
effectively.

Organizational Structure
HHSC IT has created a new IT organizational structure to support the HHS system. As
shown in the table below, the new organization includes the following nine departments.
e Deputy Chief Information Officer for IT Strategy
e Deputy Chief Information Officer for Governance and Enterprise Relationship
Management
DSHS Information Resource Manager
Chief Information Security Officer
Director of Business Operations
Director of IT Infrastructure
Director of Application Services
Director of the Project Management Office
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IT Governance

HHSC IT coordinates a governance structure with representation from all major

customers at appropriate organizational levels to participate in IT decision making. A

primary goal of governance is to provide a decision framework and processes to make

investment decisions and drive business value. Governance looks to incorporate

business, technoloqgy, and data to ensure that HHSC IT is aligned with program

strateqy.

The IT Governance model includes 6 business portfolios and 2 system-wide portfolios:

Public Health Services

Administrative

Medical and Social Services

Regulatory Services

Health and Specialty Care System

Inspector General

Infrastructure and Shared Services (system-wide)
Portal Authority (system-wide)

IT has an intake process to help address Program’s business needs. During this intake
process IT will partner with Program to:

understand the business need,

propose solutions,

confirm that proposed solutions meet the business need, and

ensure that Program can prioritize the efforts based on resources and capacity.

The guiding principles for the Intake Process are:

Align with program strategy and priority.

Focus on business outcomes and manage risk.

Keep IT resources focused on added value activities that are aligned with
initiatives that have been approved through the governance process.
Consider full lifecycle costs (project and on-going).
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B. Organization Chart for the Information Technology (FY19)

July 2, 2019

HHSC

Chief Operating Officer

Deputy Executive Commissioner for
IT and Chief Information Officer

Deputy CIO for
Governance & Enterprise
Relationship Management

DSHS Information
Resource Manager (IRM)

Deputy CIO for IT Strategy
and Chief Technology
Officer

Chief Information
Security Office

IT Business Operations

IT Infrastructure

Application Services

IT Project

Management Office
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SECTION 3 — Requestable Services
This section includes services that can be requested by program and support service

areas.

A. Applications

A.l. SharePoint

Service Provider:

Applications

Description:

Assists those requesting new SharePoint sites. Creates
SharePoint sites for agency users and sets users up
with basic SharePoint functionality.

A.2. TXEVER (Texas Electronic Vital Events Registrar) Help Desk

Service Provider:

Applications

Description:

A.3. TIERS Help Desk

Service Provider:

Provides TXEVER application help desk support. The
TXEVER system supports all vital events operations,
including reporting, registration, and amendments of births
and deaths.

Applications

Description:

Provides analytical, system, and program assistance to all
TIERS users. Handles issues (including but not limited to
process issues, policy, data entry, defects or
modifications) relating to TIERS, Self-Service Portal, State
Portal, TLM, Scheduler, TIERS Mobile applications, as
well as other agency and non-agency software interfaces.

A.4. Salesforce—Application Development

Service Provider:

Applications

Description:

New application development. Provides customized
Salesforce solutions to meet the needs of the agency.
Provides tools to help manage customer relationships,
including gathering and organizing customer information
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(for example, financial information) to produce reports and
analytics.

A.5. Application Modification

Service Provider:

Applications

Description:

A.6. New IT Application

Service Provider:

Oversees and makes minor changes or modifications to
existing applications. This may require review by a Change
Management Board.

Applications Development

Description:

This service is part of the larger IT Project Request
Process. This service is initiated when a customer needs
to find a solution to a stated program need. Solution may
include developing or purchasing an application or tool or
creating a process. As part of this service, this area will
work with agency programs to assess the priority and
criticality of their needs in order to customize deliverables
to the program’s specific needs and requirements.

A.7. Medicaid Management Information System (MMIS) Enhanced Funding

Service Provider:

Applications

Description:

Provides assistance with Advance Planning documents
(APD) in order to qualify for MMIS funding. This service
offers resources to draft the APD to include CMS (Centers
for Medicare and Medicaid) standard language, budget
tables, and other required attachments.

A.8. Request for Proposal (RFP) Creation for IT Applications

Service Provider:

Applications

Description:

When a customer needs an IT solution for a specific
business need, this service provides support that may
include coordinating and facilitating the creation and
completion of RFPs for IT applications.
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A.9. Contract Consulting for IT Applications

Service Provider:

Applications

Description:

B. Business Operations

Provides as-needed consultation reviews for existing and
new contracts to ensure that contracts are compliant with
all IT components. Part of a process of ongoing review and
oversight by HHS IT.

B.1. Procurement Approach Consulting

Service Provider:

IT Business Operations Major Procurements

Description:

This service assesses the customer’s business need in
order to determine the appropriate procurement approach
or process. This service assists the customer to establish a
high-level scope and timeline for the procurement, along
with a strategy for executing the optimal contract approach
within the shortest timeline.

B.2. Procurement Project Management

Service Provider:

IT Business Operations Major Procurements

Description:

This service provides task-level management and
monitoring of the procurement schedule. Project
Management services may be obtained for the end-to-end
procurement lifecycle, or limited to one or more
components, e.g., grant preparation and submission
(CMS/FNS), business analysis, procurement and
evaluation, and final external approvals and execution.

B.3. Procurement Business Analysis

Service Provider:

ITBO Major Procurements

Description:

Business Analysis includes facilitation of meetings with
stakeholders and executives to identify, refine, and
validate business and technical requirements.
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B.4. Statement of Work/Request for Offers/Request for Proposals Drafting

Service Provider:

ITBO Major Procurements

Description:

This service offers resources to draft the RFP/RFO to
include PCS standard language, formatted requirements,
terms and conditions, and other required attachments.
Includes compilation of a procurement library, if necessary.
Includes development of the evaluation tool.

B.5. Federal and State Reporting and Coordination

Service Provider:

IT Business Operations

Description:

Work with appropriate stakeholders (program
management, IT management, project managers) to
develop high quality content for major information
resources project documentation to ensure appropriate
review cycles for approval, and submission to the
appropriate entities to ensure project approval, federal
financial funding participation, and project compliance with
all state and federal regulations.

The Federal State Coordination team also works with
program and IT management regarding strategy for active
and proposed major information resources projects, and
provides expert consultation regarding federal and state
regulations, processes, procedures and best practices for
submission.

C. Chief Technology Office

C.1. Business Architecture Engagement

Service Provider:

Chief Technology Office

Description:

Collaborate with program area stakeholders to understand
priority initiatives and translate business strategy into
defined technological needs, strategy statements, and
action steps that establish a path to the desired future
state implementation.
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C.2. Architecture Consultation

Service Provider:

Chief Technology Office

Description:

Provides detailed guidance on infrastructure technologies,
reference architecture, best practices, methodologies and
case studies on technology strategies and solutions.

C.3. Applications Architecture Strategy

Service Provider:

Chief Technology Office

Description:

Provides strategies and roadmaps for enterprise
applications architecture across the agency with the
following goals: to establish and document enterprise-wide
standards, best practices and reusable software
components; and to ensure that the technical solutions are
consistent with the long-term HHSC IT strategy and
approved technology standards.

C.4. Enterprise System Architecture

Service Provider:

Chief Technology Office

Description:

Provides strategy and roadmaps for infrastructure
architecture across the agency that promote solutions
based on current, emerging technologies, that are cost
effective, and that meet functional, technical, and
performance requirements. Provides technical leadership
on project engagements, serves as a technical resource,
and develops proposals for, with analysis of, alternative
solutions.

D. IT Chief Information Security Office (CISO)

D.1. System Categorization, Project Support, and Procurement Support

Service Provider:

Chief Information Security Office

Description:

HHS Information Security assists with determining the
relevant security requirements for HHS information
systems, projects, and procurements.
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D.2. System Security Plans and Information System Risk Assessments

Service Provider:

Chief Information Security Office

Description:

HHS Information Security assists program areas with the
developing information system security plans and
conducting annual information system risk assessments.

D.3. Vulnerability Assessments and Penetration Testing

Service Provider:

Chief Information Security Office—HHS Cybersecurity
Operations Center

Description:

HHS Cybersecurity Operations Center provides network,
system, and application vulnerability assessments and
penetration testing for HHS information systems.

D.4. Independent Security Assessments

Service Provider:

Chief Information Security Office

Description:

HHS Information Security conducts independent security
assessments of HHS information systems.

D.5. Contract Oversight and Monitoring Advice

Service Provider:

Chief Information Security Office

Description:

D.6. Audit Support

Service Provider:

HHS Information Security advises program areas on the
security impact that contractor-reported non-compliance
poses to HHS data.

Chief Information Security Office

Description:

HHS Information Security provides advice concerning
internal, Texas, and federal audit responses that contain
information security requirements.
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D.7. Information Security Awareness Program

Service Provider:

Chief Information Security Office

Description:

D.8. Incident Response

HHS Information Security maintains and supports the
overall HHS information security awareness program.
Annual mandatory computer-based security awareness
training is provided through HHS System Training
Solutions.

Service Provider: | Chief Information Security Office

Description:

E. Converged Services

HHS Cybersecurity Operations Center provides assistance
with security concerns, issues, and incidents.

E.1. Virtual Private Network (VPN)

Service Provider:

Converged Services

Description:

Provides remote Virtual Private Network (VPN) access to
HHS enterprise Network. This includes employee and
vendor remote access as well as point-to-point VPN
Tunnel access.

E.2. Contact Center Services

Service Provider:

Converged Services

Description:

Services for basic and advanced call center support that
include automatic call distribution, integrated voice
response, teleworking, call back assist (virtual hold),
virtual/desktop wall board, workforce, quality management,
call recording (audio and video), and reporting/analytics.

*Note: New or major support might require going through
the IT Governance Process.
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E.3. Basic and Advanced Phone Service

Service Provider: | Converged Services

Description: | Services for basic and advanced phones such as Toll-

E.4. Teleconferencing—Pu

Service Provider:

Free (1-800) numbers, dialtone as a service, attendant
soft phones, voicemail services, and long distance /
international dialing.

blic Hearing Teleconferencing (PHTC)

Converged Services

Description:

A system capability that enables a service that has a
moderator and allows a presenter to talk to many listeners.
The moderator controls the speaker and controls the
guestion and answer sessions.

F. Customer Service and Support

F.1. Health and Specialty Care Systems Customer Support

Service Provider:

Customer Service and Support

Description:

F.2. IT Customer Service H

Service Provider:

Health & Specialty Care System (HSCS) Customer
Support provides statewide workstation, network, and end
user support services to the following:

« State Supported Living Center (SSLC) Support

« State Hospital Support

Standard support is provided from 8 a.m. to 5 p.m.
Monday through Friday with on-call support after hours
and on state holidays.

elp Desk

Customer Service and Support

Description:

H

The HHSC IT Customer Service (ITCS) Help Desk is the
central point of contact for requesting IT Support. The
HHSC ITCS Help Desk consists of:

» Consolidated/Enterprise Help Desk

* TIERS/IEE Help Desk

* DFPS Help Desk

* CARE Application Support

* Legacy DARS Support
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F.3. Regional and State Office Customer Support

Service Provider: | Customer Service and Support

Description: | Regional and State Office Customer Support is an
organization that provides IT support operations
throughout the state.

* HHSC Deskside Support

* DSHS Deskside Support

* WIC Office Support

G. Data Center Services

G.1. DCS Delivery

Service Provider: | Data Center Services

Description: | Data Center Service Delivery provides oversight for
infrastructure and operational services to the non-TIERS
user-community, twenty-four hours a day, seven days a
week and 365 days a year.

Data Center Service Delivery supports computing
resources to meet the business requirements, including the
analysis of servers, migration of data, new
infrastructure/environments, on-going support, issue
resolution, and product updates.

Data Center Service Delivery provides focused, cost-
optimized, consistent managed data center services are
provided to HHS programs.

Infrastructure/Computing services offered include:
Application, Storage, Cloud, Compute, Database, DIR MAS
and MSS, Texas.Gov, File Services, Middleware,
Monitoring, Print/Mail Services, Reporting, Web Hosting,
SFTP (via Globalscape, TX FTI Hub)

G.2. DCS Disaster Recovery Services

Service Provider: | Data Center Services

Description: | HHS IT Disaster Recovery is the HHS point of contact for
guestions regarding Application Disaster Recovery
process, procedures, and testing, and represents HHS in
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IT disaster recovery related audits. Disaster Recovery
Services include:
e Evaluation of IT disaster recovery strategies and
procedures
e Development and implementation of IT Disaster
Recovery plans
e Coordination of disaster recovery plans, exercises,
documentation, and services
e Review and evaluation of risk assessment,
business impact analysis, disaster recovery test
planning proposals, and materials for HHS critical
mission applications and/or business programs

G.3. DCS-Enterprise Secure FTP Support (SFTP)

Service Provider: | Data Center Services

Description: | This service streamlines the exchange of confidential data
for HHSC and its affiliates. HHSC users are able to
exchange data on highly reliable secure connections which
meet technical guidelines for safe and secure data
transactions.

G.4. DSHS and HHSC DCS-Resource Management

Service Provider: | Data Center Services

Description: | This service provides DCS customers incident, change,
and problem management support; are agency approvers
for changes in the weekly Change Advisory Board
meetings. Submits and approves customer requests for
services. Approves security and DCS tool access
requests. Coordinates project document approvals,
including financial approval. Works with service providers
to resolve customer issues as a first level escalation.
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G.5. DCS-Enterprise Reporting Mental and Behavioral Health Outpatient Warehouse
(MBOW) Data Warehouse Support

Service Provider:

Data Center Services

Description:

H. IT Governance

H.1. IT Governance Office

Service Provider:

The Enterprise Reporting Environment unit oversees
reporting environments shared by HHSC, DSHS, and
health providers. Provides specialized business
intelligence analytical reporting to assist with business
resolution by compiling metadata, to produce real-time
tracking trends, data discovery, patterns and insights. The
data warehouse, MBOW (Mental and Behavioral health
Outpatient Warehouse), collects Local Mental Health
Authority (LMHA) encounter data from State Community
Centers, integrates with CARE data (via an operational
data store), Medicaid eligibility data and authorization data
to produce analyses for HHSC and its affiliates.

IT Governance

Description:

I. System Services

The objective of IT governance is to ensure the effective
and efficient use of IT in enabling an organization to
achieve its goals. HHSC IT facilitates and supports IT
governance, a decision framework and process that allows
program executives to make data-based IT investment
decisions that drive business value. IT governance clarifies
the decision rights and accountability for both program and
IT leadership roles. The governance framework will apply
to key decisions regarding IT strategy, technical
roadmaps, and project prioritization. See Attachment C for
a more detailed description of the Governance process.

I.1. Network Provisioning Services

Service Provider:

System Services

Description:

Access provisioning/deprovisioning of HHS network
resources, including shared folders, calendars and
mailboxes, distribution lists, network account
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management, and VPN with and without two-factor
authentication.

I.2. Password Manager Enterprise Single Sign-on (ESSO)

Service Provider: | System Services

Description: | Secure storage of credentials for individual users of HHS
information resources and automatic login to HHS
information resources based on successful Windows
authentication.

I.3. Access Management

Service Provider: | System Services

Description: | Request access to 75+ HHS information resources.
Automated approval workflows. Central Single SignOn
enabled authentication port to 50+ HHS information
resources. Automated provisioning and deprovisioning
services for dozens of HHS information resources.

I.4. Application Provisioning Services

Service Provider: | System Services

Description: | Access provisioning and deprovisioning of 50+ application-
based HHS information resources.

I.5. Video Conference Service

Service Provider: ‘ System Services

Description: ‘ Provides video conference services to HHS.
I.6. Hardware Asset Management

Service Provider: | System Services

Description: | Seat Management provides end user computing devices
(tablets, laptops, and desktops) through a Hardware
Acquisition and Leasing contract. Services are provided
under a separate contract which includes; deployments
services (de-install/install), on-site break fix support and
return services. Equipment is refreshed every 3 to 4
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years. Manages hardware assets through the product
lifecycle. Manages hardware leasing of personal
computers and seat management services contracts.

I.7. Automation and Image Management

Service Provider: | System Services

Description: | Provides HHS base image that consists of standard
configuration for computers. Service Center Console
Management (SCCM) administration. Configures and
deploys approved software packages.

1.8. Software Asset Management (SAM)

Service Provider: | System Services

Description: | SAM provides oversight of policies and governance of
matters pertaining to software licensing, tracking,
compliance, authorization/approval of software, financial
aspects of software needs, usage, forecasting, and
potential liabilities.

1.9. Local Office Infrastructure (LOI)

Service Provider: | System Services

Description: | Supports the local office servers, Data Center Services
(DCS) storage access, and performs backups on non DCS
servers and subsets of personal computers.

1.10. New Cellular Services Accounts

Service Provider: ‘ System Services

Description: | New Cellular Services Accounts

1.11. Cellular Services

Service Provider: ‘ System Services

Description: | Provisions, maintains and de-provisions system-wide
cellular services for all approved mobile carriers.
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I.12. Teleconferencing—Audio/Video Teleconferencing

Service Provider:

System Services

Description:

A service that allows multiple users to connect and have a
conversation and share video. The service can be
reserved, or reservation-less and may have one or more
leads/participants.

I.13. Related Services - Language Support

Service Provider:

System Services

Description:

A HHS supported and paid for service to support
languages other than English and Spanish.

I.14. Incident Management Processes/Communication/Restoration/Remedial Action

Service Provider:

System Services

Description:

I.15. E-Discovery Services

Service Provider:

Ensures all operational entities within HHS follow the
Incident Management Process. Updates agency
leadership of restoration progress through regular
communications. Coordinates the restoration of IT service
outages to normal service operation levels as quickly as
possible. Documents remediation actions.

System Services

Description:

IT Litigation support for HHS Legal and collaborative
efforts across HHS. HHS eDiscovery develops,
administers, and supports the process and technology
through which electronically stored information (ESI) is
searched, collected, preserved, analyzed, reviewed and
produced for legal, investigative and regulatory
proceedings as well as fulfill open record request.
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SECTION 4 — HHS Support Services

This section includes services that are routinely provided to all program and support
service areas as ongoing services without program or support service area request.

1. Continuous Monitoring

Service Provider:

Chief Information Security Office

Description:

HHS Information Security and Cybersecurity Operations
Center support the continuous monitoring of HHS
information systems to ensure ongoing compliance with
HHS security uniform.

HHS Information Security provides this service for all
registered information systems that reside in the
organization's system catalog, are hosted in an HHS or
State of Texas data center, and have an accurate asset
inventory in their System Security Plan.

2. Information and Data Architecture

Service Provider:

Chief Technology Office

Description:

Provide an agency-wide technology governance
roadmap to promote the overall availability, usability,
integrity and security of the data. This consists of a
governing body or council, a defined set of procedures
and a plan to execute those procedures. Establish data
analytics and virtualization platforms that can combine
data from multiple sources or systems.
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3. New and Emerging Technology, Proof of Concepts, Application Pilots and Reference
Implementations

Service Provider: | Chief Technology Office

Description: | Research new technologies to identify those with
potential to improve technological capability or efficiency
in future IT projects. Conduct proof-of-concept studies
and pilot testing for new technologies that may be
applied to business needs based on emerging disruptive
technologies such as cloud computing, mobile
technologies, social media, and big data. Partner with
private sector research firms and vendors to inform
agency regarding the current IT state-of-the-art and
conduct of POCs.

4. Local Area Network (LAN)

Service Provider: | Converged Services

Description: | Install and test network hardware and software. Initiate
tuning and capacity planning activities to enhance
network performance. Evaluate network hardware and
software to identify strengths, weaknesses, and potential
benefits to the agency. Operational 24/7 Support.
Maintain the operating system and security software
utilized on network.

5. Wide Area Network (WAN)

Service Provider: | Converged Services

Description: | Install and test wireless network hardware and software.
Initiate tuning and capacity planning activities to enhance
wireless network performance. Evaluate wireless
network hardware and software to identify strengths,
weaknesses, and potential benefits to the agency.
Maintain the operating system and security software
utilized on agency wireless network.
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6. Wireless Local Area Network (WLAN)

Service Provider:

Converged Services

Description:

Install and test wireless network hardware and software.
Initiate tuning and capacity planning activities to enhance
wireless network performance. Evaluate wireless
network hardware and software to identify strengths,
weaknesses, and potential benefits to the agency.
Maintain the operating system and security software
utilized on agency wireless network.

7. Perimeter (Access and Security)

Service Provider:

Converged Services

Description:

8. Customer Care

Service Provider:

Install and test perimeter network hardware and
software. Initiate tuning and capacity planning activities
to enhance perimeter network performance. Evaluate
perimeter network hardware and software to identify
strengths, weaknesses, and potential benefits to the
agency. Maintain the operating system and security
software utilized on agency perimeter network. Provide
support for Perimeter Distribution and Routers, Firewalls,
Email Secuirty Appliances (ESA), Web Secuirty
Appliances (WSA), F5 Load Balancers, Intrusion
Protection System (IPS), IXIA and Fireeye (Joint with
SecOps).

Customer Service and Support

Description:

Customer Care staff are responsible for

* Escalations of complex and high business impact
tickets

* IT Alerts

* IT Move Coordination

* Project Management
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9. DCS TIERS Operations

Service Provider:

Data Center Services

Description:

TIERS Operations delivers infrastructure and operational
services to the TIERS user community on a twenty-four
hours a day, seven days a week and 365 days a year
basis.

10. IT DCS-Winters Data Center

Service Provider:

Data Center Services

Description:

11. IT Staff Augmentation S

Service Provider:

This service provides physical hosting services in the
Winters Data Centers. Among the services provided are
24/7 physical security and access control, conditioned
power with UPS and generator backup, environmental
monitoring, humidity and temperature control, fire
suppression, and network connectivity.

upport

IT Business Operations

Description:

12. IT Contract Support

Service Provider:

Facilitates IT staffing requests, onboarding, termination,
invoicing and reporting for all staff augmentation
contractors obtained via the Department of Information
Resources Information Technology Staff Augmentation
contracts.

IT Business Operations

Description:

Serves IT contract managers who need to acquire goods
and services for their business needs. Assists customers
who need to generate Statements of Work and Business
Plans. Ensures that the customer has an actionable
package of documents and a comprehensive strategy for
completing the procurement.
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13. Directory Services

Service Provider: | System Services

Description: | This service creates network accounts that provide
access management to agency resources. Services
include:

e Active Directory management for 25 domains
across

¢ Maintenance of Domain Name System (DNS)
settings. Federated active directory services

Active directory integrated Dynamic Host Configuration
Protocol (DHCP) services.

14. Email/Security

Service Provider: | System Services

Description: | This service ensures the secure delivery of Microsoft
Office 365 email services.

15. Office 365 (O365) Services/Collaboration Tools/Authentication

Service Provider: | System Services

Description: | Provides daily delivery of Microsoft O365 application
services including Skype, Teams, group calendars,
mailboxes - as well as conference rooms, distribution
lists, and service accounts. Provides daily delivery of
Microsoft 0365 AzureAD Multifactor Authenticaion
(MFA).

SECTION 5 - Roles and Responsibilities

The partnership between HHSC IT and its customers requires full, proactive
participation from both parties. Some policies and procedures that are in place outlining
this participation include:

e When providing direction or guidance to HHS agencies or programs on issues,
policies, or procedures that may involve more than one administrative support
area, support areas should strive to provide timely, coordinated guidance to HHS
management and staff. As appropriate, direction or guidance should be
consistent across the administrative support areas in an effort to support HHS
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agencies and programs in effective decision making and administration of
programs and functions.

e HHS Circular C-009 establishes centralized information systems planning
authority including the authority of HHS IT to develop system-wide policies and
procedures for the management of information technology functions.

e HHS Circular C-021 establishes the authority, role, and responsibility of HHS
Information Security/Cybersecurity for maintaining an information security
program, overseeing the information security functions of the HHS system, and
establishing authority at the agency levels for implementing the Information
Security (IS) objectives.

e HHS Circular C-050 requires the Deputy Executive Commissioner for IT to
submit an operational plan discussing goals and major initiatives for the
upcoming fiscal year. The plan will identify strategies and clearly defined
activities to achieve goals and successfully implement major initiatives.

e System-wide Information Technology policies, standards, processes, and
procedures are defined and located on a SharePoint site.

¢ Procurement and Contracting Services' Handbook of Operating Procedures, in
policy OP 700, requires HHS agencies to receive prior approval from HHSC IT
on all project Statements of Work (SOWSs) and all IT purchases greater than or
equal to $25,000.

To ensure positive working relationships between IT and its customers, the roles and
responsibilities table below contains more details.

Information Technology Program Partner
Role Responsibility Role Responsibility
HHSC Deputy + Manages IT Deputy Executive « Accountable for
Executive resources in the Commissioner for active participation
Commissioner for best interest of the | Division in HHSC IT
Information Technology HHS system. governance.
and Chief Information « Final approval for « Accountable for
Officer IT procurements compliance with
greater than or policies on IT
(in coordination with equal to $25,000. approval of any
Deputy Chief « Highest level of procurements of
Information Officer for escalation for IT goods and
Governance and customer issue services greater
Deputy Chief resolution within IT. than or equal to
Information Officer for $25,000 originated
IT Strategy) by the customer.
« Highest point of
escalation for
customer issue
resolution within
the customer
agency.
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Information Technology

Program Partner

HHSC IT Directors

Deputy Chief
Information
Officer for IT
Strategy
Deputy Chief
Information
Officer for
Governance
and Customer
Relationship
Management
Chief
Information
Security Officer
Director of
Business
Operations
Director of IT
Infrastructure
Director of
Application
Services
Director of the
Project
Management
Office

Director of Data Center
Services and

Accountable for
delivering IT
services in the
assigned IT
division.
Represents the
interests of HHSC
IT with Customer.
Point of escalation
for customer
issues with IT
services provided

within that division.

Associate
Commissioner

Executive IT
liaison between
customer and
HHSC IT.
Represents the IT
interests of
customer with
HHSC IT.
Responsible for
active participation
in HHSC IT
governance.
Responsible for
compliance with
policies on IT
approval of any
procurements of
IT goods and
services greater
than or equal to
$25,000 originated
by the customer.
Point of escalation
for customer
issues with IT
services provided.

Operations
HHSC IT Management « Responsible for Deputy Associate « Represents the
and Staff delivering IT Commissioners or as customer agency

services within
their assigned
roles.

First point of
escalation for
customer issues
with IT services
provided within
assigned roles.

designated by the
Associate
Commissioner.

business areas in
defining and
prioritizing needed
IT services.
Responsible for
customer
feedback on IT
services received.
First point of
escalation for
customer issues
with IT services
received.
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SECTION 6 — Approval of Contracts for Support Services

When planning for procurements, HHS agencies and programs must receive approval
from the administrative support area for any contract for a support service, or for a
contract that includes the service as a component. HHS agencies and programs must
also comply with requirements for approval by external entities related to contracting, as
follows below.

e HHSC IT must approve all procurements and contracts for IT services, or
contracts with an IT service component. Procurements and contracts may be
subject to prior federal and state IT oversight approvals and reviews for
compliance with information security, accessibility, and operational support
requirements.

e All contracts with major IT components must include ongoing review and
oversight by HHSC IT.

e Data Center Services (including software as a service, other server
administration, and web site hosting) must be contracted through the State's
consolidated data centers or an exemption to use another vendor must be
approved by the Department of Information Resources (DIR). HHSC IT is the
System'’s liaison with DIR.

e HHSC IT must approve contracts for IT services, or contracts with an IT service
component.

e Requests for delegation to contract for external audit services must be approved
by the State Auditor’s Office (does not apply to consulting services).

e Requests for consulting services contracts must be approved by the Governor's
Office.

e Requests to contract for outside counsel must be approved by the Office of the
Attorney General.

In addition, HHS agencies and programs must provide, upon request by the support
service area, reports on any contracts relating to that administrative support area from
the HHS contracting system of record.

SECTION 7 — Performance Goals and Measures

Note: Section 7 is in the process of being reviewed by the Office of Transformation and
Innovation (OTI) in coordination with the Office of Performance. This section will be
updated with the agreed upon measures in the FY19 SSA review cycle.

SECTION 8 — Administrative Support Service by Alternative Means

As authorized by Texas Government Code Section 531.02012, Transfer and
Consolidation of Administrative Support Services Functions, and detailed in Circular C-
051, an HHS agency or HHSC programmatic division may request permission from the
Executive Commissioner to find an alternative way of addressing an administrative
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support need. If approved by the Executive Commissioner, this request would be
detailed in this SECTION, as per the criteria in Circular C-051.

SECTION 9 - Staffing Implications
IT does not foresee any major changes in staffing for the division.

SECTION 10 - Performance Reporting

The HHSC administrative support area must ensure that SSA performance goals and/or
measures are provided to the Executive Commissioner in annual business plan
updates. Any performance issues must be raised during executive level operational

briefings.

SECTION 11 - Escalation

Note: Section 11 is in the process of being updated by OTI to better support SSA issue
resolution. All SSAs will be updated to include the new escalation process during this
SSA review cycle

SECTION 12— Attachments

This SSA contains the following attachments:

e Attachment A — HHSC IT Application Service Levels — Descriptions of the three
levels of support available for applications supported by HHSC IT.

e Attachment B — Priority Levels — Definitions of the four priority levels of
application support incidents.

e Attachment C — Applications supported by HHSC IT by Portfolio - A list of
applications supported by HHSC IT for use by the customer.

e Attachment D — Service Level for System-Wide Applications Supported by HHSC
IT — A list of applications supported by HHSC IT for use by multiple HHS
agencies.

e Attachment E — Service Level for MSS-Specific Applications Supported by HHSC
IT — A list of applications supported by HHSC for use by MSS

SECTION 13 - Expiration and Modification

This agreement begins upon execution and does not have an end date. This agreement
is subject to change as policies, practices, roles, and responsibilities are adjusted over
time to provide optimal efficiencies and effective administrative support processes.
Changes to this SSA must be agreed upon by both the support service area and the
requesting or impacted HHSC division leadership prior to implementation. However, if
agreement is not reached, the Executive Commissioner makes the final determination.

SECTION 14 - Points of Contact

The administrative support area and the receiving agency or program must designate
points of contact for all matters related to this SSA.
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HHSC Information Technology

Name: Terri Ware

Title: Director of IT Business Operations
Division: HHS IT Business Operations
Telephone Number: (512) 428-1983
E-mail: terri.ware@hhsc.state.tx.us

SSA Versions

1. Original SSA completed 1.23.17
Updated SSA - minor revisions new signatures not required | 4.26.18

2.
3.
4

SECTION 15- Signature

The SSAs can be updated without routing for signature again, unless the parties do not
agree on changes and/or leadership wants to sign again.
This agreement is entered into by the Parties in their capacities as stated below.

HHSC CHIEF OPERATING OFFICER HEALTH AND HUMAN SERVICES COMMISSION
By: By:

Ruth Johnson Dr. Courtney N. Phillips

Chief Operating Officer Executive Commissioner
Date: Date:
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ADDENDUM 1
HHSC IT Additional Services - Program & Services Office (CPSO)

This section includes any service additions, modifications, or deletions that are unique
to an HHSC agency, division, or program, beyond the baseline services described in
Section 3 or 4 of this document.

A. IT Compliance Services

A.1l. Medicare Information Technology Architecture (MITA) Assessments

Service Provider: | Chief Technology Office

Description: | The MITA group will assess the business process, as well
as information and technical architectures of the
organization in order to update MITA maturity checklists and
to prepare and distribute the MITA State Self-Assessment to
Centers for Medicare and Medicaid Services (CMS).

A.2. Medicaid Managed Information System (MMIS) Certification

Service Provider: | Chief Technology Office

Description: | The MITA group will produce MITA documentation
necessary for the successful completion of milestones as
required by CMS in the Medicaid Enterprise Certification
Toolkit.

B. IT Planning Services

B.1. MITA Architecture

Service Provider: | Data Center Services

Description: | The MITA group provides the architectural strategy and
roadmap for business processes, information architecture,
and technical architecture for Medicaid and other state
programs in MSS. This includes a review of advance
planning documents (APDs) that help ensure eligibility for
Medicaid system enhanced funding, and to document
compliance with the CMS Conditions and Standards.
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B.2. Medicare Information Technology Architecture (MITA) Assessments

Service Provider: | Chief Technology Office

Description: | The MITA group will assess the business process, as well
as information and technical architectures of the
organization in order to update MITA maturity checklists and
prepare and distribute the MITA State Self-Assessment to
Centers for Medicare and Medicaid Services (CMS).

B.3. Medicaid Managed Information System (MMIS) Certification

Service Provider: | Chief Technology Office

Description: | The MITA group will produce MITA documentation
necessary for the successful completion of milestones as
required by CMS in the Medicaid Enterprise Certification
Toolkit.

B.4. Interoperability Roadmap Development

Service Provider: | Chief Technology Office

Description: | Presents HHS interoperability roadmap activities to the
eHealth Advisory Committee as well as other groups for
feedback and, to the Health Information Executive
Steering Committee for approval.

B.5. Interoperability and Standards

Service Provider: | Chief Technology Office

Description: | Engages with technical and program staff on the
development of strategy, technology, procurement and
project recommendations that promote the interoperability
of systems that share protected health information with
internal and external entities.
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ATTACHMENT A - HHSC IT Application Service Levels
Service levels enable an organization to be assured of a defined amount of stability,

reliability, and performance for IT applications, infrastructure and services. Service

levels describe in measurable terms, the services that IT staff will furnish within a given

time period.

NOTE: The service levels below are still in development. Various outsourced

applications have differing definitions and levels of response time. HHSC IT is also

working to document "resolution time" (time to restore application to operation) instead

of "response time" (time to contact customer after incident report).

1.0 Application Availability
Category

1.1 Production

1.2 Non Production
Environments to include the
following:

e User Acceptance
Testing

e Maintenance
Environment

e Sandbox Environment

e Training Environment

2.0 Application Support Services

No. Category

2.1 Application Support

Availability

(Exceptions to be approved
by IT Governance at least
five business days before
requested special support
hours.)

Silver

Available 24 x 7 Available 24 x  Best Effort
X 365, 99.9% of 7 x 365, 99% of
the time, except the time,
for scheduled except for
maintenance scheduled
and declared maintenance
disasters. and declared

disasters
7:00 a.m. to Same Best Effort
6:00 p.m.
Monday through
Saturday and
noon to 6:00
p.m. on Sunday
95% of the time
except for
scheduled
maintenance
and declared
disasters.

Gold Silver Bronze ‘
Monday-Friday = Same As
8:00 a.m.to Applicable
5:00 p.m. CT,
excluding state-
observed
holidays, but

will be staffed
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on skeleton
crew days.

3.0 Incident Management

No. Category Gold Silver Bronze
3.1 P21 (Critical) Incident Within normal Within normal Best Effort
Assignment Times business hours, business hours,
no more than no more than 2
(See Attachment B for 30 minutes 99% hours 99% of
definitions of Priority levels.) of the time. the time.
Outside of Outside of
normal normal
business hours, business hours,
no more than no more than 3

60 minutes 97% hours 97% of
of the time for the time for P1
P1 outages and outages and

batch batch
processing processing
issues requiring issues requiring
immediate immediate
attention. attention.
3.2 P2 (High) Incident < 2 business < 3 business
Assignment Times hours 96% of hours 96% of
the time. the time.
3.3 P3 (Medium) Incident < 8 business < 16 business
Assignment Times hours 95% of hours 95% of
the time. the time.
3.4 P4 (Low) Incident < 3 business < 5 business
Assignment Times days 95% of the days 95% of the
time. time.

4.0 Enhancements
No. Category Gold Silver Bronze |
4.1 Adherence to milestone Target dates Target dates Best Effort

dates established through are met 98% of are met 95% of

the Enhancement the time for all the time for all

Scheduling Process milestones milestones
established in established in
the jointly the jointly
approved work  approved work
plan for an plan for an

Enhancement. Enhancement.
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5.0 Service Level Reporting
\[o} Category Gold Silver Bronze

5.1 Monthly No later than

the 15th

calendar day of

each

month following

the end of the

reporting

period for the

preceding

month
Notes:
The term “available” or “availability” mean the full functionality of application
components hosted at SDC and ADC are available for use by authorized users.
The term “outage” means that one or more of the HHSC applications components are
not available to all users for more than fifteen (15) minutes during the published hours of
availability.
Planned Outage Agreements - Senior Management will be given at least 48 hours’
notice of any planned outages with estimated downtime. The notifications will be sent in
the form of electronic mail.
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ATTACHMENT B - Priority Levels
NOTE: These draft priority levels are still in development. Various internal and

outsourced applications have differing definitions of priorities.

Priorit

Priority 1 (P1) — Critical

Priority 2 (P2) — High

Characteristics

Priority 3 (P3) — Medium -

Priority 4 (P4) — Low

Production outage

Production performance degradation during business
hours

Critical payroll-impacting issue

Critical Security issue affecting Production Application
or data

Reporting Database outage

Non-critical payroll-impacting issue

Sandbox Database outage

Maintenance Database outage

Training Database outage

UAT Database outage

Sandbox performance impact

Issue impacts a large number of interfaces users and
no HHSC-acceptable workaround is available

Issue is frequently occurring

Issue impacts agency compliance with federal or state
law or policy

Issue related to user acceptance testing (UAT)

Issue impacting multiple users and an HHSC
acceptable workaround is available

Non-critical issues which are time sensitive (ex. file
restore, missing drive mapping)

Non-impacting issue requiring additional
troubleshooting and research

Issue with Workflow tasks

Issue requiring contractor to provide clarifying
information
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ATTACHMENT C - Applications

Supported by HHSC IT by Governance Portfolio

The objective of governance is to ensure the effective and efficient use of IT in enabling
an organization to achieve its goals. HHSC IT facilitates and supports governance, a
decision framework and process that allows program executives to make data-based IT
investment decisions that drive business value. Governance clarifies the decision rights
and accountability for both program and IT leadership roles. The governance framework
will apply to key decisions regarding IT strategy, technical roadmaps, and project

prioritization.

The following is the list of applications that are supported within the governance
portfolios. The criticality of a system is defined as follows:
Mission Critical:
e Failure or loss of the system can contribute to death, life-threatening illness or
injury for a client;
¢ Disruption of benefits or salary for a client or employee; or
e Result in inquiry or investigation by the media, legislature, judicial branch, SAO,
LBB, or a Federal agency within 3 days or less.
Not Critical:
e Does not meet the definition of ‘Mission Critical”.
Source: HHSC IT Systems Catalog (SysCat). Data as of January 4, 2019. To obtain
access to SysCat, complete the Request Access to SysCat form.

Administrative Portfolio

1099 1099 Not Critical
1099 System 1099 HHSC Not Critical
Accounts Receivable Tracking System ARTS Mission Critical
Acknowledgement of Paternity AOP Mission Critical
Actuarial Analysis CMS Claims History AA CMS Mission Critical
Adverse Action Record Sharing AARS Not Critical
Automated Cost Reporting and Evaluation System - A ACRES Mission Critical
Birth Access by HHSC HHSC Gateway Not Critical
BRM Art Dept. BRM_ART Not Critical
Bugzilla BUGZ Not Critical
CAFM 10 CAFM 10 Mission Critical
Case Management System (DSHS) CMS_DSHS Not Critical
C_entra!lzed Accounting & Payroll/Personnel System CAPPS EIN Mission Critical
Financials

Centralized Billing System CBS Mission Critical
Cenftrallzed Accounting & Payroll/Personnel System Human CAPPS HCM Mission Critical
Capital Management

Chief Financial Officer Aged & Disabled DataMart CFOD Not Critical
Clearwell E-Discovery Clearwell Not Critical
Cognos Business Intelligence 10.1.1 COGNOS Not Critical
Configuration and Change Management CCM Mission Critical
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Consolidated Access Control Tracking System
Correspondence Tracking System (AW)

Court of Continuing Jurisdiction/Divorce
DADS SharePoint On-premise

Data Asset Repository

Disaster Assistance Payment Program
Enterprise Audit Tracking System

Enterprise Secure File Transfer

EOS

eTravel HHS

File Manager

Financial Data Warehouse

Financial Systems Data Warehouse
FSS-CFO Automated Services and Reports System
Grants Database

halFILE Document Imaging System

HCS Provider Payment System

HHS Active Directory Forest

HHS Enterprise Admin Reporting and Tracking Sys
HHS Enterprise Portal

HHS Enterprise Single Sign-On

HHS File Shares

HHS IAM Systems Monitoring

HHS Insights System

HHS Privileged Identity Manager

HHSC Forms and Print Catalog

HHSC IT Statistics System

Historically Underutilized Business Program
Hospital Review System

HP Project and Portfolio Management

IEE - Identity and Access Management

iLearn

Infoblox DDI

Invoice Tracking System

Jitterbit

Legislative Tracking System (AP)

Mail Code Lookup

Medicaid Incentive 360

Office 365

Office of General Counsel Case Management System
Office Space

One ldentity Password Manager

Open Records Request Tracking System
OSTicketing System

PaBreakdown

PASRR Individual Review Monitoring
Paternity Registry

Pickle COLA Multiplier

Position Employee Bridge for Legacy Systems
Print Shop D-8

CACTS
HCTS

CCJ

DADS SPOP
DAR
HF/DAPP
EATS

EFT

EOS
eTravel-HHS
FileMan
Financial Da
INFO-FSDW
FSS-CFO
Grants DB
halFILE
HCS (INFO)
AD
HT/HEART

HIP
PIM

HISS

HUB Portal
HRS

PPM

1AM

iLearn

DDI
INVTRK

LTS-H

Mail Code
MI360

0365
HL/CASE MAN
Office Space
OIPM

HZ/ORR

OSTS

PIRM
Paternity
COLA
PEBLES
D-8
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Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical



System Name

Printer Definitions

Project and Portfolio Management

Project Management & Repository System
Public Health Info Network - Messaging System
Quality Assurance and Improvement DataMart
Quality Assurance Fee Receivables and Collections
Rate Analysis Tracking System

Rate Setting Database

Remedy onDemand

Remittance Deposition System

Remote Access

RSA Archer eGRC

Salesforce HHS

Send Word Now

SharePoint On-premises

SharePoint Online

Solarwinds

State of Texas Automated Information Reporting System
Symantec Encryption Desktop Manager
System of Automated Records (JL)

System of Contract Operation and Reporting
Systems Catalog

Tanium

TEAMMATE

Texas Primary Care Office

TIERS Historical Case Report

USAS Report Handler

Verint Workforce Optimization

Video Conference Registration

Voluntary Adoption Registry

Web Random Moment Sampling

Weekly Report Entry

WIC Adobe Connect

Work Measurement Data Collection Tablet System

Health and Specialty Care System Portfolio

System Name

Activity Tracker - Abilene
Activity Tracker - Austin

Activity Tracker - Brenham
Activity Tracker - Corpus Christi
Activity Tracker - Denton
Activity Tracker - Lubbock
Activity Tracker - Lufkin

Activity Tracker - San Angelo
Activity Tracker - San Antonio
Activity Tracker- Richmond
Annual Hospital Survey System
Client Abuse & Neglect Reporting System

Abbreviation

PRTR
TMHP PPM
PMRS (G6)
PHIN-MS
QAI/NQ
QAF

RATS
RSD

RoD
Remits
RFO
ARCH

SF HHS
SWN
SPOP
SPO
Solarwinds
STAIRS
PGP
SOAR
SCOR
SysCat

TEAMMATE
TPCO
THCR
USASREPT
WFO
VCReg

VAR

Web RMS
WREN

WMDCS

Abbreviation

AT - Abilene
AT - Austin
AT - Brenham
AT - Corpus
AT - Denton
AT - Lubbock
AT - Lufkin
AT - San Ang
AT - San Anto
AT-Richmond
AHSS
CANRS
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Criticalness
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical

Criticalness

Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical

Mission Critical



System Name Abbreviation Criticalness

Client Assignment & Registration System CARE Mission Critical
Client Trust Fund CTF Mission Critical
Driving Records Request System DRRS Not Critical
DSHS Sage Fundraising 50 SAGE Not Critical
IMDMSIS Claims Processing IMDMSIS Not Critical
Integrated Resident Information System IRIS Mission Critical
Materials Inventory Management System MIMS Mission Critical
MediMAR MediMAR Mission Critical
myAvatar myAvatar Mission Critical
Practice Partner Patient Records EMR Mission Critical
Practice Partner Scheduling PPART Mission Critical
Quality Services Oversight for Clinical Performance QSO-CPI Not Critical
Quality Services Oversight for Facility Support QSO-FSPI Not Critical
Sunquest Healthcare Laboratory System Sunquest Mission Critical
WORXx Drug Therapy Management System WORX Mission Critical
X-Porter Delivery System JHSXPTR Mission Critical

Inspector General Portfolio

System Name Abbreviation Criticalness

Automated System for the Office of Inspector General JD/ASOIG Mission Critical
BASS Request System Not Critical
Document Storage for Tracking Internal Affairs Cases Not Critical
Hospital Utilization Review System HURS Mission Critical
Hotline Inquiry Mission Critical
IG Portal (Internal & External) Not Critical
MCO/SIU Case Tracker MCOSIU Not Critical
Medicaid Fraud and Abuse Detection System (MFADS) MFADS Mission Critical
Nursing Facility Utilization Review NFUR Mission Critical
OIG Time Keeper Not Critical
OIG Utilization Review -OIE - TILE/CBA Trng Data OIG-TRN Not Critical
Payment Authorization Tracking System PATS Not Critical
Personnel Action Form PAF Not Critical
Position Tracking System PTS Mission Critical
Provider Enrollment Tracking System PETS Not Critical
Strategic Operations & Professional Development SOPD Not Critical
Texas Exclusions Database Not Critical
Waste, Abuse and Fraud Referrals System WAFERS Mission Critical

Medical and Social Services Portfolio - Access & Eligibility Services Sub Portfolio

System Name Abbreviation Criticalness
2-1-1 Internet System (G2) 2/1/2001 Not Critical
gim:r; Application Management for Service Authorization ADAM Mission Critical
Audit Trail Not Critical
Buy-In and Part-A Payor MF Mission Critical
Claims Management System - Service Authorizations MG/CMS-SAS Mission Critical
Community Care Aged/Disability Caseload Realignment HX/CCAD Mission Critical
Community Care Case Reading System CC-CRS/JR Mission Critical
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System Name

Comprehensive Interest List for Long Term Care Services

DADS Admin Tool

DADS WorkCenter

Data Broker System

DataMart for EA Reporting

EBT Data Storage and Retrieval System
Eligibility Determination & Notification
Eligibility Services Portal

Eligibility Workload Management System
Harmony

Hospice Batch Forms

Lifeline and Electric Utilities Program
Long Term Care (LTC) Search

Long Term Care Case Scheduler

Long Term Care Services Intake System
LTC Provider System

MEPD

Presumptive Eligibility Website

Program Area Learning Management System (PALMS)

SAVERR Purged Data Inquiry System
Self Service Portal

Social Security Administration Online Query

State Portal

State Unit on Aging Information Management System
Texas Integrated Eligibility Redesign System

TZ TWC TWIST
Wired Third Party Query

Abbreviation

HY/CCSIL
DAT

Work Center
DBS

HE/EBT
EDEN
ESPortal
EWMS
Harmony
xBatch

PT TEL-ASSIS
LTC Search
LTCCS
JN/NTK

NE

MEPD

PE

PALMS
SPDIS

SSP

HK SSA ONLIN

STP
SPURS IMS
TIERS

TZ

NB WTPY

Criticalness

Mission Critical

Not Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Not Critical

Medical and Social Services Portfolio - Health, Developmental & Independence Services

Sub Portfolio

System Name

Autism

Board Evaluation of Interpreters
Community Health Clinic Locator

CRS Post-Acute Rehabilitation Services Data Report

Early Intervention Specialist Registry
ECI Reporting System

Family Violence System
Guardianship Online Database

Independent Living Services Data Reporting System

Integrated Business Information System
Med-IT Breast & Cervical Cancer

STAP Telephone Assistance

Surrogate Decision Making

Texas Kids Intervention

Texas WIC Information Network

Texas WIC Information Network - EBT
Texas WIC Information Network - TXIN

Texas WIC IT Help Desk Remedy Ticket System

Abbreviation

BEI

CHCL

CRS

EIS Registry
ECI-REP
FAMV
GOLD

ILS

IBIS

Med-IT
STAP-TA
SDM
TKIDS1
TXWIN
EBT-WIN
TXIN

HD Remedy
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Mission Critical
Mission Critical
Not Critical

Mission Critical
Mission Critical
Mission Critical
Not Critical

Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical



System Name

Texas WIC Warehouse Inventory Management Sys

Twogether In Texas
WIC Web Applications

Abbreviation
WIMS

TwolT
WICWeb

Criticalness
Not Critical
Not Critical
Not Critical

Medical and Social Services Portfolio - Intellectual and Developmental Disabilities &

Behavioral Health Services Sub Portfolio

System Name

Clinical Management for Behavioral Health Services

CMS ICF/MR Provider Payment System
DSHS Contracting System AKA Source.net

Mental Retardation and Behavioral Health Outpatient

MR CARE
Query Reporting System

Abbreviation
CMBHS
ARSP-CMS
Source.net
MBOW
CARE/RI

QRS

Criticalness

Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical

Medical and Social Services Portfolio - Medicaid & CHIP Services Sub Portfolio

System Name

Business Objects

Children and Pregnant Women

Claims Il System

Client Automated Information Tracking System
Code Table Automation

Compass 21

Delivery Supplemental Payment Processing

Delivery System Reform Incentive Payment Program

Electronic Data Interchange

Enrollment Broker Financial Application
Lobby PC Kiosk - Dynatouch (TIPS)

Long Term Care Online Portal

MAXDat Reporting

MAXeb

Medicaid Buy-in for Children Program
Medicaid Contract Administration Tracking
Medicaid Identification Cards System
Medicaid Management Information System
Medicaid/CHIP Policy Auto Tracking System-DG
OnBase

Portal - TMHP.com

Premiums Payable System

Prior Authorization on the Portal

Provider Recoupment & Hold Desktop
Quality Monitoring Visit

Texas Health Steps

Texas Inventory of Respite Services
Texas Medical Transportation System
Texas Vendor Drug Program website
Third Party Liability/Third Party Recovery
Third Party Resources

Transformed-Medicaid Statistical Information System

Abbreviation

Bus. Obj.
CPW
Claims Il
CAITS

CTA
Compass21
DSPP
DSRIP

EDI2
MAXeb Finance
KIOSK

LTC Portal
MAXDat
MAXeb
MBIC
MCATS
MED ID
MMIS
McPAT
OnBase
WWW

MA

PA on Portal
PRH Desktop
QMVisit
MP/THSteps
TIRS

TMTS

TPL/TARS
TPR/TS
T-MSIS
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Criticalness

Mission Critical

Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Mission Critical



System Name
Vision 21

Medical and Social Services - Other

System Name
Disability Determination Services

Public Health Services Portfolio

System Name

Adoption

Affidavit Request for Exemption from Immunizations
AIDS Regional Information Evaluation System(ARIES)
Birth Certificate Abstract Print

Birth Issuance History

Certificate Numbering

Child Health Reporting System

Cluster Request Database

Combined Perinatal HepB Mother/Infant Registry
Contship

Dangerous Wild Animals Registration

Dovico Timesheet

Electronic HIV/AIDS Reporting System (EHARS)
Electronic Laboratory Exchange Network (eLEXNET)
Enroliment Broker Self Service Portal

Executive & Staff Operations Information Center
FIC

Hansen's Disease Registry

Harvest

Health Care Data Collection System

Health Registries - Birth Defects Registry

Health Registries - Child/Adult Blood Lead Epi and Survey
Health Registries - Trauma Registry

Health Registries - TX Healthcare Safety Network
HealthPac

Immunization Clinic Database

Immunization Communication & Training Customer DB
Inventory Tracking Electronic Management System
LabWare

Labworks

National Electronic Disease Surveillance System
Newborn Screening (NBS) Laboratory (LIMS)
Nursing Licensure Dbase

Poison Control Network Centralized Database
Publications

Quality Fee Pull

Rabies Biologicals Distributed by DSHS

Records

Registry Plus

Remote Site Billing

Abbreviation
V21

Abbreviation
DDS

Abbreviation
Adoption
COREQUEST
ARIES

PRS Print
Issuance
Cert Number
CHRS

CRD
HBM/HBC
CSHIP

DWA
Timesheet
eHARS
eLEXNET
EBSSP

ESO IC

FIC

Hansen
Harvest
HCDCS
BDR
CABLES
TraumaReg
TxHSN
HealthPac
ICD

CAT
ITEAMS
PHLIMS
Labworks
NEDSS
SpecimenGate
MS ACCESS
PCN

PUBS
Quality

RB

Records

Billing
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Criticalness
Mission Critical

Criticalness

Not Critical

Criticalness

Mission Critical

Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical
Not Critical



System Name

Results Web Portal

SEER*Stat

Sensaphone Monitoring System

Sexually Transmitted Disease Mgmt Info System
SSA Birth Transmittal File Data Filter

Syndromic Surveillance

TB and Infection Control Surveillance Database
TB, HIV, & STD Integrated System

Texas Electronic Registrar

Texas Health Data (new)

Texas HIV Medications Program System

Texas Immunization Registry 2

Texas RedSky

Texas Vendor Drug Program Pharmacy System
Texas-Wide Integrated Client Encounter System (TWI
Vision and Hearing Screening Certified Instructors
Vital Statistics Unit County Contacts

VitalNet

VSS FileNet Domain Controllers

Web Content Management System

Zoonosis Surveillance Database

Regulatory Services Portfolio

System Name

Abuse, Neglect and Exploitation Database & Report
Agency Records Management Systems

Aspen Central Office

BLC Federal HFL Compliant System

Central Data Repository

Childcare Licensing Automated Support System
CLASSMate

Credentialing Manager

Early Warning System Data Mart

Employee Misconduct Registry

Employee Misconduct Registry Tracking Tool
Medicaid Occupancy Report

Minimum Data Set

Nurse Aide/Medication Aide Referral Tracking
Nursing Facility Administrators System

Outcome and Assessment Information Data Set Manage
Public and Provider

Radiological Monitoring Instrument Tracking
Regulatory Automation System

To Help our Reviewers THOR

Waiver Survey and Certification Residential Review
Web Incident Portal

Abbreviation
Web Portal
SEER*Stat
SMS
STD*MIS
SSA To
TxS2
Paradox
THISIS
TER

THD
HIV2000
ImmTrac2
TxRedSky
OS+
TWICES
VHCERTINSTS
VSU CC
Vitalnet
VSS FileNet
WCMS
ZCDSURV

Abbreviation

ANE

ARMS

HW / ASPEN
ASPEN

CDR

CLASS

Cred Mgr
EWS
EMCR
EMR Track
MORT

NZ / MDS

NT / NFA
OASIS
PP

KIT
RAS
THOR
wsc
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Criticalness
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Not Critical
Not Critical

Criticalness

Mission Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Not Critical
Not Critical
Mission Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Mission Critical
Not Critical
Not Critical
Mission Critical



ATTACHMENT D - Service Level of System-Wide Applications
Supported by HHSC IT

Adverse Action Record Sharing (AARS) Silver
ARTS Gold
CAPPS HR Gold
Client Trust Fund (CTF) Silver
On-line Electronic Travel System (HHS eTravel) Silver
Financial Data Warehouse (FSE) Gold
HCATS Silver
HHS Electronic Automated Records Tracking (HEART) Silver
HHSAS Financials Gold
HHS Legislative Tracking System (HLTS) Gold
MCATS Silver
Internet Learning System (iLearn) Silver
Project Management Repository System (PMRS) Silver
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ATTACHMENT E - Service Level for MSS Division-Specific

Applications

Supported by HHSC IT Division

Application

2-1-1IVR

AskIT Knowledgebase

Autism

Board of Evaluation of Interpreters (BEI)

CAFM

Call Center Inquiry (CClI)

Community Resource Coordination Groups

(CRCG) website

Comprehensive Rehabilitation Services (CRS)

Post-Acute Rehabilitation Services Data
Reporting System (Deployed 9/6/2016)

Data Mart

Document Center

Early Intervention Specialist (EIS) Registry

EBT Archive (Data Storage & Retrieval
System)

ECI Reporting System (Financials)

Enterprise Content Management (ECM)

Family Violence (FVNET)

Grandparent Payment System (GPS)

Independent Living Services Data Reporting

System (Deployed 9/6/2016)

Program Area

Eligibility

Eligibility

Health, Developmental & Independence
Services

Health, Developmental & Independence
Services

Transferring DADS Programs State
Hospitals and State Supported Living
Centers

Eligibility

Eligibility

Health, Developmental & Independence
Services - Rehabilitative &
Independence Services

Eligibility

Eligibility

Health, Developmental & Independence
Services - Early Childhood Intervention
Administration

Eligibility

Health, Developmental & Independence
Services - Early Childhood Intervention
Administration

Eligibility
Eligibility
Eligibility

Health, Developmental & Independence
Services
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Service
Level

Silver

Silver

Silver

Silver

Bronze

Gold

Silver

Gold

Gold

Gold

Gold

Bronze

Silver

Gold

Silver

Bronze

Gold



Service

Application Program Area Level

IT_S (Integrated Tracking System for Family Eligibility Silver

Violence)

Kofax* Eligibility Gold

Long Term Services & Supports (LTSS) Eligibility Gold

Med ID Medicaid Silver

Medicaid Buy-In (MBI) Medicaid Silver

Medicare Buy In (A&B) Medicaid Silver

Premiums Payable System (PPS) Medicaid Gold

Refugee Data Collection (RDC) Eligibility Silver

SPDIS Eligibility Silver

Specialized Telecommunication Assistance

Program (STAP) - Program Managed until Healfch, Developmental & Independence Silver
Services

5/2017

State Portal (STP) Eligibility Gold

Task List Manager (TLM) Eligibility Gold

Health, Developmental & Independence
Texas Kids Intervention (TKIDS) Services - Early Childhood Intervention Gold
Administration

Texas Medical Transportation System (TMTS) | Medicaid - MTP Gold
TIERS Eligibility Gold
TMSIS Medicaid Eligibility Medicaid Silver
TRAD (ECI) ggﬁllgczégevelopmental & Independence Silver
WFM - Scheduler Eligibility Gold
Wired Third Party Query System (WTPY) Eligibility Silver
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Service

Application Program Area Level
Workflow Management (WFM) Eligibility Gold
yourtexasbenefits.com Eligibility Gold
YTB mobile app Eligibility Gold
Caseload Realign (SASO ADMIN) Eligrarlis; - Comr_nunlty e i Gold
Program Operations
Client Record System (CRS) State Supported Living Centers Gold
CMS Merge (SASO ADMIN) Eligibility - Comr_nunlty Services & Gold
Program Operations
Code Table Automations Medicaid - Claims Support Services Gold
COGNOS HHSC Budget Gold
Community Care Case Reading System Eligibility - Community Services & Gold
(CCCRS) Program Operations
Community Services Interest List (CSIL) Eligibility Gold
Compliance, Assessment, and Regulatory .
Enforcement System (CARES) Regulatory Services Gold
DADS Reports Eligibility Gold
DADS WorkCenter Eligibility Gold
Eden Services Eligibility - Comr_numty Services & Gold
Program Operations
ID CARE - Money Follows the Person - Finder | Intellectual and Developmental Gold
File and File Delivery to CMS Disabilities & Behavioral Health Services
Intellectual and Developmental
ID AN = OS] Disabilities & Behavioral Health Services e
JIRA SLOT Tracking (SASO ADMIN) Eligibility - Community Services & Gold
Program Operations
Long Term Care Services Intake System Eligibility - Community Services &
. Gold
(NTK) Program Operations
LTC Datamart CFO Gold
LTC Provider System (NE) Transferring DADS Programs Gold
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Service

Application Program Area Level
Medically Dependent Children Program Eligibility - Community Services & Silver
(MDCP) Limited Stay (Salesforce) Program Operations
Mental Retardation Behavioral Health Intellectual and Developmental Bronze
Outpatient Warehouse (MBOW) Disabilities & Behavioral Health Services
I Eligibility - Community Services &
Notifications (SASO ADMIN) Program Operations Gold
PEBLES HHSC Budget Silver
. Intellectual and Developmental
Promoting Independence Disabilities & Behavioral Health Services Gold
Provider System (NE Batch) Community Service Contracts Gold
:\Qﬂgzratllty Assurance& Improvement (QAI) Data CADS - Aging & Disability Silver
Texas Inventory of Respite Services Community Access and Grants Silver
SAS (MG Batch) Eligibility - Comr_numty Services & Gold
Program Operations
Scheduler (SASO ADMIN) Eligibility - Commumty Services & Gold
Program Operations
Service Authorization System (SAS) Eligibility - Comr_numty Services & Gold
Program Operations
Service Authorization System Online (SASO Eligibility - Community Services &
. . Gold
Wizards) Program Operations
SLOT Tracking Eligibility - Comr_numty Services & Gold
Program Operations
Surrogate Decision Making Healfch, Developmenta! & Indgpendence Gold
Services - Guardianship Services
. Eligibility - Community Services & .
IMICEENEY Program Operations SlveEr
Utilization Review Medicaid Silver
Children and Pregnant Women (CPW) Medicaid Gold
Clinical Management for Behavioral Health Intellectual and Developmental Gold
Services (CMBHS) Disabilities & Behavioral Health Services
. Intellectual and Developmental
DI CEni e SEiEm (SeUTeEnE) Disabilities & Behavioral Health Services Creltd
Family & Community Health Services Clinic Health, Developmental & Independence
. Gold
Locator (CHCL) Services
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Service

Application Program Area Level
Institution for Mental Diseases - Medicaid Medicaid Gold
Statistical Information System (IMD-MSIS)
Integrated Business Information System Health, Developmental & Independence

. Gold
(IBIS) Services
Practice Partner Rio Grande State Hospital Gold
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Exhibit I: FFATA Certification
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Texx: Health and Homans Services Commmissiom
Federal Fonding Acconntability and Transparency Act (FEATA)} Certdficaton

The cemifications eoumsrated below represent marerial facts upon which HHSC melies when
reporting informaton to the fedeml povermment reqgoired wnder federal law. IF the HHSC later
determines thar the Coomactor koowingly rendersd an ermopsous certificaton, HHSC may
pursue all available remedies n accordance with Texas and U5, laws. Signor further agrees
that it will provide imomedizte wwritten modce o HHSC B ar any time Signor leams that any of
the certificarions provided for below were amonsois when submited or hawe sincs become
STTOOES 1:-1. Teason u-:l:' -r_ha.ng&-ﬂ. ._I.'I'C:].I:I:IEIEII.IZE ..Er".r.h.r S.[frm-r L'-:r.rrrlu:l-.r rﬁ'.m"lr Gaii g;l" fifu'

H-liflr-n:'il- u{:.r.ﬁ-.r .i!l-.r! n'ﬂrm.ﬂ'ru a mnnr :r H'EE. .

Diad your organizarion have a pross income., from all sources, of less tham 5300, 000 in wour
previonss tag year?

[] Yes - skip questions A, B, and C and confinmae to secdon D

[] *o - answer questions & and B.

A. Certification Feparding Percenit (%) of Anpnuwal Gross from Federal Awards

Cid yvour organizaton receive S0°9: or mare of its aomaal gros:s reverme from federal awrards
duringe the preceding fzral year™

[] Ye=
[] o — skip question .
B. Certification Berardine Amonnt of Annnal CGross from Federal Awards

Did ywour orpamization receive 315 million or more in anmmal gross revenses fromn federal
awards in the preceding Gscal vear™

] Ves
[ o — skip question .

If wour answear is Ves to both goestons A and B woir maast answer quesstion O
If wou answer is Mo to efther question 4 or B, skip guestion O and contimue oo section T

C. Certification Eepardime Foblic Access to Compensaton Informatomn.

Dipezs the pablic bave access o infonmmabon aboot the hizshly compensated offficer=semiar
exeCmiives I your usiness or erganizaiton (inclupdms parent coganizaizon. all bramches, and
all affliates worldwide} itbooogh pervodic reports fled noder secivon 13(a) or 15(d) of ihe

PO Box 13247 = Acdgs Tem: 78711 = 9N MNoSh Laeey, fositn Temes TBEISL = 512228500
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Securshies Exchange Act of 1934 (15 US.C. 78mia), TEe{d)} or section 6104 of the Internal
Fevemme Code of 19867

[] Ves

[]*e - provide the names and total compensation of the top five highly compensated
officers/sentor exscutives usmg the aftached FFATA Reporfing Template

D. Signafores

As the duly suthorized representative (Signor) of the Contractor, I hereby certify that
the statements made by me in this certification form are troe, complete, and correct to
the best of my kmowledze.

Sigmature of Anthorized Representative

Prmied Name of Authorized BEepresentative

Title of Anthorized BEepresentafive

Legal Name of Contracior

Date

DUNS Number Applicable HHS5C Contract Number(s)
[Lizt all contract nombers in the cell abave]
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Exhibit J: Certification Regarding Lobbying

CERTIFICATION REGARDING LOBBYING

Certification for Contracts, Grants, Loans, and Cooperative Agreements

The undersigned cerifies, to the best of his or her knowledge and belief, that:

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any
person for influencing or attempting to influence an officer or employee of an agency, a Member of
Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with
the awarding of any Federal contract, the making of any Federal grant, the making of any Federal loan, the
entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement.

(2) If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an
officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal
contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard
Form-LLL, "Disclosure of Lobbying Activities,” in accordance with its instructions.

(3) The undersigned shall require that the language of this certification be included in the award documents
for all subawards at all fiers (including subcontracts, subgrants, and contracts under grants, loans, and
cooperative agreements) and that all subrecipients shall certify and disclose accordingly. This certification
is a material representation of fact upon which reliance was placed when this transaction was made or
entered into. Submission of this cerification is a prerequisite for making or entering into this transaction
imposed by section 1352, title 31, U.S. Code. Any person who fails to file the required certification shall be
subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.

Statement for Loan Guarantees and Loan Insurance
The undersigned states, to the best of his or her knowledge and belief, that:

If any funds have been paid or will be paid to any person for influencing or attempting to influence an officer
or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congrass in connection with this commitment providing for the United States to insure or
guarantee a loan, the undersigned shall complete and submit Standard Form-LLL, "Disclosure of Lobbying
Activities," in accordance with its instructions. Submission of this statement is a prerequisite for making or
entering into this transaction imposed by section 1352, fitle 31, U.8. Code. Any person who fails to file the
required statement shall be subject to a civil penalty of not less than $10,000 and not more than $100,000
for each such failure.

* APPLICANT'S ORGANIZATION

* PRINTED NAME AND TITLE OF AUTHORIZED REFRESENTATIVE

Prefix: I:E * First Name: I Middle Name: |

* Last Name:l I Suffix: | EI

* Title: |

* SIGNATURE: * DATE::

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity
Page 202



Exhibit K: Federal Assurances
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el iuirr b ALROLO00T
Exyriion Duie S1r1000ri €

AFFURAHCES - HON-CONSTRUCTION PROGRAMS

Pubdic reporing burden for this coledion of informaton s =stimaied by average 15 minubes per responss, inchading Here for nevswing
Inesinactionss, seanhing odsting daln souroes, gathenng and maintsining e data needed, and compseting and reyviewing the codechion of
Infomation. Exnd comments reganding he burden ssimate or &y other aspect of Ihie coSection of ircrmmation, inciuding suggesdors for
reducing this burden, o the Ofece of Management and Budpet, Papenwork Rieduciion Project (034500400, Washingion, DC- 20503,

PLEASE Dy HOT RETURN YOUR COMPLETED FORM TO THE OFFICE OF MANAGEMENT AND BUDGET. SEND

ITTO THE ADDRESS PROVIDED BY THE SPONSORING AGEMCY.

MOTE:

A= the douly aulhorized repressniative of the applicant, | ceify that Be appicant:

1.

rd

Certain of Bese assurances ray nol b apoicabée o your prolect or prograe. H you have guesiions, pease contact the
aaarding agency. Further, Cerain Federal swanding agencies may reguine appdicants o cerify 1o addtonal ssuranoes.

Hsuch ks the case, vou will be noffied.

Has the legal auinorty b appdy for Fedensl asskslance
and the n=fufonal, managerisl and financal capsbility
[Inchading funds. suTiclent b pay e non-Federal shans
of project cosl) 10 ensares proper pEnning, manasgement
and cormpheion of the project desorbed Inthis
AppACHIon.

WIE ghve e awearding apency, e Compiroiler Gonersl
of B Linked Eabes and, T appmoprisie, Fe Siabe,
trerougin amy authorzed represaniate, soress io and
the right io sxmine all neoords, ooks, paps=rs, oF
docimnents realed o the awand, and Wil =siabiich a
proper accounting sy shem in accomdano= with penealy
acrepted accowmting sSandards or agency directes.

S esiabiich ssfeguards io probiod empkoyees from
L=ing ther postons ora purpose that onrestButes or
preseqis the appearance of personal or organizstionad
confict of Inbenest, or personed grsin.

Wi Initiak and complebe the work within the appdicables
e frame aftr receipt of approval of the awanding
ey

W compdy with e Int=mpovemmenis] Fersonne] At of
1570 (42 WE.C. §57TI8~4TE3] nstaling bo prescribed
siandards for merE systemes for programs: funded under
one of the 15 stshae=s or reguiations spescHed In
Appendiy A of OPA's Siandsrds for 3 kert Sysiem of
Parsonnai Adminisiralion (S C.F.R. 900, Subpat <.

W compry with all Federal shyhufes netating o
nomlscriminadon. Thess inchade bt ar= not Emiksd G
[3) T 1 of the Sl Righs Act of 156£L (PL B8-353)
which prosibits discriminabon on the basis of Ao, color
o nathonal orgin; o) THe DE of the Educaticn
Armndments of 1572, as amended (20 WS CE5158 1
1853, and 16851855, which proshibs disorimination om
the basls of sex; (C) Sechon S0L of the RerabdEadon

Auithasiped Sof Lotal FapecdocBon

Actof 1873, as avended (222 ULE.C. 794, which
prohbis dscriminaion o the besks of Fandicaps; id)
the Ag= DiscriminaBion Act of 1975, as amended {42 L.
E.C. §E510H-S107), which prohbds discrimiration on
the basis of age: (=] B Drug Abuss Cemee and
Treabment Act of 1272 (PL. 52-255), as amended,
relaiing o nonclsorsrination on the basls of draeg
aberse; T the Comprehenshe Slophch Abuse and
Alochofsm Prevention, Treatrmesnt and Rehabittion
Aot of 1870 (P 31-615], a5 amendsd, reiating o
nomd scrimination on the basls of aioonod abuss or
alcorollsm; ig) $5523 and 527 of the Fubiic Health
Eapyice Actof 1912 42 ULS C. 552590 dd-2 and 220
ee- 3], a5 amended, miating o confdendalty of aloohol
and dnag aburse pabend records; () T S0 of the Chvll
Fights At of 1258 42 E.C. 553501 =i seq.), o
amended, reating o nondiscriminstion in the sais
renmial or financing of housing (1) any other
nomdsriminaton provisions in e specific shahubeds)
under which appicaton for Fadersl assistance i being
made; and, iJ) the requiremenés of any obher

nomd sorimination statubes(s | which may apody o the
Appdcaton.

WWEF commplyr, ioF has aiready compiied, with e
requirsmismie of TEes: |1 and 1 of e Unfomn
RAedocation Assisianoe and Real Property Acguisibon
Poikcles Act of 1570 (P.L. 31-545) winich prosdde for
Tair and =qutabie teatrent of persons dspdaced or
whirse property Is aquirsd as & et of Federal or
Tederaibr-amsisied progrars. Thess requiements
appiy io 3k Imberests in el propesty soquined for
projec] paapeses regardiess of Federal parfidpaton in
purCases,

. W compdy, as appicaie, Wit provisions of the

Habch At 5 U.2.C. §51501-1508 and T32L-732E)
i limi e poiEoal sctvibes of amployees wose
principal empioyrmisn] sctivibes s Sanded In whoie
or in part with Federsl funds.

SitanZmrd Foern &340 [Py, T-57]
Fraspofbe by DA Dlrcuier B-102

HHSC DIR Statement of Work # HHS0007041
Assessment of HHS IT Organizational Maturity

Page 204



Wil cormpdy, 3= apolicabie, Wi the prosisions of the Dawvis-
Bacon At 20 WE.C. 553 7Ea o 2TEa-T], T Copsiand A
A0 ULS.C. 52760 and 18 UEC. §E74], and the Contadt
ok Hours and Sadely Sndards Act (80 UG, §53TT-
333}, eganding labor standands for federaiy-asciched
construcion subsgreements,

10 Wil compdy, B appicable, with food irsurance purchass
requirements of Section $024a) of the Fioosd Cisasher
Frotection Act of 1572 (F.L. 23-234) which reguines
recpisnts, Ina specil fiood harsrd ares bo parbicipabe In e
progra and bo punchass fiood Rsumnce e tolal oost of
Inserabie oorestruciion and acquisitbon ks § 10,000 or mone.

11. 'WH comply wih emvironmenial standamis which may e
presoribsd pursuant o B foboraing: fa) nethution of
emvironmental quality control measores. unider the Nationadl
Envirmnrmienial Pollcy Actof 1925 (F.L. 21-190) and
Exsoative Order {ED) 11544, {b) nistfication of wickaling
faciites pasuant o ED 11738; () probection of wetands
pursuant to EO 11250; id) evakustion of food Fazamds 6
finodpiaing in accondance with B0 11988; (&) assurance of
project onsisiency with the approved Eisbe maragement
program deveioped onder the Coastal Zone Manspement
At of 1972 (16 U.EC. §51451 &t seq }; T conformEy of
~ederal atlicns to Eiabe (Chean A nplereniation Flans
ender Sacion 17e(c) of te Chean Ar At of 1955, 38
amended {42 UE.C. 57401 &8 s=q.]; ig) prodection of
underground sounces of drinking waber anidisr the Safe
Crinking ‘Waler Act of 1574, as amended (7L 53-523);
and, (h)i protection of endangersd speches under the
Endangensd Species &tofl 1973, & amended (P.L. 93~
a1

12 'WH comply Wi the Wid and Scenic Rivers At of
1858 {16 LLE.C. §51271 =t saq.) redaded b prodecling

oormponenis o pofeniisl componenris. of B nafonal
wild and soenic rfvers sysisi

14,

18.

. Wil assist the awaniing agency In assuring cormplanoe

with Bection 106 of the Mational Hisioric Pressreation
Mt of 1556, as amended |16 LUE.C. 4705 B 11523
(denificaton and protection of historc propertes), and
the Archascingical and Historc Pressnadion A of
1574 {15 US.C. §450-1 et say |

W comply withi P L. 93-348 reganding e protecbon of
hueman subjechs vobeed In reseach, developenent, and

retyied aciivities supported by this swerd of assisines

. Wi comply wih the Laborsiory Animal \Sisfans At of

1966 (PL. B5-554 3 amendsd, 7 ULE.C. 552131 =8
S50 periaining bo the care, handing, and eatment of
wanr bicoded anbmals held for nes=arch, Eaching, or
other acthiies supported by this ssvand of ascisnce.

. W commply el the Lead-Based Faint Poisoning

Prevembion Act (42 U5 GEEE00 = seg | windchi
prohbds the wse of esdHnovsed paint In conatmection or
rerabiEston of reskdenoe shuchures.

. W coaurse bo be perbormed the repuined Snamcial amd

complance 3udts In accomanoe Wi the Sihoie Audi
Aot Armendments of 1596 and OMB Clroaar Mo, 4-133,
“Auds of Staies, Local Govermmenis, and Mon-Fmefk
Crpanizations "

WA cormply with ol appdcabie requinements. of &l other
Fisdieral [we, ewetutve oniers, reguistons, amd poloies
goveming his program.

. W comply Wi the regoiremenis of Sschon 1080 of

thie TrafMicking Wictims Probechon Act (TVPA] of 2000, as
amendeid (22 UG 7104) which prohib®s grant asvand
reciplenis or & sub-necipiemt from (1] Engaging In severs
forms of afMiching in persons during the perod of bee
thiat e award is inefect (2 Procuring a commercial
s=w At during the period of b st G aeerd 1= 0
et or (2] Lising forced tabor i the perbrmanos of the
awand or cubawards under e aaand.
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